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Preface

"The science of today is the technology of tomorrow."
— Edward Teller

Artificial Intelligence Driven Forensics explores the transformative role of artificial intelligence
(AI) in the field of digital forensics, offering a comprehensive overview of how Al technologies
are reshaping crime investigation, cybersecurity, and evidence analysis. The book bridges
traditional forensic methodologies with cutting-edge Al techniques, such as machine learning,
deep learning, natural language processing, and graph analytics, to improve the accuracy, speed,
and scalability of forensic investigations.

Structured around real-world applications and case studies, the book covers critical areas including
Al-enhanced malware detection, user behavior profiling, deepfake identification, social media
profile cloning detection, canine forensics and hybrid approaches to analyzing digital artifacts. It
also delves into the integration of Al with forensic tools for automating incident response,
identifying anomalies in massive log files, and supporting decision-making in complex cybercrime
scenarios.

A key feature of the book is its interdisciplinary approach, blending insights from computer
science, cybersecurity, law, and ethics. It addresses not only the technical mechanisms behind Al-
driven forensics but also the legal, ethical, and societal implications, particularly regarding privacy,
accountability, and the admissibility of Al-generated evidence in courts.

Geared toward researchers, practitioners, students, and policymakers, Artificial Intelligence
Driven Forensics serves as both a foundational text and an advanced guide to understanding the
future of forensic science in the age of Al

This book is partitioned into six thematic parts, each illuminating how artificial intelligence and
machine learning are revolutionizing the field of digital forensics across domains including law,
biometrics, cybersecurity, ecology, medicine, and more.

Part A: Artificial Intelligence and Machine Learning Driven Digital Forensics explores the
transformative role of Al and machine learning in modern forensic science. It introduces
foundational theories, bench marks advanced algorithms, and demonstrates practical
implementations of intelligent systems across various forensic domains. Topics include anomaly
detection in visual scenes, synthetic cybersecurity log generation, multimedia authenticity
verification, and adversarial attack detection in facial recognition systems. This section highlights
how Al enhances forensic accuracy, scalability, and adaptability, establishing a data-driven
foundation for next-generation forensic investigations.



Part B: Bridging Law and Technology: AI-Enabled Legal Framework addresses the
intersection of artificial intelligence and legal forensics. It outlines foundational principles,
emerging applications, and a comprehensive techno-legal framework for ensuring the integrity and
admissibility of digital evidence in courtrooms.

Part C: Behavioral and Biometric Forensics focuses on advanced biometric techniques and
behavioral modeling, presenting innovations in keystroke dynamics, gait recognition, fingerprint
analysis, and emotion detection using multimodal deep learning approaches.

Part D: Green and Medical Forensics Applications brings environmental sustainability and
healthcare into forensic science. It explores green nanoparticles in evidence analysis, Al-driven
cancer pathway prediction for medical forensics, and blockchain-secured cognitive IoT
frameworks for protecting sensitive medical imagery.

Part E: Network, Supply Chain, and Cyber Forensics navigates the complexity of cybercrime
investigations by introducing frameworks for packet capture analysis, blockchain-enhanced supply
chain tracing, and forensic profiling based on user browsing behavior.

Part F: Forensics in IoT, Wearables, and Environmental Surveillance expands forensic
frontiers into wearable devices, smart therapeutics, and broadband connectivity. This section
investigates how data from smartwatches, Al-based health systems, and network infrastructures
contribute to digital evidence collection and event reconstruction in real time.

Through its diverse and interdisciplinary lens, this book serves as both a reference and inspiration
for researchers, practitioners, and policymakers advancing the field of digital forensics in the age
of intelligent technologies.

Miami, FL, USA S.S. Iyengar
Miami, FL, USA Kenneth G. Furton
Bangalore, Karnataka, India Naveen Kumar Chaudhary

Gandhinagar, Gujarat, India Pronab Mohanty
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Principles of Machine Learning Theories and Practical
Applications *

Nageswara S. V. Rao!

Oak Ridge National Laboratory, Oak Ridge, TN USA
raons@ornl.gov

Abstract. Machine learning (ML) computations of increasing sophistication and
complexity are being developed to solve complex, data-driven problems in di-
verse areas. Their output is often subject to undesirable phenomena such as over-
fitting and hallucinations that are hard to detect, and more generally their sci-
entific rigor is hard to establish. We propose the concept of ML-solvability by
combining the theories of learnability, computing and logic, which characterizes
the model space, the learning algorithm that estimates a model using samples,
and the inference algorithm that utilizes the model. It provides insights into the
applicability and generalization of ML codes, and the possibility of incomplete
and unsound inferences if the underlying problem is not ML-solvable. In science
areas, the long-established laws are synergistically exploited to sharpen and com-
pose powerful ML solutions with provable generalization and correctness prop-
erties. We describe a framework for ML-solvability and generalization analyses
based on a combination of physical laws that govern systems and information
laws that characterize the learning processes. We combine the learning dimen-
sion and training error to derive generalization equations to detect and minimize
overfitting, and utilize physical law violations by learning processes to identify
and mitigate inference inadequacies. We briefly describe the uses of smooth, non-
smooth and algebraic forms of laws to develop or analyze ML solutions in the
areas of data transport networks, nuclear engineering, and computer system diag-
nosis.

Keywords: Machine Learning - Generalization Theory - ML-Solvability - Over-
fitting - Hallucinations - Regression - Information Fusion

1 Introduction

The machine learning (ML) methods are increasingly being applied to solve complex,
computational and data-driven problems in diverse science areas, including energy sys-
tems, materials research, and science infrastructures. Their scientific validity critically

*This work is funded by RAMSES project and Applied Mathematics program, Office of Ad-
vanced Computing Research, U.S. Department of Energy, and performed at Oak Ridge National
Laboratory managed by UT-Battelle, LLC for U.S. Department of Energy under Contract No.
DE-AC05-000R22725. The United States Government retains and the publisher, by accepting
the article for publication, acknowledges that the United States Government retains a nonexclu-
sive, paid-up, irrevocable, world-wide license to publish or reproduce the published form of this
manuscript, or allow others to do so, for United States Government purposes. The Department of
Energy will provide public access to these results of federally sponsored research in accordance
with the DOE Public Access Plan (http://energy.gov/downloads/doe-public-access-plan).



depends on the correctness of their codes, which is characterized by computability,
learnability, and guaranteed approximations under the randomness of processes, mea-
surements, and errors. Particularly in science areas, it is very important to ensure that
the underlying problem is correctly analyzed in order to develop and apply ML codes
along with their analytical proofs and experimental validation methods. Specifically, if
these codes are incorrectly developed or applied to uncomputable or unlearnable prob-
lems, the consequences can be severe: their outputs could be unsound or incomplete
or both [63,36], thereby resulting in potentially false “discovery claims” or incorrect
critical decisions. Such scenarios are more likely to arise now as increasingly complex
tasks are being delegated to purely computational means, fueled in part by the recent
proliferation of generative, black box artificial intelligence (AI)/ML methods. These
aspects are further compounded by the increasing complexity of diverse ML methods
that are being customized, sharpened, and composed in unprecedented ways to exploit
extensive data sets and extremely powerful computing resources.

In science areas over the decades, physical laws have been developed, often in an-
alytic (differential, algebraic and stochastic) forms, from the first principles to design,
understand, and operate complex systems. More recently, they have been exploited to
develop general physics informed machine learning (PIML) methods [65], and also to
customize ML solutions for reactor system analytics [40], electrochemistry laboratory
automation [1], methane hydrate exploration [54], and other applications. For exam-
ple, a three-level fuser of smooth and non-smooth machine learners that reflects the
structure of the coolant system of a nuclear reactor has been developed for power level
estimation using independent monitoring measurements [55,40]. In another example,
custom ML methods are integrated into automated electrochemistry workflows to ver-
ify the consistency of measurements with normal experimental conditions and to detect
failure conditions [1]. In another direction involving “non-physical” systems, abstract
laws are developed and incorporated into ML solutions for performance profiling of
data transport networks. The concave-convex profiles of data transport complexes and
their individual sites, subsystems (e.g., file and 10), and components (e.g., TCP version)
lead to the diagnosis of bottlenecks [45,46] and compromises [48], and optimization of
throughput across the complex [21,29]. In general, physical and abstract laws encap-
sulate the critical knowledge — often in compact differential and algebraic forms — that
complements datasets and ML models obtained from them. They have been synergis-
tically exploited to compose powerful ML solutions, and also to derive generalization
equations, for example, distribution-free error confidence bounds for sensor drift esti-
mation in primary coolant systems [51,50] and concave-convex profile transitions in
throughput profiles of data transport infrastructures [56]. In this paper, we briefly de-
scribe these applications, and place them within a broader context of ML solutions and
their applicability to a variety of problems, by utilizing theories of computing, learning,
and logic.

We introduce the concept of ML-solvability which characterizes the correctness of
ML codes in terms of deterministic proofs and probabilistic generalization guarantees,
by combining the theories of learnability [64,24], computing [14] and algorithms [13,
20], and logic [63]. It characterizes a ML solution by its model space, the algorithm
that learns a model using samples, and the inference algorithm that utilizes the trained
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Fig. 1: Framework for co-developing ML codes with generalization equations.

model, and computing platforms that run learning and inference codes. It provides in-
sights into the applicability and generalization properties of ML codes, and potential for
incomplete and unsound inferences if the underlying problem is not ML-solvable. We
combine the generalization theory with algorithm correctness proofs to provide perfor-
mance guarantees based on finite samples using adaptations of Vapnik-Chervenenkis
(VC) dimension (or a related quantity) [6, 64]. Furthermore, we exploit the conditions
and constraints from physical-abstract laws of the underlying system to provide prac-
tical insights and results, under the framework illustrated in Fig. 1. We first apply the
foundational principles to establish the ML-solvability of a given problem, and then
exploit the domain laws to identify or develop custom ML solutions. If the problem
is ML-unsolvable or its ML-solvability cannot be established, then we show that the
properties of ML codes are uncertain even if they produce output.

We briefly describe illustrative ML applications from existing works in the areas of
data transport networks, nuclear engineering, and computer system diagnosis to illus-
trate various aspects of the ML-solvability concept. Specifically, we combine the learn-
ing dimension and training error to derive generalization equations to detect and mini-
mize overfitting, and utilize physical law violations by the learning processes to iden-
tify and mitigate the unsound inferences. We also illustrate the utilization of smooth,
non-smooth and algebraic forms of laws to develop or analyze ML solutions in these
applications.

This paper is organized as follows. The ML-solvability concept is developed in
Section 2. The generalization theory is briefly summarized in Section 3. The algebra
and calculus aspects of machine learners are described in Section 4. Implications of
the lack of ML-solvability or its knowledge are described in terms of overfitting and
unsound and incomplete inferences in Section 5. The applications based on existing
ML solutions are briefly described in Section 6. Conclusions and possible directions
for future investigations are described in Section 7.



2 ML-Solvability: Computability and Learnability

ML methods are typically developed to estimate parameters or infer properties, and
optimize parameters of an underlying system, using probabilistic measurements. Their
correctness embodies two parts: (a) deterministic proofs from theories of computations
and algorithms that establish their correctness and complexity, and (b) probabilistic
guarantee of their approximation from theory of learnability that establish their gener-
alization properties. Within the broad spectrum of science areas, some problems would
be computationally undecidable (or uncomputable for short) [62] or unprovable by pure
mechanical means [17], and some learning tasks would be unlearnable in an informa-
tion theoretic sense [64, 24]. We define a problem to be ML-Solvable if it is both com-
putable and learnable with the required level of confidence. Then, there are problems
that are not ML-solvable, including, self-diagnosis of computing systems under arbi-
trary failures [35], detection of computer viruses [12], and inference of chaotic maps
from arbitrary time sequences [25], as will be discussed subsequently. On the positive
side, several tasks formulated within the constraints of physical and abstract laws are
ML-solvable, as exemplified by the sensor drift estimation in nuclear reactors [39], and
optimization of data transport infrastructures [44]. We focus on general classes of such
ML-solvable problems, and sharpening of their solutions by exploiting the information
from physical and abstract laws. Specifically, for ML-solvable problems, we briefly
describe solutions and their correctness and generalization (Section 6).
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Computability, learnability and provability analytical problems

space of ML for domain areas
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* Instrument-computing systems
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Fig.2: ML codes must be developed and applied to computable and learnable problems, and
additionally may need to be expressible and provable.

2.1 Requirements of Provability and Expressibility

Complex ML solutions that require performance guarantees and interpretable param-
eters require two additional properties of provability and expressibility, in addition to
learnability and computability of basic ML-solvability, as shown in Fig. 2. Learnability
is defined by generalization properties such as finite scale-sensitive dimensions [2], as



discussed subsequently in detail (Section 2.4). Computability in ML requires that the
underlying computing problem be decidable in a Turing sense [14,27], which is also
closely related to the mechanization of proofs as discussed in detail in Section 2.5. Ex-
pressibility of ML refers to the ability of learned models or parameters to represent criti-
cal domain properties, such as learning information that neural network weights capture
feature correlations or hidden nodes represent critical regions of the image being pro-
cessed. Expressibility of ML outputs is critical for trusting black-box solutions, and
they are subject to Tarski’s limit [60, 26], in particular solutions that require that criti-
cal properties be defined first in complex algebraic systems. In simple terms, Tarski’s
undefinability states that in any sufficiently strong formal system, not all truths in that
standard model can be defined within the system, which in turn implies that examples
provided within the context of a system are not guaranteed to lead to the discovery
of all truths about that system. The undefinability theorem shows that no sufficiently
rich interpreted language can represent all of its own semantics. A corollary is that any
metalanguage capable of expressing the semantics of some object language must have
expressive power exceeding that of the object language. The metalanguage includes
primitive notions, axioms, and rules absent from the object language, so there are theo-
rems that are provable in the metalanguage that are not provable in the object language.
Consequently, there could be problems formulated to “learn” such meta-properties that
are beyond the power of ML methods. On first glance, these problems might appear
too abstract, but it is instructive to note that several practical problems such as virus
detection [12] and ensuring the resilience of complex codes [35] are undecidable, and
hence their analogs are also beyond the power of ML solutions.

2.2 Composition of Machine Learning Solution

ML solution to a problem is composed of the following components, which play differ-
ent roles in ML-solvability:

— Model or Hypothesis Space: The hypothesis or model space consists of all hypothe-
ses or models, from which one is learned based on samples. The examples include
the class of deep neural networks or collection of inference rule sets. The hypothe-
sis space must be large enough to closely approximate the underlying model, which
corresponds to high approximation density. On the other hand, a large model space
also increases its learning dimension which decreases it generalization capabilities.
These relationships and trade-offs are explicitly represented using the generaliza-
tion equations described in Section 3.

— Learning Algorithm: A learning algorithm chooses a model or hypothesis from
its class. The examples include the training algorithm to determine the weights of
a neural network. In addition to computability, the computational complexity of
the training problem determines the quality of model selection. For example, the
problem of optimizing neural network weights based on a sample is NP-hard, and
methods such as backpropagation only guarantee approximations in practice.

— Training and Testing Data: The training and testing samples are used by the learn-
ing algorithm. These samples may be limited by their availability, and cost of col-
lecting them. Large samples often lead to improved ML solution but may lead to
larger training times. Also, the extraction of sample data sets from complex sys-



tem measurements might require extensive processing, for example, extraction of
features from images to be used for classification.

— Learned Model and Inference Algorithm: The learned model or hypothesis is used
by the inference algorithm to produce output such as classification or parameter
estimate. This step is often called the forward computation, and is polynomial-time
computable for a neural network. For cases where the learned model is a collec-
tion of inference rules, the computation may involve selective application of rules,
which could be computationally intractable or undecidable.

— Generalization Equations and Proofs: Analytical characterizations such as general-
ization equations, expressions of properties, and proofs of assertions are important
desirable qualities to be established. In complex cases, such proofs are beyond the
power of computations, for example, as a consequence of Rice theorem as described
in Section 6.3.

— Computing Platforms: Computing platforms used to execute learning and inference
algorithms play a significant role in the quality of ML solution. In particular, LLMs
with a large number of parameters and large data sets require supercomputers and
specialized hardware such as GPUs.

2.3 Finite Sample Implications on ML Solutions

Even for ML-solvable problems, for example some classification problems, there are
fundamental limits on how general such methods can be and what can be inferred about
them, due to finite number of samples. The incompleteness or slow convergence theo-
rem of Devroye [15] shows that there is no universally best machine learning method
that can be asserted using a finite number of samples. In essense, ML methods trained
on finite samples do not have sufficient information to optimize over the non-countably
infinite class of data distributions. Indeed, any ML method is reduced to a random
guesser for certain data distributions that are tailored to the method, even if it performs
optimally on a given training dataset. Consequently, ML method optimal for a domain
(with its specific distribution) may perform poorly when applied to another domain
which corresponds to another distribution for which it is nearly a random guesser; in
particular, LLM models’ excellent performance under training is not guaranteed when
applied to a different domain.

As a practical consequence, diverse ML methods — smooth, non-smooth, structural
and statstical [36] — will continue to be developed as newer learning problems arise
in various disciplines. Collectively, they provide a set of rich, diverse ML solutions,
but their performance can vary widely even for a single problem. Information fusion
methods that combine multiple disparate ML solutions to ensure performance at least
as good as their best subset have been developed using the projective fusers that utilize
the lower envelope of error surfaces [34]. Furthermore, these fusers can be retrained to
incorporate newer methods using training samples, which gives us a practical solution
to continually fold in the power of newer ML methods. The fused solution is still subject
to slow the convergence theorem but is effective in practice since it makes best use of
the methods as they become available.

Another limitation of an ML solution is the computational intractability or NP-
hardness [16], even if the ML problem is computable or Turing decidable; for ex-



ample, training a three-node neural network is NP-complete [5]. Thus, practical ML
computations can only guarantee approximations. For example, different invocations
of the back propagation algorithm yield different approximations in sigmoidal neural
networks. A nearest neighbor fuser combines these estimates to provide a solution su-
perior to all of them [34]. In general, for a fuser class .%F that combines estimators
fi € Zi,i=1,2,...,N and satisfies the isolation property, namely, containing functions

N
that transfer individual inputs to output [32], we have I(f7) = minI(f;) — A, where I(f)

is the expected error of estimator f, and A is the improvement in the expected error
achieved by the optimal fuser f; over the best estimator. For the learned fuser fr that
minimizes the training error, the confidence function &y provides the probability that
the error is within € of the optimal, specified by its generalization equation described

in Section 3. It is expressed in terms of V = Z Vi, where V; is the total variation of

Zi, and improves with the training sample size 1ndependent of the underlying distribu-
tion [34], which is complex and often unknown. These aggregation operations over ML
models provide a basis for abstract additive operations that are rigorously supported by
distribution-free guarantees [64], as described in Section 4.

2.4 Physical and Abstract Laws

The physical and abstract laws capture the critical knowledge of the underlying sys-
tems, often in compact forms, by abstracting important parameters and relationships.
Data sets collected from operational or emulated systems and ML models obtained from
them typically provide complementary knowledge, often reflecting measurement uncer-
tainties and errors and finite sample limits. They have been synergistically exploited to
compose powerful ML solutions to estimation and diagnosis problems in a variety of
ways, ranging from incorporating physical constraints, utilizing physical law violations
as objective functions to minimize, structuring ML solutions to reflect physical laws,
and combining multiple disparate estimators of parameters. In particular, the physical
and abstract features, along with their relationships, captured by laws play a crucial role
in the design and analysis of ML solutions to the underlying estimation and diagnosis
problems in the two types of systems, namely, reactor coolant systems and computing-
data complexes. ML solutions may be based on utilizing the additive and differential
knowledge between ML models and their counterpart first principle laws: solutions to
estimation problems, including classification and regression problems, typically utilize
the additive knowledge, and those to diagnosis problems typically utilize the differen-
tial knowledge. Furthermore, the analytical properties such as bounded derivatives of
smooth laws and bounded total variations of non-smooth laws may be combined with
empirical errors of ML models to derive performance characterization and guarantees
in the form of generalization equations with practical insights [37]. Specific cases and
development of the underlying concepts behind the additive and difference operations
in terms of algebra and calculus of ML within our applications context are described
in Section 4. We consider ML problems formulated within the context of a system S
characterized by:



(1) law Zs(P,Z) that relates the parameters and system variable vectors, P and Z, re-
spectively, and
(ii) structure .#s(%s) that specifies the relationships between its set of components &.

2.5 Mechanization of Proofs: Properties of Programs

Traditionally, the correctness proofs of codes are manually generated, and their mech-
anization refers to utilizing computer codes to generate them, possibly by automatic
theorem provers or more recent generative Al methods. Such mechanized proofs are
subject to limits guided by the Turing undeciability and Godel’s incompleteness consid-
erations [35]. The computation and estimation tasks of ML-solvable problems must be
Turing decidable. Rice Theorem [14] establishes the computability limits of using codes
to infer properties of codes, in particular their correctness proofs; for example, it shows
the undecidability of resilience detection problems [35]. The correctness proofs of ML
codes are subject to Godel’s incompleteness results on provable assertions, namely, that
not all truths can be provable in certain systems, such as arithmetic with multiplica-
tions [17]. Intuitively, the truths can not be enumerated as deductions from axioms for
verification via a mechanical process, which is subject to Turing’s undecidability [62]
(incidentally, Godel’s results on arithmetic systems were published in 1931, years be-
fore Turing’s results on computations in 1936). The notions of undecidability (Turing
[62]) and unprovability of assertions about their outputs (Godel [17]) are closely related
as pointed out by Chaitin [9]: informally, they both capture the recursiveness needed
for algorithms and proofs, which is insufficient to address non-recursiveness of certain
tasks and assertions, respectively. The work of Uspensky [63] makes this connection
explicit by casting the provability task in terms of algorithms within a deductive sys-
tem; specifically, the non-existence of such an algorithm establishes the non-provability
of truths.

Time series data may also reflect physical properties captured by the domain or
ML computations, for example, dynamic flow computations. They introduce another
source of undecidability in physical systems with chaotic dynamics [25], wherein nearly
all questions about long-term trajectories are undecidable even when initial conditions
are known. Thus, even within the context of these physical systems, ML solution that
identifies such properties is not feasible, independent of how large the training sets and
parameter spaces are. In scenarios of reactor systems (Section 6.2), the dynamics are
stabilized to avoid chaotic regimes, which leads to their learnability by avoiding this
type of undecidability [40, 39]. In general, learnability can be undecidable in that it is
not verifiable mechanically as shown recently [4].

The undecidability results are manually proved within the frameworks of recursive
functions expressed in L [14], Turing machines [11], lambda calculus [9], and others
[63]. Several of the well-known undecidable problems are decision problems about
Turing machines such as the halting problem, empty-set detection and equivalence of
Turing machines [11]. These problems might appear somewhat abstract, but there are a
number of more “practical” undecidable problems, including virus detection problems
[12], programs to test randomness of a string [9], testing the equivalence of context-
free grammars, smallest program capable of generating a given string, and computing
the Kolmogorov complexity of strings. Resilient computations for Exascale systems



represent another class of such challenging problems, and various versions are shown
to be undecidable [35] as described in Section 6.3.

3 Generalization Theory

Under the ML paradigm, a machine “learns” a functional relationship between two
vector random variables [19,49] using a random sample (X;,Y1),(X2,Y2), ..., (Xu,Y),
typically drawn from an unknown joint distribution Py y of feature vector X and out-
put vector Y. The task is to compute a predictor function f from a complex class (e.g.,
deep neural networks) such that f(X) is a good estimate of ¥ overall. A fundamen-
tal generalization result establishes that, under certain conditions, the best estimator f*
that minimizes I(f) = E [C (f(X),Y)], for cost function C(.,), can be closely approxi-
mated with high probability by an f learned solely from the sample regardless of Pxy
[64]. Vapnik’s theory [64] establishes that a “suitable” estimator, f , obtained by an ML
method M, ensures

Pg{Y [I(fﬂ)il(f*)>g+é}<8M(£M787évl)a (l)

where .Z); is its function class, € > 0 is the precision parameter, 0 < S(.) < 1 is
the confidence function, and & is the training error associated with computing f. Thus,
it provides distribution-free guarantees on their prediction performance on future data,
and ML-solvability requires that  must be computable as a minimum, which is possible
only when the underlying problem is computable or Turing decidable.

Over the past decades, finite sample performance guarantees are derived in a variety
of methods, including neural networks [2], regression trees [7], support vector machines
[64], and kernel estimates [58]. Historically, these elegant generalization equations are
considered too loose to be practical, but more recently a combination of custom pa-
rameters (e.g. small Lipschitz constant and total variation) and the availability of data
sets (e.g. 2K Gamma spectrum every second) made them useful in practice, for exam-
ple, as shown in Figure 4. The estimate SM() for the composed ML solution M can
be based on law %5 or its structure .#s(%s) in a generic form, and its practical ver-
sions for application scenarios are discussed in Section 6. In addition to specific values,
the mathematical form of oy (.) provides critical practical information by relating the
parameters of Zs to precision and confidence of the composed ML solution.

If .7y has finite capacity [64], then under bounded error, the condition in Eq (1)
is guaranteed; a more general result ensures this condition under finite scale-sensitive
dimensions [3]. For sigmoid neural networks, the sample size needed to ensure Eq (1)
is linear in the number of neural network parameters [30], as opposed to having the
quadratic dependence of previous bounds for unbounded weights [22]. In particular,
the confidence estimate is

h(d+2)
o= (Y e

for a sigmoid network with / hidden nodes and input dimension d with weights suitably
bounded by W. It is important to note that several statistical estimates learned by current
ML methods are smooth, including SVM with Gaussian kernels [58] and radial basis



functions [8], and several variables and parameters in science applications are bounded,
and these properties are used to develop generalization equations. ML methods also
employ non-smooth methods, such as ensemble tree methods [61], regression trees [7],
Haar estimators [10], and Nadaraya-Watson estimators [28]. In practice, the parameters
are bounded, and the learned functions have a finite (often small) number of jumps,
which leads to their bounded finite total variation V < oo, In this case, the confidence

estimate is
8y = 8g (1 + 128V> o €71/2048
t5

Quantum communications channel modeling is carried out using simulations and ex-
periments. These problems are typified by the algebraic structure of %), that supports
optimization for improved simulation-experiment combination; for example, when %y,
is a v-dimensional vector space, such as Hilbert space of quantum channels, we have

the general expression
v
§s =38 (1283) o€/512
8 i

that may be sharpened using more specific physical properties.

For methods utilizing fusion of multiple methods, the generalization equations can
be derived based on the isolation property [32,31], for example, satisfied by the en-
semble method. For instance, for the fuser class % used in fusing the classifiers
fa € Fu,a € A, let fr denote the classifier function obtained by composing f,’s us-
ing a fuser from %r. The accuracy improvement Ar of the composite ML estimate
over the best individual classifier is defined as

Ap =I(fr) —maxI(fa).
acA

Then, if .#F has the isolation property [34] Ar > 0, the best accuracy improvement is
given by Aj =I(f7) — ma};{] (f3), and its estimate based on samples is given by
aca

Ar =1(fr) —gg;f(fa),

where /() is the training error based on the sample. If we let 8, (€, &, 1) for all individual
classifiers b € o7 and classifier-fusers b = % such that 0y(€,8,,1) — 0 as [ — oo, then
the probability that the closeness between Ar and Az is within € is bounded as

Py [|Ar — Ap| < €] > 1—84(e/2,84,1) — Y 8u(€/(2N.y), 80,1) )
acd

for both classifier-fusers d = %, wherein the right-hand side approaches 1 as [ — oo,

4 Algebra and Calculus of ML

Over the past decade, there has been a sea change in ML practice in part due to the
availability of software products, including python libraries and R modules. More re-
cently, there has been an explosion of large language models (LLM) [23] both as trained
models that can be accessed such as ChatGPT, or packages that can be indigenously



built such as LLAMAZ2. Furthermore, ML frameworks for special-purpose and high-
performance computing systems demonstrate the unprecedented scale and scope of
practical problems solved by ML methods. Consequently, such methods have been ex-
tensively applied to a broad set of applications; initially, however, their ease of use
resulted in them being used as just “black boxes,” often leading to solutions that were
hard to interpret and explain. Currently, we are at the verge of a post-black-box era in
which basic ML methods are being customized, sharpened, and composed in unprece-
dented ways to exploit domain knowledge, in particular, system and physical aspects.

The field of machine learning has traditionally been at the intersection of computing

and statistics [2, 19] but now encompasses other disciplines including formal languages

for expression and interpretation, for example, under the explainable Al framework

[18]. These developments in practical ML methods can be broadly classified into the

following categories:

(a) Strategic Deep Compositions: The sharpened and customized ML solutions are
composed in deep, multilevel, acyclic graph combinations, wherein ML methods at
nodes are selected to match the underlying system components.

(b) Fusion of Diverse ML Methods: Diverse ML methods, such as smooth kernels and
support vector machines, non-smooth tree and forest estimates, and algebraic vector
spaces, are combined to mitigate overfitting by ensuring diversity of design.

(c) Hyperparameter Harness: ML solutions are wrapped inside a harness to explore,
select, and tune higher-level parameters, for example, using an informed gradient
search in the hyperparameter space.

These complex operations represent algebra and calculus of ML methods, as illustrated

by the fusion of diverse classifiers and regression methods [36].

4.1 Addition Operation and Information Fusion

The knowledge from laws and ML methods can be utilized in two basic additive ways:
(a) Sharpening and customization: Basic ML methods can be fine-tuned by identify-
ing and optimizing their structure and parameters by exploiting system and physical
aspects. The sharpened and customized ML solutions can be composed in deep, multi-
level, acyclic graph combinations in which ML methods at nodes are selected to match
the underlying system components. (b) Fusion of diverse ML methods: Diverse ML
methods (e.g., smooth kernels and support vector machines, non-smooth tree and for-
est estimates, algebraic vector spaces) can be combined to overcome over-fitting by
ensuring the design diversity. An example is RTT estimation by fusing five disparate
regression estimates in Fig. 3. Two examples of this ML addition operation in the nu-
clear engineering area are described in Section 6.2.

4.2 Diagnosis by Difference Operation

Physical and abstract laws that characterize ideal operating conditions (e.g., drift-free
reactor dynamics and fully optimized data transport infrastructure) are used to compute
the differentials with respect to ML models derived from measurements from opera-
tional, emulated, or simulated systems. Under ideal conditions, the differentials will be
negligible, but under operational conditions, they indicate errors, such as sensor drifts
in reactor monitoring sensors and under performance of data transport (e.g., convex



throughput profiles). Furthermore, by relating the differentials to underlying laws, the
parameters and components can be identified to support actions (e.g., recalibrating sen-
sors or fine-tuning file systems) as described in Section 6.2.

S Implications of Lack of Knowledge about ML-Solvability

The causes of lack of ML-solvabilty of a problem are two-fold: (a) non-computability of
the training and inference problems, or (b) non-learnability of the underlying problem
due to insufficient model set or hypothesis space, insufficient training data, or insuffi-
cient inference rules in the model. Since sound and complete ML answers require both
computability and learnability of the underlying problem, codes attempting to solve a
ML-unsolvable problem produce answers that lack one or both properties. This con-
clusion follows from a formal treatment of the soundness and completeness concepts
succinctly presented in terms of an abstract deduction system in [63]. In addition, the
lack of knowledge of ML-solvability in turn translates to the lack of knowledge about
the completeness and soundness properties of output produced by ML codes. These
implications are not merely academic in nature, since scientific ML codes developed
being unaware of the underlying ML-solvability property, potentially produce outputs
that the lack the needed rigorous analysis and justification.

5.1 Overfitting

The overfitting corresponds to low training error € in Eq. (1) typically due to ML model
M with a large number parameters, which in turn results in low confidence or high Sy as
a result of large learning dimension. This phenomenon is not detectable by examining
the training error alone, as it critically depends on the model space .%); which has a large
learning dimension for models with large number of parameters. In some cases, testing
using additional custom measurements can indicate overfitting, namely, much higher
testing error than training error; a concrete example of this artifact for radiation source
detection is described in Section 6.2. But, such cases very limited in practice due to
the cost and lack of availability of such test data. The learning dimension that controls
Oy can be estimated by using the properties of physical law %%, including smooth-
ness, non-smoothness and algebraic properties [37], as described in previous section.
The overfitting effect can be mitigated by choosing ML methods with low learning di-
mension informed by .Z, for example, by controlling the depth of random forest ML
estimate to match the Lipschitz parameters of the Poisson measurement law of radiation
source or total variation of throughput profile of network transport infrastructure.

5.2 Soundness and Completeness: Hallucinations

The “hallucination” refers to incomplete or unsound inferences by ML models, which
are increasingly observed in generative LLM methods. However, they are often unde-
tected due to lack of knowledge to assess the inferences. Its causes are directly related to
the terms in generalization equation Eq. (1): (a) %), with an insufficient density prop-
erty, such as sufficient inference rules, results in large /(f*) indicating incomplete or
unsound f , which turn results in large 3M or low confidence, and (b) Turing undecid-
able f* results in unsound or incomplete output generated by any code of f however



sophisticated it is (including LLM). Using ML methods based on physical laws viola-
tions, active probe methods can be used to estimate indicators of these violations, which
indicate the likelihood of phenomena such as hallucinations. Specifically, the learning
algorithms are customized by replacing the traditional cost function C(.) by the vio-
lation terms [54] using the algebraic forms of physical laws to reduce such effects.
In effect, the learned models are restricted to conform to underlying %% in scientific
domains with such conducive laws.

6 Applications

Complex ML solutions have been developed by exploiting the law £ and its struc-
ture .%5(%s) of underlying system in several practical problems. We briefly describe
two different types of applications that illustrate the ML-solvability, and additional one
that illustrates the contrary, all from existing works. First, for a data transport nerwork,
an abstract law %5 specifies the convex-concave shape of its throughput as a function
of RTT, which is used to esatablish ML-solvability and also assess the degree of opti-
mization using its ML estimates. Second, physical system laws are utilized to establish
ML-solvability and develop ML-estimates in two cases: (a) thermal-hydraulic equations
are used for ML-estimates of power-level and sensor drift in nuclear plants, and (b) ra-
diation decay equations are used for ML-detction of a radiation source. Third, lack of
ML-solvability of self-detection of large scale systems are shown by using the undecid-
ability laws on properties of computations. Together, they illustrate various implications
of ML-solvability ,and custom development of their ML-solutions and generalization
equations using physical or abstract law Z%.

6.1 Throughput Profiles of Data Transport Networks

Regression Estimators:
EOT: Ensemble of Trees
GPR: Gaussian Process Regression
LR: Linear Regression

Fuser RT: Regression Trees
LR-F/ |— SVM: Support Vector Machine
GPR-F
RTT Fusers:
estimate LR-F: Linear Regression Fuser

GPR-F: Gaussian Process Regression Fusel
individual

features estimates

Fig. 3: Fusion of disparate ML estimates provides performance superior to individual estimates.

Recent ML efforts have focused on using network measurements to identify and iso-
late performance bottlenecks [47] and provide ways to allocate resources to optimize
the throughput performance [33]. A mathematical method for characterizing transport
performance that uses estimates of throughput profiles is the concave-convex analy-
sis initiated in [57,47]. Concave profiles indicate near-optimal throughput, and convex
profiles indicate bottlenecks from factors such as 10 buffers, file system throughput,
mismatched IO-network couplings, and suboptimal protocols and transfer tools. The



underlying mathematics of this analysis are based on statistical estimation and protocol
time-dynamics structured as Poincare maps and Lyapunov exponents [45,21]. As an
example, consider a transport throughput time trace 6(7,¢), which is a random quantity
with a distribution dependent on complex factors like capacities of edge systems and
networks, loads on files systems, transfer software, host systems, and connections. The
transport performance is characterized by the throughput profile ©(7) as a function of
RTT 7 defined as ©p (1) =E [@p(7)] where the underlying distribution is too compli-
cated to calculate with simple models. ML provides throughput profile estimates, which
may be smooth such as sigmoid neural networks or nonsmooth such as forests of trees,
[59] with finite sample performance guarantees [46]. Compared to the “physical laws”,
law Z5(P,Z) is abstract in terms of its concave-convex property. These problems are
ML-solvable, and the generalization equations of ML estimates have been developed
for both smooth and non-smooth estimators and their fusers (shown in Fig. 3).

6.2 Nuclear Applications: Facility Analytics and Source Detection

The structure of .5 fluid dynamic equations is used to compose ML solution for the es-
timation of the power level of a reactor based on external monitoring sensors [55, 40]. In
this scenario, the activity of a reactor is monitored using measurements from four fans,
four pumps, three acoustic sensors, and temperature sensors. The resultant a three-level
ML solution is based on tree topology. Inferring of dissolution events at a radiochemical
processing facility using monitoring measurements is an important classification task
solved by fusing disparate methods [41,42]. For dissolutions scenarios, the classifier
overfitting is addressed by fusing three promising ones from eight disparate classifiers,
akin to Fig. 3. Here, the physics-based decay chains provided the isotope features to be
used as input to classifiers, and their half-life estimates provided feature window-size
to achieve improved performance beyond the simple classifier fusion.
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Fig.4: Difference between the measurement from a target sensor and its estimate by fusing
measurements from other sensors is an estimate of the sensor error.

The sensors of a power plant measure variables that are typically related to each
other through the underlying physics laws. Such relationships provide regressions that



are smooth or non-smooth with bounded variation property, which are conducive to es-
timation by machine learning methods [54]. These relationships are exploited to learn
a regression function for a target sensor using measurements from other sensors that
measure the same or different variables. The regression estimate is subtracted from its
actual measurement to obtain a sensor drift estimate, as illustrated in Figure 4. The key
idea is that when the target sensor measurement is subjected to drifts, this difference
reflects its drift error [51,50]. The root mean square error of drift estimate is below
12.6% with 95% confidence as indicated by the generalization equation [64] shown in
the figure. The generalization equation does not impose any conditions on the under-
lying error distributions and yet provides practically useful information; the error and
confidence estimates are derived by exploiting the measurement data sets and domain-
specific customization [51].

Another class of problems in this domain address the detection of radiation sources
using gamma spectral measurements. Signatures of low-intensity >3>U sources have
been recently studied by utilizing a variety of ML classifiers that utilize features ex-
tracted from Nal gamma spectral measurements [43, 38, 53]. Their performance is tested
using measurements collected under strategic configurations of Nal detectors located at
various distances from the source in the formation of two concentric circles and one
spiral. Multiple independent experimental runs have been conducted which provided
data sets for training and testing of ML classifiers. Well-known ML classifiers revealed
complex classification performance, and in particular, some classifiers and fusers over-
fit the training data, which results in overly optimistic training error that is negated by
much larger error in independent test measurements.

A novel regression-based ML method is developed in [52] that first estimates the in-
verse of distance to source, which is a physical property; the background is represented
as a source located at an infinite distance. The EOT and GPR methods fit non-smooth
and smooth regression functions, respectively, and a hyper parameter auto-tuning and
selection method (denoted by AUTO) employs regression trees, neural network, and
support vector machine in addition to EOT and GPR. These methods avoid the over-
fitting observed in several ML classifiers, while providing the classification error nearly
comparable to them based on independent test data. Their error is directly related to es-
timates of the inverse physical distance to source, and the precision of error determines
the seperability property that determines the false alarm and missed detection rates. The
property of monotonic decrease of the source strength with increasing detector distance
combined with Poisson distribution of measurements is utilized to analytically validate
these methods by deriving the generalization equations of underlying regression meth-
ods.

The physical laws used in these cases are different: thermal hydraulic equations
are used for ML-estimation of the power level and sensor drift in the case of reactor
systems, and Poisson measurements and quadratic intensity decay laws are used for
radiation source detection.

6.3 Self-Diagnosis of Computing Systems

High-Performance computing systems are composed of a large number of multi-core
processors, graphical processing units (GPU) and accelerators with computing elements



totaling millions; also, they consist of interconnects, switches and hierarchies of mem-
ory units. The life-span of components used in these systems is typically about 5-10
years, for example, processors. Thus, to a first-order approximation, computations run-
ning for hours are likely to experience multiple failures, and they in turn may result
in errors in application computations as well as in operating and runtime systems that
execute applications. Furthermore, the sheer size and complexity of these systems may
lead to complex faults, which cannot be known precisely or anticipated. They may range
from manufacturing and fatigue faults in components, to dynamic hot-spots in computer
racks due to interactions between device placement and cooling systems, to interactions
of software modules with degraded hardware components. These faults may manifest
in a variety of ways: memory faults causing executables to be corrupted, and variables
with out-of-bound values; incorrect loading of program counters and errors in arith-
metic and logic operations; and, bus and interconnect faults corrupting data in transit
between processing units.

The resilient computations are required to produce correct results on computing sys-
tems subject to broad classes of complex failures. The resilient computation problems
are shown to present significant computational challenges if the underlying failures are
not precisely characterized and anticipated [35]. A broad class of resilience compu-
tation problems are shown to be undecidable in the sense of Turing [62], that is, no
algorithms exist for solving them. The automatic verification of resilient computations
in general are shown to be undecidable, and their extensions are used to show that the
resilient computations under data and program corruption and execution errors are un-
decidable. Specifically, reductions are shown from the classical loop-detection and halt-
ing problems to generic resilient computation problems. Specifically, these proofs are
presented under two formulations, namely, the abstract programming language L [14]
and Turing machines [62], that highlight different aspects of the underlying failures;
the former represents program and data corruption, and the latter illustrates incorrect
program execution. Then, relativization results are presented that indicate that even if
halting problems due to these errors are decidable, it is still possible for undecidable
problems to persist. Also, other failure classes are described based on arithmetic sys-
tems that could lead to algorithms for which performance guarantees are hard to prove
or not provable.

These undecidability results indicate that unless the class of faults is limited, these
problems cannot be solved by purely computational and analytical means, and hence
these problems are not ML-solvable. Hence, they call for broad-based approaches that
complement computational solutions, which integrate methods such as hardware moni-
tors, co-design of hardware and software solutions, system-specific diagnosis methods,
and application specific resilience methods. Furthermore, algorithms, frameworks and
ecosystems used in such approaches must clearly identify their target failures, and es-
tablish that the underlying computational problems are indeed are decidable for them to
be solvable by ML methods. Thus, these classes of problems are not effectively solvable
by ML methods even if large data sets of failure measurements are available.



7 Conclusions

The concept of ML-solvability is proposed in this paper to provide insights into appli-
cability and performance of increasingly complex, often closed ML methods. By com-
bining the theories of learnability, computing and logic, it provides insights into the
possibility of incomplete and unsound inferences when ML-solvability of the underly-
ing problem is not established or simply unknown. Then, a framework is developed for
ML-solvability and generalization analyses based on a combination of physical laws
that govern systems and information laws that characterize learning processes. Prac-
tical examples utilizing smooth, non-smooth and algebraic forms of laws to develop
these ML solutions are discussed in the areas of data transport networks, and nuclear
engineering, and computer system diagnosis.

The higher-level aspects of developing and applying ML methods discussed in this
paper can be refined along several future directions possibly to much finer levels. It
would be of future interest to explore refined aspects of ML-solvability to assess the
black-box LLM methods specific to science domains, by possibly generating probes
and analyzing the conformance of the answers to domain physical laws. The additional
ML-solvability requirements of expressibility and provability can be further explored,
which entails language extensions of models based on real space R¢ in our applications.
Specifically, it would be of future interest to assess these aspects within the formulation
of deductive systems used to show the Godel’s incompleteness theorem using algorith-
mic approach described in [63]. The model spaces . %), of applications discussed in this
paper are primarily based on R¢, and their formal and natural language versions would
be needed to assess some of LLM methods with natural language inputs and outputs.
Specifically, X and Y are language strings in these cases, and the cost function C(.,.)
needs to reflect them and possibly their semantics. Specifically, the physical or abstract
laws of application domains may be expressed in a similar manner to support the de-
sign and analysis of these methods in assessing the correctness of their inferences and
the proofs generated by them, possibly under deductive system framework. In another
direction, the instrument-computing ecosystems consist of networked physical instru-
ments and computing nodes, and their workflow codes are composed of computing and
physical instrument instructions — it would be interest to extend the notions of com-
putability and ML-solvability under this expanded formulation.
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Abstract

Digital forensics plays a pivotal role in modern investigative processes, utilizing specialized methods
to systematically collect, analyze, and interpret digital evidence for judicial proceedings. However,
traditional digital forensic techniques are primarily based on manual labor-intensive processes, which
become increasingly insufficient with the rapid growth and complexity of digital data. To this end,
Large Language Models (LLMs) have emerged as powerful tools capable of automating and enhancing
various digital forensic tasks, significantly transforming the field. Despite the strides made, general
practitioners and forensic experts often lack a comprehensive understanding of the capabilities, prin-
ciples, and limitations of LLM, which limits the full potential of LLM in forensic applications. To
fill this gap, this paper aims to provide an accessible and systematic overview of how LLM has revo-
lutionized the digital forensics approach. Specifically, it takes a look at the basic concepts of digital
forensics, as well as the evolution of LLM, and emphasizes the superior capabilities of LLM. To con-
nect theory and practice, relevant examples and real-world scenarios are discussed. We also critically
analyze the current limitations of applying LLMs to digital forensics, including issues related to illu-
sion, interpretability, bias, and ethical considerations. In addition, this paper outlines the prospects
for future research, highlighting the need for effective use of LLMs for transparency, accountability,
and robust standardization in the forensic process.

Keywords: Large Language Model, Digital Forensics, Artificial Intelligence, Forensic Investigations

1 Introduction

Digital forensics is a critical component in modern investigative and judicial processes, which involve the
systematic collection, analysis, and preservation of digital evidence from electronic devices and online
activities [1-3]. Its primary objective is to uncover factual information related to cybercrimes, fraud,
unauthorized access, and other illicit activities [4]. Digital forensics has played a pivotal role in solving
high-profile cybercrime cases. For example, in the 2014 Sony Pictures hack, forensic investigators traced
the breach back to North Korean hackers, who leaked confidential company data, emails, and unreleased
films as part of a geopolitical cyber attack [5]. The investigation relied on digital forensics techniques
such as analyzing network logs, identifying malware signatures, and attributing IP addresses to suspected
attackers. As another example, in the 2016 Democratic National Committee (DNC) email leak, digital
forensic experts identified sophisticated spear-phishing tactics and linked the attack to Russian-backed
hacking groups, influencing the U.S. presidential election [6, 7]. Beyond cyber espionage, digital forensics
has also been crucial in financial fraud investigations. For instance, the Silk Road darknet marketplace,
a notorious online black market, was dismantled in 2013 through extensive forensic analysis of Bitcoin



transactions, server logs, and encrypted messages [8, 9]. Forensic experts traced Bitcoin payments to the
marketplace’s operator, Ross Ulbricht, ultimately leading to his arrest and life sentence. In another case,
the Enron scandal saw digital forensics specialists recover crucial deleted emails and financial records,
providing key evidence in one of the largest corporate fraud investigations in history [10]. Additionally,
digital forensic methodologies have been instrumental in child exploitation cases, where law enforcement
agencies track online predators by analyzing metadata in images, chat logs, and digital footprints left on
the dark web [11, 12].

These case studies highlight the effectiveness of digital forensics in various domains, but they also
demonstrate how investigators increasingly encounter complex technological challenges that test the
limits of current methodologies. The primary issue is that traditional digital forensic techniques predomi-
nantly rely on manual or semi-automated approaches, requiring intensive human involvement [13]. These
methods suffer from several inherent limitations. Firstly, they are labor intensive and time consuming,
making them less effective in handling large-scale and sophisticated cyber incidents [14]. Secondly, tradi-
tional methods often struggle to maintain consistency and accuracy due to human error and subjective
judgments, potentially compromising evidence reliability. In addition, conventional forensic tools exhibit
limited adaptability to evolving cyber threats, and their capability to identify complex interrelationships
among evidence entities remains constrained [15, 16].
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Fig. 1: Investigation of real-world digital forensics cases in recent years.

Several recent cases, as shown in Figure 1 illustrate these limitations. For instance, in July 2024, a
gunman attempted to assassinate former U.S. President Donald Trump during a public rally, prompting
an intensive investigation by federal authorities [35, 36]. Following the suspect’s capture, the FBI con-
ducted a forensic analysis of his mobile device to uncover potential motives, affiliations, and premeditated
plans. Investigators faced significant challenges in bypassing the phone’s security mechanisms, including
encryption and biometric locks. Once access was gained, digital forensic teams meticulously analyzed
call logs, text messages, encrypted messaging apps, and location history. Additionally, they examined
the suspect’s social media interactions, online searches, and affiliations with extremist groups. Tradi-
tional analysis methods required extensive manual effort to filter through vast amounts of digital data,
cross-reference communication patterns, and verify links between different sources. Such challenges were
similarly highlighted in the 2020 Twitter cryptocurrency scam, where cybercriminals compromised mul-
tiple high-profile accounts to solicit Bitcoin payments [37]. The FBI’s digital forensic teams encountered
substantial hurdles as they manually cross-referenced Discord chat logs, leaked hacker forum databases,
cryptocurrency wallet transactions, and IP addresses to identify the perpetrators. Although successful,
this method revealed critical shortcomings in efficiently correlating and interpreting multi-dimensional
digital evidence streams, demonstrating the urgent need for more advanced forensic capabilities [38].
These complexities also surfaced prominently in the FBI’s investigation into the Pensacola naval base
shooting in 2019 [39, 40]. In that case, the assailant’s encrypted iPhones had sustained physical dam-
age, and Apple refused official requests for access assistance. Consequently, FBI forensic experts spent



months painstakingly repairing hardware and circumventing encryption to retrieve data. Eventually,
the recovered digital evidence established clear connections between the attacker and foreign terrorist
entities. However, the prolonged investigative timeline underscored limitations inherent in traditional
forensic methodologies when handling encrypted devices and fragmented digital traces [41, 42]. Col-
lectively, these cases emphasize the increasing necessity of integrating Al-driven digital forensic tools.
Leveraging automation, intelligent data analysis, and advanced pattern recognition technologies could
significantly enhance investigative speed, consistency, and accuracy, effectively addressing the growing
scale, complexity, and sophistication of contemporary cyber threats [43, 44].

To address these substantial challenges in digital forensics, recent advances in artificial intelligence
offer promising solutions. Notably, large language models (LLMs), such as the generative pre-trained
transformer (GPT) series of models and the Gemini series, have emerged as powerful tools with the
potential to transform digital forensic practices [23, 24, 30, 45]. These advanced AI models are designed
to understand, interpret, generate and analyze human language with unprecedented accuracy. Using vast
amounts of textual data from diverse sources, LLMs exhibit exceptional capabilities in natural language
processing, pattern recognition, and semantic understanding [46-49]. Their ability to extract meaningful
insights from large, unstructured datasets makes them invaluable in digital forensic investigations [50].

The application of these sophisticated models directly addresses the limitations of traditional foren-
sic approaches identified earlier. One of the most impactful applications of LLMs in forensic analysis is
their ability to automate and streamline the evidence identification process. [51, 52] Traditional meth-
ods require investigators to manually sift through enormous volumes of text, such as emails, chat logs,
social media posts, and financial records. LLMs, on the other hand, can swiftly process and categorize
these texts, recognizing patterns, detecting anomalies, and identifying crucial connections between dis-
parate pieces of evidence [53-55]. This capability significantly accelerates investigative timelines while
reducing the risk of human error [56]. In the aforementioned high-profile investigation, integrating LLM-
powered analytical tools could have played a transformative role in expediting the investigative process.
By rapidly categorizing and interpreting textual evidence, LLMs can highlight potential leads, uncover
hidden relationships, and help investigators piece together a cohesive narrative [57-59]. Moreover, their
ability to process multilingual content ensures that forensic teams can analyze communication in differ-
ent languages and cultural contexts without the need for extensive translation efforts [60, 61]. LLMs also
improve forensic data interpretation by facilitating the reconstruction of complex evidence relationships.
They can map connections between personal identifiers, such as names, addresses, and phone numbers,
and correlate them with network activity, financial transactions, and geolocation data [62—64]. This holis-
tic approach allows investigators to establish links between suspects, victims, and illicit activities with
greater precision [65]. Another crucial advantage of LLMs in digital forensics is their ability to handle
large-scale data integration. Digital evidence is often scattered across multiple sources, including cloud
storage, encrypted messaging platforms, and darknet forums. LLMs, combined with knowledge graph
techniques, can aggregate and visualize these fragmented data points, making it easier to identify trends,
associations, and key actors within an investigation [66].

While the benefits of LLMs for digital forensics are substantial, their implementation is not with-

out challenges that need to be carefully considered [67—69]. In addition, despite their transformative
potential, the adoption of LLMs in forensic investigations also introduces new challenges, including
concerns over interpretability, bias, and the reliability of Al-generated insights [70, 71]. Ensuring trans-
parency in forensic Al applications is crucial to maintaining credibility in judicial proceedings [72].
Therefore, addressing these concerns through clear guidelines, rigorous validation procedures, and trans-
parent reporting practices becomes essential [73-75]. To this end, this paper explores how LLMs can
fundamentally change digital forensics practices by automating evidence analysis, extracting insightful
information, and enhancing the judicial process, and attempts to provide a comprehensive understanding
of the practical applications, potential limitations, and broader implications of LLMs in digital forensics
investigations [76].
Paper Structure. The subsequent sections of this paper are structured as follows: Section 2 introduces
foundational concepts and highlights the limitations of training-based ai digital forensic methodologies.
Section 3 details the principles and capabilities of large-scale language modeling and presents practical
applications and real-world case studies. Section 4 evaluates the current challenges and limitations faced
when deploying LLMs in forensic scenarios. Finally, Section 5 discusses opportunities and directions for
future research.



2 Fundamentals of Digital Forensics

This section examines in depth the core principles of digital forensics. Understanding these fundamentals
is critical to grasping how modern investigative processes utilize digital evidence to combat cybercrime,
fraud, and other illicit activities.

2.1 Definition and Goals

Digital forensics is the systematic process of identifying, collecting, preserving, analyzing, and presenting
digital evidence in a legally admissible manner [93, 94]. It is widely used in criminal investigations,
cybersecurity incidents, corporate fraud detection, and other legal proceedings[95]. The primary goal
of digital forensics is to uncover and reconstruct events related to cybercrimes, unauthorized access,
financial fraud, intellectual property theft, and other illicit digital activities. By leveraging digital forensic
techniques, investigators can retrieve hidden, deleted, or encrypted data to support legal actions and
improve cybersecurity measures [96].

2.2 Digital Forensic Evidence Entities

A digital forensic evidence entity represents the smallest indivisible unit of digital information possess-
ing forensic significance. Such entities serve as fundamental building blocks for reconstructing digital
events and verifying their authenticity. These entities are categorized according to their functional pur-
pose in supporting investigative analysis [97]. Table 1 provides a detailed description of these entities by
functional purpose. The Content-Descriptive Entities help investigators understand the nature, source,
or intended use of digital artifacts, providing essential context to evidence collected during an investiga-
tion [98]. In contrast, auxiliary entities supplement this understanding by offering validation, verification,
and support to primary descriptive evidence, ensuring the reliability and integrity of forensic findings.

Table 1: Functional Categories and Descriptions of Digital Forensic Evidence Entities

. Digital Forensic o s
. o D
Categories Evidence Entities escription
. I ifi i fil iall li hei
Content- File Names dentifiers gl\./en tO. es, potentially revealing their
. L content, origin, or intended purpose.
Descriptive - - -
. Numerical labels assigned to devices on a network,
Entities IP Addresses . . o . .
crucial for tracking and attributing online activities.
. Specific points in time indicating events such as file
. Timestamps . . .
Auxiliary creation, modification, or access.
.. i i ifi f
Entities Hashes Unlqu.e 1dent'1 ers generated rom data cgntent used
to verify file integrity and detect tampering.

2.3 Key Evidence Types

While the theory of digital forensic evidence entities is understood based on their functional role, real-
world forensic investigations often require more specific categorization. Investigators routinely encounter
various forms of digital evidence, which must be clearly identified and categorized to effectively address
complex forensic challenges [99, 100]. The following summarizes specific categories of digital evidence,
which are classified according to their relevance and investigative role, and demonstrates how the
theoretical framework translates into operational forensic practice [101].
® Personal Identifiers: Names, addresses, phone numbers, email addresses, social security numbers,
and other personal information. In identity theft cases, stolen personal identifiers are typically
located within phishing emails, compromised databases, or fraudulent registrations.
® Network Information: IP addresses, MAC addresses, login credentials, and network logs crucial
for tracing user actions across devices and networks. Investigators often utilize this data to pinpoint
sources of unauthorized access, as exemplified by numerous cases of insider threats and external
intrusions.



¢ Communication Records: Emails, text messages, social media messages, and call logs that cap-
ture interactions among individuals or groups. Analysis of these records has been pivotal in solving
cases involving cyberbullying, insider trading, and organized crime.

e Financial Data: Bank account details, credit card transactions, cryptocurrency wallet addresses,
and transaction histories essential in tracking financial fraud and money laundering. Foren-
sic analysts frequently exploit blockchain technology to unravel cryptocurrency-based criminal
networks.

® Location Data: GPS coordinates, timestamps, and geolocation logs, enabling investigators to track
movements and verify alibis. This form of data has notably been employed in criminal cases where
mobile device locations provided critical evidence linking suspects to crime scenes.

® Internet Activity: Web browsing history, search queries, downloads, and online interactions offer-
ing deep insights into user behaviors and intentions. These digital footprints have been invaluable
in cases involving radicalization, online harassment, and cyberstalking.

e File Metadata: Information including timestamps, file paths, and document version histories,
useful for establishing file authenticity and tracking document manipulation. Metadata analysis has
been critical in corporate espionage investigations and cases of intellectual property theft.

® Device Logs and System Artifacts: System event logs, registry entries, and application usage
records, offering detailed insight into user activities and system states. In investigations of data
breaches or corporate sabotage, these logs have provided evidence disproving fabricated user
accounts and narratives.

2.4 Evidence Relationships

Having discussed specific categories of digital evidence encountered in practical forensic scenarios, it is
crucial to recognize that these pieces of evidence rarely exist in isolation. Instead, they form intricate
networks of relationships that significantly enhance investigative analysis [102]. Understanding these
interconnections allows investigators to reconstruct detailed narratives, establish causality, and verify the
authenticity of digital evidence comprehensively [103]. The key relationship categories include:

i) Contextual Relationships: These relationships provide situational context, helping investigators
understand the origin, purpose, or usage of evidence. For example, linking file names to their content
or correlating an IP address to a geographical location helps determine the source and intention behind
cyber incidents.

ii) Causal Relationships: Highlight cause-and-effect dynamics between evidence entities. Identi-
fying the correlation between an IP address and a specific time stamp can establish a suspect’s direct
involvement in unauthorized access or data manipulation.

iii) Associative Relationships: Connect seemingly independent evidence through shared
attributes. Similar file hashes detected across multiple devices may suggest deliberate data duplication,
exfiltration, or manipulation efforts by malicious actors.

iv) Communication Relationships: Reveal interaction patterns among individuals or systems.
Analyzing communication logs such as phone records, emails, or chat messages has proven essential
in dismantling criminal networks, uncovering collaboration among perpetrators, and mapping complex
interactions in cybercrime investigations.

v) Ownership and Association: Establish explicit connections between individuals and digital
devices, accounts, or data. Digital forensic efforts routinely involve associating specific devices or accounts
with suspects, thereby strengthening investigative narratives and courtroom presentations.

vi) Temporal Relationships: Establish a chronological sequence or simultaneity of events. Times-
tamp analysis enables forensic examiners to confirm or refute suspect claims, authenticate alibis,
and determine exact timelines of incidents, especially critical in high-stakes criminal and corporate
investigations.

2.5 Limitation Of Training-based Al For Digital Forensics

While AI driven methodologies offer significant advancements in digital forensic investigations, sev-
eral inherent limitations constrain their effectiveness, particularly when employing training-based Al
approaches:



i) Data Scarcity: Obtaining sufficient and diverse training data representative of real-world cyber
incidents poses significant challenges. Often, the available data is limited to specific case types, such
as addresses extracted predominantly from certain criminal activities like shootings. This lack of com-
prehensive and varied datasets can severely restrict the Al model’s ability to generalize across different
forensic scenarios [51].

ii) Data Pre-processing Challenges: Even seemingly simple tasks, such as identifying addresses
using Named-Entity Recognition (NER), introduce considerable pre-processing complexity before Al
models can be effectively applied. These tasks often require multiple pre-processing steps, including
expanding abbreviations (e.g., converting“St.” to“Street”), standardizing formats (e.g., “123 Main St
Apt 4B” to “123 Main Street, Apartment 4B”), normalizing state names (e.g., “California” to “CA”),
and removing extra whitespace (e.g., converting “456 Elm St” to“456 Elm St.”). These additional pre-
processing steps significantly increase the complexity, time, and resources required, underscoring the
limitations associated with direct training-based Al approaches in digital forensic analyses.

iii) AT Models Lack Adaptability: AT models developed for digital forensic tasks are typically
designed and optimized for specific, narrowly defined functions. For instance, an Al model trained explic-
itly for recognizing addresses will likely exhibit limited performance when tasked with identifying other
types of information, such as personal names or financial records [104]. This specialized training makes
it challenging to apply these models broadly across the diverse range of forensic tasks investigators
encounter.

iv) Difficulty in Extracting Evidence Relationships: Identifying and analyzing the numerous
intricate relationships among digital evidence entities is inherently complex. Training-based Al methods
often struggle to capture the full depth and nuance of these interactions, given the extensive variety
and subtlety in relationships, including contextual, causal, associative, communication-based, ownership-
based, and temporal connections [105]. Consequently, traditional training-based approaches may not
recognize critical evidence correlations, potentially undermining the accuracy and comprehensiveness of
forensic analyzes.

3 Large Language Models for Digital Forensics

3.1 Why LLMs For Digital Forensics

Large Language Models (LLMs) represent a sophisticated category of artificial intelligence models, pri-
marily designed to understand, generate, and interact with natural language text [106]. These models
typically utilize deep learning architectures, such as transformers, which rely on self-attention mechanisms
to capture intricate contextual relationships within textual data [107]. The development and training of
LLMs involve vast datasets, often comprising billions of words, enabling these models to acquire a deep
understanding of syntax, semantics, and contextual nuances inherent in human languages.

One of the most prominent examples of LLMs is the Generative pre-trained Transformer (GPT) series
developed by OpenAl, including GPT-3 and GPT-4. These models exhibit exceptional capabilities across
a wide range of natural language processing (NLP) tasks, such as text generation, summarization, transla-
tion, sentiment analysis, question answering, and entity extraction [108, 109]. Their impressive versatility
stems from their ability to capture long-range contextual dependencies and their extensive training on
diverse textual resources such as websites, books, articles, and other publicly available information.

The LLMs training process generally involves two main phases: pre-training and fine-tuning. During
pre-training, models are exposed to vast, unsupervised text corpora, learning general language pat-
terns, syntax, and semantic relationships without specific task-oriented labels. In the fine-tuning phase,
LLMs are further trained in task-specific datasets, adapting their general language comprehension skills
to effectively perform targeted NLP tasks [110]. This two-phase approach significantly enhances their
adaptability and performance across diverse domains.

LLMs are trained on vast amounts of text data and exhibit exceptional capabilities in learning linguis-
tic patterns, structural semantics, and contextual dependencies. These attributes make them uniquely
suited for applications in digital forensics, where the volume and heterogeneity of digital evidence can
overwhelm traditional analysis techniques. In digital forensic investigations, evidence often exists in
unstructured or semi-structured forms, such as chat logs, emails, file metadata, browsing histories, and
system logs. Manually extracting meaningful patterns or relationships from such data is labor intensive



and time consuming [111]. LLMs can assist by automatically identifying named entities, classifying docu-
ment types, summarizing lengthy communication threads, detecting suspicious patterns, and establishing
semantic links across diverse artifacts.

LLMs offer the ability to generalize from limited context, which is particularly useful in forensic
settings where fragmented or incomplete evidence is common. Their pre-training on diverse data sources
also allows them to recognize and interpret technical jargon, code snippets, and colloquial expressions,
enabling them to analyze evidence drawn from varied digital environments [106]. LLMs also support
multi-turn interactions, allowing investigators to iteratively refine queries or extract context-sensitive
information from large datasets in a conversational manner. This interaction paradigm not only enhances
usability but also reduces the need for technical expertise in formulating complex forensic queries.

Therefore, LLMs have great potential to enable digital forensics given their training on large tex-
tual datasets and powerful pattern learning capabilities, and by utilizing LLms’ advanced linguistic
understanding analytical and generative capabilities, key information can be extracted from large
amounts of data, significantly streamlining the analysis of evidence, enhancing the process of informed
decision-making, and improving overall forensic outcomes [107].

3.2 LLMs-driven methods in Digital Forensics

Integrating LLM into forensic workflows has emerged as a promising approach as investigators seek
new tools to improve the accuracy, efficiency, and scalability of their analyses. This section provides
an overview of current methodological frameworks and empirical case studies in which LLM has been
effectively utilized in digital forensic environments. Specifically, it highlights representative applications,
evaluates their practical effectiveness, and identifies methodological insights that have emerged from
these real-world implementations.

3.2.1 LLM-driven Construction of Evidence Networks

Utilizing their powerful pattern recognition and relationship extraction capabilities, LLMs introduce
innovative methods to improve the efficiency and accuracy of forensic investigations [112]. One prominent
example of such LLM-driven methods involves utilizing GPT-4-turbo to systematically identify and
visualize patterns within digital forensic evidence. This method constructs a structured graph G =
(V, E), where nodes (V) represent individual evidence items—such as names, addresses, and phone
numbers—while edges (E) depict relationships connecting these items. Each edge is labeled explicitly to
describe the nature of the connection, such as “owns” for ownership (a person owning a phone number)
or “lives-in” for residency (a person residing at an address). These clearly defined relationships enable
the creation of comprehensive visual representations that simplify the analysis of intricate forensic data.
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Fig. 2: A LLMs Methods to Understanding Cybercrime via Evidence Networks.

The main procedural steps shown in Figure 2 typically include:
i) Transform raw data into a processable versions: This step involves extracting and stan-
dardizing evidence from mobile devices, personal electronic devices and especially from their embedded



multimedia card storage. Considering that these devices often contain fragmented, hidden or deleted
data in binary form, converting this information into a clear text format is essential for the accurate
analysis of 1lm.

ii) Identifying evidence entities and their relationships: Researchers create and test tailored
prompts that guide LLMs in systematically extracting relevant evidence entities from structured textual
data such as chat logs and system records. A representative prompt could be: “Act as an experienced
digital forensic investigator. Extract evidence entities like names, addresses, and phone numbers from
the given text and outline the relationships among these entities.”

iii) Constructing evidence networks: This step involves connecting isolated pieces of evidence
to form coherent networks. Connections are identified based on proximity, either physical (line distance
in text) or semantic (inferred through LLMs), under the assumption that closely positioned entities are
likely interrelated.

iv) Deriving insights into criminal behavior: Lastly, these constructed evidence networks are
analyzed to uncover significant insights into criminal activities, behaviors, and underlying relation-
ship patterns. This detailed examination of interconnected evidence provides forensic investigators with
critical information that enhances their understanding of complex criminal scenarios.

3.2.2 LLM-driven Invocation Log Analysis for Digital Forensics

Chernyshev et al. proposed a novel forensic methodology aimed at detecting prompt injection attacks
in applications integrated with LLMs [113]. The core innovation of this approach lies in leveraging
invocation logs,a structured records of LLM interactions, as a primary evidentiary source for digital
forensic investigations.

Their method involves constructing a simplified yet representative experimental scenario that emu-
lates real-world LLM-integrated web applications, and Figure 4 illustrates its workflow. Specifically, the
authors developed a web-based application utilizing GPT-3.5 via the LangChain framework. In this sce-
nario, users’ natural language queries are converted by the LLM into Structured Query Language (SQL)
statements, subsequently executed against a backend relational database. To create realistic attack con-
ditions, the authors manually designed a set of malicious prompts to simulate direct prompt injection
attacks, such as dropping database tables or bypassing access control restrictions.

To facilitate digital forensic readiness (DFR), the authors introduced structured logging mechanisms,
termed LLM invocation logging, into their experimental system. Each invocation log entry captured essen-
tial forensic metadata including a timestamp, unique request identifier, input prompt (user’s query), and
corresponding LLM output, generating structured JSON-formatted logs, thereby ensuring traceability
and forensic integrity.

Integrated Select LLM Model
Service 1 r
ChatGPT g E ChatGPT Defining Analysis
' Integrated N Parameters Q

Service 2 (
O “Em T . = &
) Genmini Integr-ated EE Gemini Analyzing the Logs| | iat
Evidence s Service 3 nvestigators
Source . L. . Collating Results
L LLM Service Other Application Serwcej LLM Invocation Log L LLM Service )
LLM-integrated Application LLMs Invocation Log Analysis

Fig. 3: Digital Forensic Analysis Workflow with LLM Invocation Logs.

For forensic analysis, the collected invocation logs were processed using an active analysis strategy
in which multiple contemporary LLMs acted as forensic analysts. Given that different models have sig-
nificantly varying context windows—for instance, from 8,182 tokens for llama3-70b-instruct to 1 million
tokens for gemini-1.5-flash and gemini-1.5-pro, the authors evaluated analysis approaches both with mod-
els capable of accepting the entirety of the invocation logs as input and those requiring splitting log
entries into smaller window chunks for sequential processing. Their analysis involved four main steps: i)



Selecting an LLM model for analysis, GPT-4, Gemini or other similar models; ii) Defining key
analysis parameters, such as the LLM’s temperature and context window size; iii) Actively analyz-
ing the logs with the chosen configuration, using the chosen model and parameters; iv) Collating
the results, summarizing key findings and observations. These steps were systematically repeated until
all desired combinations of models and analysis parameters had been evaluated. Unlike previous works
exploring LLM usage for anomaly detection that employed pre-summarization, this approach solely relied
on active log analysis without context summary creation. Specifically, each model was provided log entries
within a predefined context window, accompanied by instructions to identify potential security incidents
and articulate justifications. The models returned structured JSON outputs indicating detection deci-
sions (either “‘NORMAL?” or “INCIDENT"), suspicious log indices, and descriptive reasoning. This direct
approach significantly reduced the overall number of calls to the LLM, consequently decreasing both the
total time required for log analysis and the potential cost.

This approach illustrates important advances in digital forensic readiness for LLMs-drivenn sys-
tems, showing how invocation log analysis performed by the LLM itself can provide practical forensic
capabilities for identifying sophisticated hint injection attacks.

3.2.3 LLM-driven Mobile Evidence Contextual Analysis

Kim et al. propose a comprehensive and operationally grounded framework for mobile forensics, termed
Mobile Evidence Contextual Analysis(MECA) [11]. This framework addresses the practical challenges
law enforcement faces in analyzing large volumes of mobile messenger data, particularly under tight legal
time constraints. Rather than relying solely on traditional keyword-based filtering, MECA leverages the
contextual reasoning capabilities of LLMs to infer the presence of criminal intent or activity embedded
in ambiguous or euphemistic language. The method is notable not only for its application to real-world
forensic data but also for its holistic integration of forensic tools, data pre-processing, and prompt
engineering.

The framework begins with the acquisition of mobile communication data using professional forensic
software tools. Specifically, the authors employ MD-NEXT for physical data extraction and MD-RED for
data parsing and visualization. These tools support the collection of structured communication records
from seized smartphones, which are exported in formats like CSV or Excel for downstream processing.
To ensure compliance with privacy and ethical standards, all personal identifiers within the dataset are
anonymized using Named Entity Recognition (NER), with supplementary masking strategies applied to
phone numbers and emails to minimize reidentification risk.
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Fig. 4: Overview of LLM-driven Mobile Evidence Contextual Analysis Framework.

Given the size and fragmented nature of mobile information logs, the authors introduced a pre-
processing phase to construct coherent units of analysis appropriate for LLM input. This involves applying
initial keyword filters, e.g., for terms such as“drugs”, to identify potentially relevant messages. In order
to preserve conversational context, each filtered message is augmented with surrounding messages in the
same chat window, typically 40 lines each before and after the targeted message. This produces a set of
context-rich message fragments that reflect real-world communication patterns and facilitate semantic
interpretation by the model.

Central to MECA’s effectiveness is its use of carefully crafted prompts to guide model behavior.
Each prompt is designed to simulate the role of a forensic expert, instructing the model to evaluate
whether a given message exchange is associated with criminal activity. The input is structured as key-
value pairs, where the key represents the speaker and the value denotes the message content. Moreover,



the authors implement a “Sandwich Prompting” technique—repeating instructions before and after the
main content—to mitigate instruction forgetting, particularly in models like Gemini that may otherwise
over-prioritize the input text.

Once the data and prompts are prepared, the framework employs three state-of-the-art LLMs,
GPT-40, Gemini 1.5, and Claude 3.5 to perform classification. Each model receives the structured con-
versational input and returns a binary judgment indicating whether the message set is relevant to the
case. The authors also account for concerns around data privacy and model misuse by relying on com-
mercial API deployments and explicitly documenting the privacy policies of each LLM provider. The
use of multiple models not only allows performance benchmarking across architectures but also sets the
stage for ensemble decision-making.

3.2.4 Forensic Analysis of Artifacts from Microsoft’s Multi-Agent LLM Platform

In this work by Walker et al. proposes a comprehensive methodology for conducting forensic analy-
sis of AutoGen, Microsoft’s multi-agent LLM framework[114]. As AutoGen enables autonomous agent
collaboration for task planning and execution, the forensic analysis of such systems introduces novel
challenges, particularly in identifying, interpreting, and attributing the artifacts generated through agent
interactions. The proposed methodology responds to this gap by establishing a structured, multi-layered
approach to detecting the presence and behavior of AutoGen on a target system.

At the core of their approach is the idea of tracing the forensic footprint of LLM-driven agent inter-
action across three major layers of analysis: memory, disk, and network. Rather than focusing on any
single modality of artifact, the methodology adopts a layered perspective to capture both persistent
and volatile traces of AutoGen’s activity on a host system. The authors hypothesize that, despite the
encrypted nature of LLM-server communication and the ephemeral memory handling of modern OSes,
a composite view of system-level behavior can reveal meaningful patterns associated with LLM agent
activity.

The interaction model analyzed in the study involves two LLM-based agents: a UserProxyAgent,
simulating a user that initiates tasks and evaluates responses; and an AssistantAgent, responsible for
task execution. These agents interact through a feedback loop where task instructions and responses
are exchanged programmatically. This model mirrors real-world use of AutoGen for distributed task
planning and problem solving, and raises questions around forensic observability, i.e., what traces of such
interactions persist on a compromised or analyzed system.
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Fig. 5: Overview of forensic analysis of AutoGen.

To clarify this interaction workflow, Figure 5 illustrates the operational model used in the study.
This process begins with a user operating from a local environment (A), where they initiate specific
task prompts (B), such as generating code, crafting phishing emails, or producing malicious scripts.
These prompts are passed to the AutoGen system (C), which coordinates interactions between LLM
agents, typically a UserProxyAgent and an AssistantAgen, powered by models like GPT-3.5. The agents
exchange messages programmatically until a task is completed, with AutoGen returning the model-
generated output to the user. This controlled interaction loop is essential for generating forensic artifacts,
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the researchers are able to capture and later examine forensic artifacts across memory, disk, and network
layers.

The forensic method involves isolating the key points where AutoGen interacts with the system or
external services and mapping those to potential artifact locations. For instance, the UserProxyAgent’s
initial prompt, along with the AssistantAgent’s responses, may be retained in memory buffers, cached
in application files, or transiently recorded in system logs. The methodology accounts for the limited
durability of such data and therefore incorporates the use of tools that can extract low-level system state
information, e.g., RAM dumps, temporary configuration files, browser traces.

A notable component of the method is its treatment of agent attribution—attempting to distinguish
whether a given artifact was created by a human, a machine, or a cooperative agentic process. This is
a particularly novel challenge in LLM forensics, since traditional forensic signatures are often agnostic
to the cognitive or computational origin of content. The methodology, therefore, considers semantic and
behavioral cues, e.g., structure of prompt chains, repeated execution patterns, lack of GUI interaction,
that may help differentiate machine-driven output from human-involved interaction.

Additionally, the approach integrates lightweight static analysis techniques, such as string extraction
from memory and file systems, with dynamic signature correlation, such as identifying AutoGen-related
modules in Python environments or connections to known LLM service endpoints. This hybrid approach
helps mitigate the limitations of any single forensic strategy and provides a more comprehensive account
of AutoGen’s presence and behavior on the system.

The method sets a foundation for future forensic analysis of autonomous LLM systems, especially as
they become more modular, compositional, and capable of unsupervised behavior. It emphasizes the need
for multi-perspective evidence gathering, cross-layer correlation, and a deeper understanding of agent-
based software design in order to maintain accountability in increasingly Al-driven digital environments.

3.2.5 The Local LLM-driven Framework for Digital Forensic

While large language models (LLMs) have demonstrated remarkable capability across various natu-
ral language processing tasks, their application in sensitive domains such as digital forensics presents
unique challenges, including concerns about data privacy, security, and the need for specialized domain
knowledge. Moreover, reliance on cloud-based solutions can introduce vulnerabilities related to data
confidentiality and compliance, prompting the need for locally deployable LLMs tailored specifically to
forensic purposes. Addressing these critical issues, Sharma et al. introduced ForensicLLM, a special-
ized, locally deployable large language model designed explicitly for digital forensic applications using a
retrieval-augmented fine-tuning (RAFT) methodology [115].

Sharma et al. utilized Meta’s LLaMA-3.1-8B as the foundational model, enhancing it through fine-
tuning with domain-specific content to address the unique reasoning demands inherent in digital forensic
investigations. They began by compiling an extensive corpus comprising 1,082 peer-reviewed research
articles sourced from the journal Forensic Science International: Digital Investigation, along with meta-
data extracted from 1,390 verified digital forensic artifacts obtained via the Artifact Genome Project.
Textual contents from these research articles were segmented into semantically meaningful chunks of
approximately 2,000 characters and embedded using the UAE-Large-V1 embedding model. Each chunk
was enriched with associated metadata, including article titles and authors, with embeddings subse-
quently stored within a ChromaDB vector database to facilitate efficient retrieval during subsequent
training and inference processes.

In the absence of suitable labeled question-answer datasets specific to digital forensic scenarios, the
authors employed GPT-4 Turbo to generate approximately 10,000 synthetic question-answer pairs based
directly upon the prepared literature corpus. This generation process was carefully guided using detailed
prompting to ensure practically relevant, technically accurate content, maintaining faithful adherence to
original source citations following APA standards.

The fine-tuning procedure leveraged Quantized Low-Rank Adaptation, implementing a 4-bit quanti-
zation approach to optimize computational resource efficiency during training. Sharma et al. adopted the
Axolotl framework, utilizing standard practices such as cosine learning rate scheduling and early stopping
based on validation set performance. During inference, ForensicLLM utilizes a retrieval-augmented gen-
eration (RAG) strategy, embedding user queries to dynamically retrieve relevant textual contexts from
the vector database, which are then integrated into the model input to produce informed, verifiable, and
accurate responses.
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Fig. 6: Overview of Retrieval-Augmented Fine-tuning (RAFT) for ForensicLLM.

As shown in Figure 6, this figure outlines the sequence data processing and model-training pipeline,
beginning with raw data extraction and cleaning, followed by segmentation into meaningful textual
chunks. These text chunks, enriched with metadata, are then transformed into semantic embeddings using
an embedding model and subsequently stored in a ChromaDB vector database. Simultaneously, synthetic
Q&A pairs are generated from the corpus using GPT-4 to form a structured training dataset. This Q&A
dataset is integrated with context retrieved from the vector database, forming the RAFT dataset utilized
for fine-tuning the ForensicLLM model. Finally, during inference, user queries are embedded and matched
with relevant contexts retrieved from Chroma datebase, enabling ForensicLLM to produce accurate,
contextually informed, and traceable responses tailored specifically for digital forensic applications.

The retrieval-enhanced fine-tuning approach proposed by Sharma et al. significantly impacts digi-
tal forensic practice by reducing common limitations associated with general-purpose language models,
particularly hallucinations and factual inaccuracies. Their quantitative and qualitative evaluations
demonstrated that ForensicLLM substantially improves response accuracy, relevance, and reliability,
thus equipping forensic investigators with trustworthy, traceable analytical support capable of meeting
rigorous evidentiary standards required in real-world forensic investigations.

4 Challenges and Limitations of Leveraging LLM in Digital
Forensics

The integration of large language models into digital forensics workflows has generated increasing interest
due to their potential in automating documentation, evidence analysis, and decision support. However,
their use also presents numerous challenges that arise both from the inherent properties of LLMs and
from the specific requirements of forensic practice.

4.1 LLM Inherent Challenges

Several limitations are intrinsic to the architecture and training methodology of LLMs, which can hinder
their safe and reliable deployment in forensic investigations.

Hallucinations. A prominent concern when employing LLMs is their propensity to produce hallucinated
content—output that is grammatically coherent yet factually incorrect or fabricated. In the context
of digital forensics, such inaccuracies can lead to the generation of false leads, thereby misguiding the
investigation or introducing inadmissible evidence. For instance, in a controlled trial conducted by a
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cybersecurity firm, an LLM-generated case summary falsely inferred a link between an employee and a
foreign contact based solely on contextual cues in a benign conversation log. This example highlights the
necessity of human verification mechanisms prior to integrating LLM-generated information into forensic
reports.

Interpretability and Explainability. LLMs often exhibit poor explainability due to their black-box
nature. While they can produce accurate results in many domains, their decision-making pathways are
not transparent [110]. This opacity becomes a critical issue in forensic analysis, where the rationale
behind evidence interpretation must be traceable and defensible. In one documented instance during a
civil litigation case, an LLM used in pre-trial discovery flagged certain emails as “suspicious”; however,
when the opposing counsel requested an explanation for these classifications, the legal team was unable
to articulate the reasoning behind the model’s output. The lack of explainability ultimately led to the
exclusion of the generated evidence.

Lack of Domain-Specific Knowledge. General-purpose LLMs are trained on heterogeneous and
largely non-specialized corpora. As such, they may not have the technical nuance necessary for forensic
analysis. For example, when prompted to assess the contents of a memory dump, a widely used LLM
erroneously flagged “svchost.exe” as malicious, failing to account for the legitimate role of the process
in Windows systems. Such errors underscore the risk of applying unadapted LLMs in technical domains
without appropriate domain fine-tuning.

Bias and Fairness. Bias in LLMs-driven a reflection of the biases present in the training data—poses
ethical and practical risks in forensic contexts [24]. Investigative results may be biased either by rein-
forcing existing stereotypes or by systematically prioritizing certain types of evidence. In a pilot study
involving multilingual forensic datasets, an LLM-assisted classification system consistently deprioritized
non-English chat logs, leading to a delay in the examination of relevant Arabic-language communica-
tions. This form of bias, if left unaddressed, could have far-reaching implications for fairness and due
process in digital investigations [116].

4.2 Digital Forensics-Specific Challenges

Although the inherent risks associated with LLMs pose general concerns in all domains, deploying these
models within digital forensic workflows introduces additional challenges. Digital forensics imposes strict
standards regarding evidence integrity, reproducibility, and procedural compliance, and these established
forensic principles may conflict with the nature of LLM technologies. Consequently, integrating LLMs
into digital forensic practices requires addressing specific challenges related to evidentiary standards,
reproducibility, prompt sensitivity, standardization, and practitioner readiness.

Chain of Custody and Evidentiary Integrity. A core principle in forensic science is the preserva-
tion of chain of custody, that is, the ability to trace each step of evidence handling. When LLMs are
employed, especially in cloud-based or third-party systems, questions arise regarding the preservation
and auditability of evidence. In one European law enforcement case study, the use of an LLM to summa-
rize mobile device contents inadvertently violated chain of custody procedures, as intermediate outputs
were not systematically logged. As a result, the forensic findings were challenged on procedural grounds
during judicial review.

Non-determinism and Reproducibility. Unlike deterministic forensic tools, LLMs are inherently
probabilistic and may produce variable outputs even under identical input conditions. This variability
undermines one of the key requirements of forensic science, namely reproducibility. In a university-
led evaluation, an LLM used to reconstruct activity timelines from log data produced inconsistent
event sequences across multiple runs. Such behavior poses serious threats to the reliability of forensic
conclusions, particularly when outputs are used as part of expert witness testimony.

Prompt Sensitivity. Related to non-determinism is the issue of prompt sensitivity, whereby subtle
variations in phrasing can lead to significantly different model outputs. For instance, altering a prompt
from “summarize suspicious behavior” to “summarize all activity” led an LLM to either omit or include
key lateral movement indicators in the same dataset. The fragility of outputs based on minor linguistic
changes necessitates rigorous prompt engineering and version control when using LLMs in evidentiary
contexts.

Lack of Standardization. There exists no established framework or industry-wide standard governing
the use of LLMs in digital forensics. This absence of formal guidance has resulted in inconsistencies across
investigative practices and raises concerns regarding admissibility and procedural fairness. In a simulated
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case involving two independent forensic teams, divergent conclusions were reached due to differences in
prompt design, evidence filtering strategies, and LLM configurations. These discrepancies emphasize the
need for standardized protocols and certification schemes for LLM-based forensic tools.

Training and Expertise Requirements. The adoption of LLMs in digital forensic settings intro-
duces new requirements for practitioner training. Investigators must possess not only technical forensic
skills but also basic knowledge in AI, prompt design, and model validation. A field test conducted with
junior investigators revealed that improper prompt use led to misclassifications of a legitimate mobile
application as malicious, an error that could have been avoided with minimal training in AI reasoning
mechanisms. The integration of LLMs thus demands a reevaluation of existing forensic training curricula
to include Al literacy.

5 Future Directions

The intersection of large language models (LLMs) and digital forensics represents an emerging frontier
with significant potential for transforming forensic investigations. Future research in this area promises
to strengthen evidentiary integrity, promote greater accountability, and contribute broadly to societal
trust and justice.

5.1 Multi-Modal and Cross-Data Analysis

Digital forensic investigations increasingly require holistic evidence interpretation across various data
modalities—textual logs, network traffic, memory dumps, images, and audio. Emerging multi-modal
LLMs (MLLMSs) suggest promising capabilities for integrating diverse data forms into unified analytical
frameworks. Integrating vision and language models could enable forensic assistants to analyze screen-
shots, correlate textual logs with visual artifacts, or interpret combined structured and unstructured
forensic data. Research opportunities lie in developing robust multi-modal forensic LLMs capable of seam-
lessly analyzing multiple data types while maintaining accuracy across different modalities. Achieving
this will require interdisciplinary collaboration and innovative design to bridge existing capability gaps.

5.2 Explainability and Trust in LLM-Driven Analysis

The inherently opaque reasoning of LLMs conflicts with forensic requirements for transparency and
verifiability. Enhancing the explainability of LLM outputs is thus critical for building investigator trust.
Future research should focus on methods that enable LLMs to justify their conclusions with explicit
evidence references and step-by-step reasoning processes. Techniques like retrieval-augmented generation,
where LLM outputs are grounded explicitly in input data and known forensic knowledge, can significantly
improve credibility. Validation methods, such as cross-validation with multiple models or human-in-the-
loop verification, should also be investigated to detect and mitigate errors and biases inherent in Al
analyses.

5.3 Domain-Specific LLMs Across Forensic Disciplines

One crucial future direction involves the development of specialized, domain-specific LLMs tailored explic-
itly for various forensic applications such as memory forensics, malware analysis, network investigations,
and log interpretation. General-purpose models typically lack the specialized technical understanding
required to interpret detailed forensic artifacts accurately. Early examples, such as volGPT for memory
analysis, have demonstrated the effectiveness of fine-tuned LLMs in accurately identifying ransomware
processes while providing comprehensive explanations. Future research should systematically explore
domain-specific models for forensic tasks, including artifact interpretation, filesystem analysis, and foren-
sic triage. This specialization will necessitate creating dedicated forensic datasets, posing challenges
related to data sensitivity and privacy that researchers must address through synthetic or anonymized
datasets.

5.4 Privacy and Legal Admissibility Challenges

Integrating LLMs into forensic investigations raises significant privacy concerns and legal admissibility
challenges. Public cloud-based solutions often conflict with chain-of-custody requirements, prompting the
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need for secure, offline LLM solutions deployable within forensic lab environments. Future research should
focus on enhancing on-premise or federated Al models that preserve data confidentiality and comply with
legal standards. Additionally, clearly defined legal frameworks and standards are needed for documenting
and certifying Al processes, ensuring their outputs withstand judicial scrutiny. Collaborative research
among technologists, legal scholars, and policymakers is necessary to bridge these gaps and ensure that
LLM-assisted forensic analyses meet rigorous evidentiary standards.

5.5 Integration with Traditional Forensic Tools and Workflows

Future research must explore the seamless integration of LLMs into existing forensic software and inves-
tigative workflows. Embedding interactive Al assistants within forensic suites, enabling natural language
querying, automated artifact parsing, and Al-driven script generation, can significantly enhance investiga-
tive efficiency. Ensuring these integrations are robust and error resistant, and maintaining compatibility
with existing forensic processes, evidence documentation systems, and investigative protocols, represents
a significant technical challenge. Interdisciplinary collaboration will be crucial in developing user-centric,
reliable forensic tools augmented by Al capabilities.

5.6 Standardized Evaluation and Benchmarking

A critical gap in current research is the lack of standardized evaluation frameworks for assessing LLM
effectiveness and reliability in forensic contexts. Developing shared benchmark datasets, standardized
metrics for accuracy, explainability, and utility, and consistent evaluation methodologies is essential for
objectively comparing different LLM approaches. Community-driven benchmarking initiatives, similar
to established cybersecurity and computer vision evaluations, should be prioritized to accelerate progress
and ensure rigorous validation of Al-assisted forensic tools.

6 Conclusion

Large Language Models (LLMs) have emerged as transformative tools that significantly automate and
augment forensic capabilities, thus reshaping the landscape of digital investigations. This paper system-
atically explored how LLMs have revolutionized digital forensic approaches, providing a comprehensive
and accessible overview for practitioners and researchers alike. Through practical examples and real-world
scenarios, we illustrated the superior capabilities of LLMs in enhancing analytical accuracy, efficiency,
and scalability in forensic workflows. However, the integration of LLMs into digital forensic processes
is not without challenges; issues such as model hallucinations, interpretability, biases, and ethical con-
siderations necessitate cautious and informed application. Addressing these challenges requires further
research that focuses on improving transparency, accountability, and standardization in the forensic use
of LLM technologies. Ultimately, the thoughtful integration of LLMs holds significant promise in advanc-
ing digital forensic practices, fostering trust and reliability, and contributing to more equitable and just
judicial outcomes.
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Abstract

Video anomaly detection (VAD)[1] is essential in intelligent surveillance, help-
ing identify unusual events in video sequences to improve safety and security.
This paper presents a comparative study between a Vision Language Model-
based approach utilizing Vision Transformers (ViT) integrated with the CLIP
model, and a deep learning[11] approach employing object tracking and Con-
text Conditioned Variational Autoencoder (CVAE) for VAD on the NWPU
campus dataset. Our Vision Language Model-based approach uses CLIP’s fea-
ture association[3] capabilities and a custom temporal annotation file for weakly
supervised anomaly detection, enhancing detection accuracy[40] through feature
alignment between visual and textual embeddings. Conversely, the deep learning
approach integrates ByteTrack for tracking, and CVAE to incorporate contextual
scene information[36], improving scene-dependent anomaly detection by distin-
guishing contextually abnormal events. Both models are evaluated on frame-level
AUC and mAP metrics under various IoU thresholds, enabling a robust compar-
ison.



Experimental results demonstrate that each approach has distinct advantages
depending on the anomaly’s context and complexity, underscoring the impor-
tance of architecture choice[37] [38] [39] in video anomaly detection applications.
The deep learning model, which learned patterns without any text labels
(unsupervised), outperformed the vision-language model, achieving an AUC of
67.5% compared to 60.05%. Even with the additional textual supervision in the
vision-language model, the deep learning approach proved more effective in iden-
tifying anomalies. These findings highlight the potential for unsupervised[4] [5]
[6]learning for this task.

1 Introduction

Video anomaly detection (VAD) is a rapidly growing field within computer vision,
driven by the increasing demand for real-time surveillance in public safety, industrial
monitoring, and autonomous systems.[7] [41] The primary goal of VAD is to identify
unusual events within video sequences, such as unexpected human behavior or vehicle
movements, which could indicate potentially dangerous situations. Despite significant
advances in this field, detecting anomalies remains challenging due to the diverse
nature of anomalous events, which may vary significantly across different scenes and
contexts.[42] [43] To address these challenges, various machine learning approaches
have been explored, including semi-supervised, unsupervised, and weakly supervised
methods.

Among these methods, two broad categories have emerged as prominent
approaches for VAD: Transformer-based models and deep learning frameworks with
specific feature extraction and tracking modules. Transformer-based models, particu-
larly those that integrate Vision Transformers (ViT) [8] and language-vision models
such as CLIP [9], leverage global attention mechanisms [10] to capture spatial and
temporal relationships across video frames. By mapping textual descriptions to cor-
responding visual features, these models offer a novel approach to weakly supervised
anomaly detection, where only minimal labeling is available, and label-alignment
techniques are utilized to link frames to anomaly labels. This study employs a ViT-
based approach with CLIP to handle feature extraction and label alignment, enabling
the model to detect unusual patterns within video frames based on both visual and
semantic information. This architecture is particularly suited to tasks that require
robust feature association, as CLIP’s integration of text and visual features allows the
model to discern anomalies based on textual cues, potentially leading to enhanced
detection capabilities across varied scenes.

In contrast, traditional deep learning methods[11] have evolved to address
anomaly detection through various means, such as tracking objects, encoding scene
context, and generating predictive models for future frames. These approaches often
rely on Convolutional Neural Networks (CNNs)[12] [13] [40] and autoencoders[14],
such as Context Conditioned Variational Autoencoders (CVAEs)[15], to capture the



underlying structure of normal video sequences and highlight deviations. Our deep
learning approach in this study utilizes ByteTrack[16], an advanced multi-object
tracking model, integrated with MMTracking[17] for structured data flow and object
tracking within each frame sequence. ByteTrack’s robust handling of both high- and
low-confidence detections helps manage partially occluded or noisy scenes, enhancing
the model’s ability to track object movements and detect deviations that might
indicate abnormal events. Additionally, the inclusion of a CVAE allows for encoding
background context, enabling the model to differentiate between contextually normal
and abnormal events, a critical capability in scenes where the same behavior might
be considered normal in one context but anomalous in another.

The NWPU Dataset[15] provides a compelling benchmark for testing these
approaches, as it contains videos across various campus settings, representing diverse
scenarios and types of anomalies. This dataset, with its detailed annotations and
inclusion of scene-dependent anomalies, is well-suited for evaluating models that
require nuanced understanding of contextual cues. In this study, we explore how each
method — Transformer-based and deep learning-based — performs on this dataset.
We focus on distinguishing ”Normal” versus ” Anomaly” labels, following a weakly
supervised approach, where temporal annotations of anomalies provide start and end
frames for each anomalous event. Such weak supervision is practical and cost-effective,
reducing the labeling burden while still providing valuable information for model
training. Our Transformer-based approach leverages Vision Transformer (ViT-B/16)
architecture, which divides each video frame into 10 distinct segments, allowing the
model to capture diverse features across a single frame. These segments are processed
by CLIP, which internally associates the visual features with corresponding text-
based embeddings, facilitating frame-level anomaly detection. This combination of
ViT-B/16 and CLIP enables the model to effectively classify frames as “Normal” or
“Anomaly” by identifying discrepancies in feature alignments. Moreover, the use of a
tailored train-test split in the dataset, accounting for both the anomaly distribution
and scene background, further strengthens the model’s capacity to generalize across
different environments.

On the other hand, the deep learning approach focuses on predictive modeling
techniques. It includes a frame prediction model that utilizes the scene context for
forecasting future frames, helping to distinguish normal patterns from anomalous
ones. By encoding each frame’s background information as contextual features and
inputting them into a CVAE, this method enables the model to detect deviations
based on scene-specific cues. The frame prediction model predicts future frames by
taking sequences of observed frames as input, using U-Net-like skip connections [18]
for preserving spatial details, which are crucial for accurate anomaly detection. This
approach is particularly advantageous for anomaly detection scenarios that require
scene-dependent analysis, as the CVAE aids in distinguishing anomalies based on
scene context.



Both approaches use complementary evaluation metrics to assess performance on
the NWPU dataset. Frame-level Area Under the Curve (AUC) and mean Average
Precision (mAP) across different Intersection over Union (IoU) thresholds are uti-
lized to capture the model’s ability to accurately identify anomalous frames. The
AUC metric serves to measure the overall classification ability of each model on a
frame-by-frame basis, whereas mAP at varying IoU thresholds evaluates how well
the models can detect anomalies within temporally aligned sequences [19], providing
insights into temporal consistency in anomaly detection.

This research paper aims to make three primary contributions. First, it offers a
systematic comparison of Transformer-based and deep learning-based approaches to
video anomaly detection, using a unified framework and evaluation metrics to estab-
lish a fair comparison. Second, it provides insights into the strengths and limitations
of each approach in different video contexts, with a specific focus on scene-dependent
anomalies. Third, it introduces a structured experimental protocol for VAD on the
NWPU dataset, including a tailored train-test split that balances scene diversity,
making it a valuable reference for future studies in the field.

In summary, this paper addresses a significant gap in the field of VAD by comparing
Transformer-based and deep learning-based methodologies on a complex, real-world
dataset. Through detailed analysis and experimental evaluation, we demonstrate how
each approach contributes to improving anomaly detection performance in campus
settings. Our findings will inform the future development of VAD models and high-
light the importance of selecting appropriate architectures based on the nature of the
anomalies and the context in which they occur.

2 Related Work
2.1 Vision Language Model based Approach

The introduction of Transformers in computer vision, specifically Vision Transformers
(ViT), has spurred interest in their application to VAD due to their capability to cap-
ture long-range dependencies and context across video frames. Vision Transformers
have proven effective in learning robust spatial and temporal representations, which
are essential for identifying subtle anomalies in complex scenes. The CLIP model,
which integrates visual and textual feature extraction, extends the utility of ViTs
by aligning visual frames with textual embeddings, providing a unique advantage in
weakly supervised VAD. Models utilizing CLIP have shown promise in associating
video frames with anomaly labels based on semantic content, even with limited
supervision, which is particularly valuable in large-scale datasets where exhaustive
labeling is impractical.

More recently, Video Vision Transformer (ViViT) has been modified to enhance
video anomaly detection by capturing richer temporal information and global con-
texts, making it effective for video prediction. By integrating ViViT with the U-Net
architecture, the model can predict future frames while maintaining a strong focus



on both local and global features. TransAnomaly[20], a prediction-based method,
leverages the strengths of transformers in handling sequence data by predicting future
frames and using the discrepancies between predicted and actual frames for anomaly
detection. This method calculates regularity scores using sliding windows to evaluate
the impact of different window sizes and strides, identifying frames with lower scores
as potential anomalies. Moreover, it localizes anomalies by tracking patches with
lower regularity scores, significantly improving the detection and localization process.

Another advanced framework, TEVADI21], integrates both visual and textual
modalities for video anomaly detection. Visual features are extracted using pre-trained
I3D models[22] or SwinBERT[23] for video captioning, while text features are pro-
cessed using SimCSE[24], a contrastive learning-based[25] framework for generating
sentence embeddings. The multi-branch architecture processes visual and textual data
in parallel, with a Multi-Scale Temporal Network (MTN)[26] capturing both short- and
long-range temporal dependencies in the features. These features are fused using meth-
ods like concatenation, addition, and Hadamard product, followed by classification
tasks for snippet-level anomaly detection that propagate to frame-level predictions.
TEVAD'’s reliance on feature fusion, transformer-based components like SwinBERT,
and classification tasks ensures a comprehensive approach to anomaly detection in
surveillance videos.

2.2 Deep Learning based Approach

Traditional deep learning-based VAD models typically rely on convolutional neural
networks (CNNs) and autoencoders to learn representations of normal activities,
with the objective of detecting deviations indicative of anomalies. Prediction-based
models, such as frame prediction and reconstruction models, have been widely
adopted due to their ability to highlight discrepancies between observed and expected
frames, which signal potential anomalies. The use of Context Conditioned Variational
Autoencoders (CVAESs) in recent studies has been particularly noteworthy, as CVAEs
allow the model to incorporate scene-specific context into its predictions, improving
the detection of scene-dependent anomalies. Additionally, object detection and track-
ing models, such as ByteTrack and MMTracking, have been integrated with VAD
systems to analyze the movement and behavior of objects, enhancing the detection of
anomalies that involve abnormal object interactions or trajectories.

The Generative Adversarial Network has also been proposed as an effective
unsupervised method for VAD. Its framework includes a Self-Attentive Predictor,
which captures long-term dependencies in video frames to improve prediction quality,
and a Vanilla Discriminator [28] that performs true-false discrimination to identify
anomalies. Furthermore, a Self-Supervised Discriminator aids in encoding semantic
information into predicted normal frames through rotation detection and adversarial
training. The model leverages adversarial training to enhance its ability to distinguish
between normal and abnormal frames, resulting in greater detection errors for anoma-
lies. These components collectively demonstrate the effectiveness of SSAGAN][28] in



improving video anomaly detection performance.

Another innovative approach introduces attribute-based representations, where
each object in a video is represented by its velocity and pose. This method improves
both accuracy and interpretability in VAD systems. A density-based anomaly scor-
ing mechanism is employed to identify anomalies by analyzing the distribution of
attributes in the video data. Moreover, the authors propose combining interpretable
attribute-based representations with implicit, deep representations, achieving state-
of-the-art performance across multiple datasets. The approach is evaluated using
Area Under the Receiver Operating Characteristic (AUROC) scores.

A novel framework for anomaly detection further addresses the interpretability
challenge of existing methods by explaining detected anomalies in surveillance videos.
This framework extracts spatiotemporal features to monitor individual objects and
their interactions, employing scene graphs to represent object relationships, thereby
providing context and uncovering the root causes of anomalies. Additionally, the
method supports cross-domain adaptability, leveraging transfer learning across differ-
ent surveillance environments without requiring extensive labeled data. Theoretical
proofs of asymptotic optimality, coupled with empirical validation on benchmark
datasets, ensure the reliability and effectiveness of this approach. This combination
of methods establishes a more interpretable and adaptable VAD system, setting it
apart from traditional techniques.

Another model provides an effective approach for VAD by encoding relationships
between objects’ states over long sequences, capturing consistent motion patterns.
This model represents temporal dependencies by predicting future states based on
past observations, enabling a comprehensive understanding of motion patterns over
time. Anomalies are detected by measuring the divergence between predicted future
states (based on learned normal patterns) and actual observed states, with significant
divergences indicating anomalies. Extensive experiments demonstrate the effective-
ness of the model, showing improvements over state-of-the-art techniques in video
anomaly detection.

Another unsupervised approach for detecting human-related anomalies in com-
plex scenes, leveraging skeleton-based analysis[32]. The method decomposes skeleton
features into global (whole-body movement) and local (individual joint movement)
components to capture detailed motion dynamics. A self-training regression|[33]
framework iteratively updates anomaly scores, refining pseudo-labeled anomalous
and normal skeleton sets over multiple iterations. The core of the approach is an
anomaly scoring module that integrates a graph convolutional network (GCN)[26]
with fully connected layers to model spatial relationships within the skeleton data.
This iterative refinement process enhances detection performance by progressively
improving the model’s ability to identify deviations from normal patterns, all without
requiring labeled normal videos.



A more recent advancement incorporates Video-Based Large Language Models
(VLLMSs)[27] for VAD, which operates without the need for complex thresholding, and
provides textual explanations for detected anomalies, enhancing the interpretability of
the results. A key component of this approach is the Long-Term Context (LTC) mod-
ule which is used to capture long-range context. The authors propose a three-phase
training method, which improves the efficiency of fine-tuning VLLMs by significantly
reducing the amount of VAD data required and lowering costs associated with anno-
tating instruction-tuning data. The model has been evaluated on the UCF-Crime[34]
and TAD benchmarks, where it achieved notable improvements in Area Under the
Curve (AUC) scores.

3 Methodology

This section details the methodology employed in our study, covering the problem
definition, architecture, the functioning of each approach, and implementation details.
The two approaches — Vision Language model based with CLIP and a deep learning-
based approach utilizing multi-object tracking and Context Conditioned Variational
Autoencoder (CVAE) — are evaluated for their effectiveness in detecting anomalies
in the NWPU dataset, specifically focusing on scene-dependent anomalies under a
weakly supervised setting.

3.1 Problem Definition

The primary goal of this research is to identify anomalies in video sequences recorded
across various campus settings in the NWPU dataset. Anomalies are defined as events
or behaviors that deviate from typical patterns, varying based on context and scene.
We formulate this task as a weakly supervised video anomaly detection (VAD) prob-
lem, where minimal labeling is available. Specifically, each video is labeled as either
”Normal” or ” Anomaly,” and temporal annotations specify the start and end frames
for anomalous events. This weakly supervised approach leverages temporal annotations
without requiring frame-by-frame labels, making it cost-effective while still providing
essential information for model training.

3.2 Architecture
3.2.1 Vision Language Model-Based Architecture

Built upon Vision Transformers (ViT-B/16) with CLIP for aligning visual and textual
embeddings, capturing spatial dependencies within frames.

3.2.2 Deep Learning-Based Architecture

This architecture integrates ByteTrack with MMTracking for object tracking and uses
a CVAE for encoding scene-specific context, which aids in differentiating normal and
abnormal activities based on the surrounding environment.



3.3 Methodology Functioning

The methodology is detailed in sequential stages for each architecture, describing each
key component’s function and contribution to the anomaly detection process.

3.3.1 Transformer-Based Approach

To prepare the data, video frames are sampled at intervals of 16 frames, ensuring
broad coverage of each video sequence. A ten-crop augmentation technique is applied
to each frame, creating ten distinct crops: a central crop, four quadrant crops, and
their flipped counterparts. This augmentation process allows the model to learn from
diverse perspectives, enhancing its ability to detect anomalies by increasing the range
of visual information.

The augmented frames are processed by the Vision Transformer (ViT-B/16), which
extracts spatial features from each cropped segment. CLIP then associates these
visual features with textual embeddings corresponding to the labels ”Normal” and
” Anomaly.” This dual-embedding structure of CLIP enables alignment between the
frame’s visual characteristics and semantic context, allowing the model to detect dis-
crepancies indicative of anomalies. This approach is particularly suited for weakly
supervised settings, as it utilizes CLIP’s ability to align frames with their correct
anomaly labels.
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Fig. 1: System Architecture Diagram for Vision Language Model-Based Approach

The Transformer-based model operates through 2 branches for anomaly detection:
Branch 1: A simple binary classifier predicts an anomaly confidence score based on
the extracted visual features. This classifier is composed of a feed-forward neural
network with a Sigmoid activation function to output a probability score.

Branch 2: This branch leverages CLIP’s textual embeddings to compute a similarity-
based alignment map, comparing visual features to text embeddings. This map
identifies frames that align most closely with either “Normal” or “Anomaly,” provid-
ing fine-grained detection capabilities.



Three loss functions guide the training of the Transformer-based model:
Binary Cross-Entropy Loss (Loss 1): Applied to Branch 1’s anomaly confidence scores
for accurate anomaly classification.

N
1 . N
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MIL-Align Loss (Loss 2): Encourages alignment between visual and textual embed-
dings, supporting frame-to-label matching.
The class probability for ith class is defined as (p;):
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The alignment loss is defined as:
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where
7 refers to the temperature hyper-parameter for scaling.
s; represents the similarity between this video and the i-th class.

Contrastive Loss (Loss 3): Ensures distinct separation between normal and
anomaly embeddings, enhancing model robustness. The contrastive loss is defined as:
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where
t, is the normal class embedding.
tq; is the j-th abnormal class embedding.

The total objective function combines all three losses:
L= Lbce + ane + )\Lcts (5)

3.3.2 Deep Learning-Based Approach

The deep learning model incorporates ByteTrack, applied to each frame sequence
to detect and track objects across frames. ByteTrack enables accurate tracking by
managing high- and low-confidence detections, accommodating challenges such as
occlusion and scene noise. This component is essential for extracting object tra-
jectories, which provide valuable insights into movement patterns associated with
anomalies, such as abrupt directional changes or velocity variations.



The CVAE module encodes the scene’s background context, generating scene-
specific feature maps that inform the model about the normalcy of specific activities
based on the environment. By embedding scene context, the model can differenti-
ate between contextually normal and abnormal events. For instance, cycling on a
pedestrian walkway is treated as anomalous in this context due to the model’s under-
standing of campus norms. This module enhances the model’s capacity to detect
scene-dependent anomalies by learning scene-specific expectations.

..............

Fig. 2: System Architecture Diagram for Deep Learning Approach

Following context encoding, the frame prediction model takes observed frames as
input and generates future frames, enabling anomaly detection based on discrepancies
between observed and predicted frames. This model uses a 3 Layer U-Net architec-
ture with skip connections that retain spatial detail, which is essential for accurate
anomaly detection.

The feature maps at U2 and U3 levels are fed into the CVAEs to generate
new feature maps conditioned on the scene. These new feature maps are added to
the input of CVAEs with a weight v = 1 through which the full contribution of
the scene-conditioned feature maps is applied, enabling the model to better detect
scene-dependent anomalies by factoring in the background context of each frame.
The predicted frames are then generated through subsequent decoding convolutional
layers. Any inconsistencies between predicted and actual frames are quantified as
prediction errors, with higher error values signaling potential anomalies.

Two primary loss functions are applied in the deep learning-based approach:

Frame Prediction Loss: Calculated as a combination of Mean Squared Error
(MSE) and L1 Loss, minimizing discrepancies in frame predictions. L1 loss, or Mean
Absolute Error (MAE), is the average of the absolute differences between predicted

values and actual values.

The L1 loss is defined as:
Lp= Z lyi — il (6)
i=1
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where

n: The total number of data points in the dataset.

y;: The true value corresponding to the i-th data point.

9J;: The predicted value corresponding to the ¢-th data point.

This has been used within the frame prediction network to compute an error between
a predicted frame and the ground truth frame.

Mean Squared Error(MSE) measures the average squared differences between
predicted values and actual values. MSE is defined as:

Lysg = %Z (i — :)° (7)

where

n: The total number of data points in the dataset.
y;: The actual or true value for the i-th data point.
3;: The predicted value for the i-th data point.

The total frame prediction loss is given as:

Liotal = Ap1Lr1 + Luse (8)

where A is the weight of L1 loss.

The Kullback-Leibler (KL) Divergence Loss: Applied to the CVAE for maintain-
ing a smooth latent space over scene-specific features, ensuring effective background
encoding. The KL divergence loss is given by:

Lir(N(f1,6%)||N(0,1)) = —% (log6® — p* — 6° +1), (9)

It computes how much the learned distribution N (ji,52) deviates from the standard
normal distribution N(0,1).

2) is the learned Gaussian distribution with mean i and

The distribution N (i, &
0,1) is the standard normal distribution with mean 0 and

variance 62, while A/(0,
variance 1.

The formula includes the following components: log 52, which penalizes the devi-
ation in variance; (12, which penalizes the deviation in mean; and 62, which penalizes
the variance magnitude relative to 1. The constant term +1 is used to ensure proper
normalization of the divergence calculation.
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The total loss is a combination of forward prediction error and KL divergence loss
with the weight of A\g 7. This loss is minimized to train the model.

L = Liotal + Ak LKL (10)

The architecture diagram provides a visual representation of the two approaches,
detailing the data flow through pre-processing, feature extraction, context encoding,
and anomaly detection stages. The diagram highlights the dual-branch structure in
the Transformer-based model and the integration of object tracking and CVAE in
the deep learning model, helping illustrate each method’s data processing path and
decision points.

3.3.3 Implementation Details

The models were implemented using PyTorch, with OpenCV handling frame extrac-
tion and pre-processing. The Transformer-based model relies on the pre-trained CLIP
model, fine-tuned on the NWPU dataset with a batch size of 16, using the ViT-B/16
architecture. This model’s binary classifier in Branch 1 was optimized with a learn-
ing rate of 0.001 on an NVIDIA RTX 4070 GPU. The deep learning model leverages
ByteTrack, integrated with MMTracking for seamless object tracking in each frame
sequence. The CVAE module, designed to capture background context, was trained
with a learning rate of 0.001 using the Adam optimizer on an NVIDIA RTX 4070 GPU.
ByteTrack and CVAE were structured to ensure effective handling of scene-dependent
anomalies, taking advantage of the NVIDIA GPU’s parallel processing capabilities
to expedite training and testing phases. These implementations ensure a consistent
and reliable comparison between the two architectures, with uniform pre-processing
protocols and evaluation metrics to enable replicable results on the NWPU dataset.

4 Experimentation

4.1 Dataset

Several datasets have been established to evaluate video anomaly detection (VAD)
models, typically adopting either single-scene or multi-scene setups. Notable exam-
ples include UCSD Ped1[29] and Ped2, which focus on pedestrian walkways, and
ShanghaiTech, a multi-scene dataset featuring generalized anomalies. However, these
datasets lack a critical component: scene-dependent anomalies—events that may be
normal in one context but abnormal in another. To address this gap, the NWPU
dataset, used in this study, introduces scene-dependent anomalies across diverse
campus scenes, representing a broader range of real-world anomaly types.

NWPU Dataset Overview and Annotations The NWPU dataset comprises 547
videos, with 423 labeled as “Normal” and 124 as “Anomaly”, collected from various
campus settings. These videos capture a wide range of activities and environmental
contexts, enhancing scene diversity and allowing models to tackle challenges unique
to scene-dependent anomalies. Each video is annotated using a structured temporal
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annotation file containing fields such as:

video_name: Unique identifier for each video file.
anomaly_label: Indicates whether the video is “Normal” or “Anomaly.”
first_anomaly_start_frame and first-anomaly_end_frame: Start and end frames for the
first anomaly, if present.
second_anomaly_start_frame and second_anomaly_end_frame: Start and end frames for
a second anomaly, if applicable.
For example:

_001: Anomaly, 20, 150, -1, -1 (One anomaly event between frames 20 and 130).
D_003: Normal, -1, -1, -1, -1 (No anomalies present).
D_007: Anomaly, 250, 1506, 1500, 1580 (Two anomalies between frames 230-1306
and 1500-1580).

This annotation format supports weakly supervised learning, minimizing reliance
on exhaustive frame-level labels, which are often impractical in real-world applica-
tions due to cost and time constraints.

To ensure effective training across diverse scenes, a new 80-20 train-test split was
created, maintaining a proportional representation of normal and anomalous events.
The training set includes 437 videos (337 “Normal” and 100 “Anomaly”), while the
test set contains 110 videos (86 “Normal” and 24 “Anomaly”). Unlike traditional
setups that train solely on normal videos, this tailored split allows models to learn
from both normal and anomalous patterns, enhancing generalization and detection
accuracy.

While datasets like UCF Crime, XD Violence[35], and ShanghaiTech are widely
used, they exhibit limitations in addressing scene-dependent anomalies:

UCF Crime: Covers 13 crime-related events such as robbery and assault but lacks
scene diversity and context-dependent anomaly scenarios.
XD Violence: Focuses on high-action anomalies (e.g., explosions, abuse) without
considering scene-specific contexts, making it less suitable for subtle context-aware
anomaly detection.
ShanghaiTech: Provides generalized anomalies across multi-scenes but lacks the fine-
grained scene diversity required for detecting context-specific behaviors.

The NWPU dataset surpasses these limitations by including 43 diverse scenes
and 28 classes of anomalies, such as unauthorized gatherings or vehicles in restricted
zones. This diversity fosters robust generalization and serves as an ideal benchmark
for evaluating VAD models tailored to scene-dependent anomaly detection.

This study leverages the NWPU dataset to evaluate both vision language model-

based and deep learning approaches for VAD. By addressing the challenges of
scene-dependent anomalies, it bridges the gap in existing benchmarks and provides
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valuable insights into context-aware anomaly detection. Models utilizing the NWPU
dataset benefit from its detailed annotations, diverse scenes, and balanced representa-
tion of normal and anomalous events, making it a critical resource for advancing VAD
research.

4.2 Evaluation Metrics

To assess the performance of the models, we employ standard evaluation metrics in
VAD, specifically mean Average Precision (mAP) and Area Under the Curve (AUC),
with a particular focus on frame-level AUC and mAP across varying Intersection over
Union (IoU) thresholds. These metrics are well-suited for capturing the accuracy of
models in detecting anomalies within specific frames and across temporal segments
in videos.

Frame-Level AUC: The frame-level AUC metric evaluates the model’s ability to
accurately classify individual frames as either “Normal” or “Anomaly.” AUC provides
a measure of the true positive rate against the false positive rate at various threshold
levels. Higher AUC values indicate that the model has a strong capacity for distin-
guishing between normal and anomalous frames, which is critical for effective VAD
performance. This metric is especially useful in scenarios where detecting isolated
anomalous frames is essential.

Mean Average Precision (mAP) at IoU Thresholds: The mAP metric, evaluated at
various IoU thresholds, measures the model’s ability to accurately localize and classify
anomalies within temporal sequences. For VAD, this metric involves calculating the
intersection of the predicted anomalous segments with the ground truth segments,
with mAP scores calculated at IoU thresholds from 0.1 to 0.5, increasing in incre-
ments of 0.1. The average of these mAP scores across thresholds provides an overall
indication of the model’s accuracy in identifying anomalous segments within videos.

For instance, an IoU threshold of 0.5 requires that the model’s predicted anomaly
segment overlaps by at least 50% with the ground truth anomaly segment to be con-
sidered a true positive. Lower IoU thresholds, such as 0.1, are less stringent, allowing
for a more relaxed overlap criterion. Evaluating mAP at multiple IoU levels provides
a comprehensive view of the model’s localization accuracy under varying degrees of
overlap precision, enabling performance assessments under both strict and lenient
criteria.

Mean mAP (AVG): The average mAP (AVG) score, calculated across all ToU
thresholds, provides a single summary metric for model performance on the NWPU
dataset. This value is particularly useful for comparing the detection effectiveness of
different models and gauging their robustness across a range of IoU constraints.

In summary, the NWPU dataset, with its diverse campus scenes and scene-

dependent anomalies, offers a more comprehensive testbed for VAD compared to
traditional datasets. By using a combination of frame-level AUC and mAP across IoU
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thresholds, our evaluation framework provides a thorough assessment of model perfor-
mance in detecting anomalies within complex video sequences, facilitating a nuanced
comparison between the Vision Language Model-based and deep learning-based
approaches.

5 Results

The quantitative analysis focuses on two main metrics: frame-level AUC and mean
Average Precision (mAP) across different Intersection over Union (IoU) thresholds.
These metrics allow us to assess the accuracy of each model in classifying anomalous
frames and correctly localizing anomaly segments within videos.

Frame-Level AUC The frame-level AUC values for both models demonstrate their
ability to classify individual frames as either ”Normal” or ” Anomaly.” The learning-
based approach achieved an average frame-level AUC of 67.5%, outperforming the
Video Vision Language model, which obtained an AUC of 60.05%. This performance
discrepancy suggests that the deep learning approach outperforms the vision lan-
guage model, and highlights the potential of scene-aware models in enhancing video
anomaly detection, providing better precision in complex scenarios by adapting to
specific scene contexts.

Mean Average Precision (mAP) at IoU Thresholds Both models were evaluated
using mAP across IoU thresholds ranging from 0.1 to 0.5 (in increments of 0.1), as this
metric captures the model’s ability to accurately localize anomalous segments over
temporal frames.

Serial Number 1 2 3 4 5

mAPQ@IoU (%) 0.1 02 03 04 0.5
Vision Language Model-Based 4.31 3.6 3.5 3.36 3.20

Table 1: Comparison of mAP scores across various loU thresh-
olds for Vision Language Model-Based Approach

Serial Number 1 2 3 4 5

Patch Size 256 128 64 32 16

AUC (%) 67.56 65.97 6649 65.83 65.98
Table 2: Patch Size vs. AUC for Deep Learning
Approach
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6 Conclusion and Future Work

This study presents a comprehensive comparison of Vision Language Model-based
and deep learning-based approaches for video anomaly detection on the NWPU
dataset, emphasizing their performance in detecting scene-dependent anomalies. The
Vision Language Model-based approach, utilizing Vision Transformers (ViT) with
CLIP, demonstrated superior accuracy in nuanced contextual scenarios, while the
deep learning-based model excelled in real-time applications focused on movement-
based anomalies. By evaluating both models on frame-level AUC and mAP across IoU
thresholds, we highlight the strengths and limitations of each approach, ultimately
guiding practitioners in selecting the most suitable architecture based on specific
deployment needs in complex video surveillance environments.

Future efforts will aim to improve the Vision Transformer-based approach by
incorporating advanced temporal modeling techniques and optimizing the embed-
ding alignment process. Self-supervised learning strategies will be explored to reduce
reliance on temporal annotations, improving efficiency. Expanding the study to diverse
datasets will assess generalizability, while adding fine-grained anomaly classification
can extend the framework’s application scope. Finally, optimizing computational effi-
ciency will facilitate practical deployment in real-world anomaly detection systems,
ensuring both scalability and accuracy.

Approach AUC (%) Comments
Deep Learning Approach 67.5 No text labels used (unsupervised)
Vision-Language Model 60.05 Text labels used (semisupervised)

Table 3: Comparison of Deep Learning and Vision-Language Models
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Appendix A Abbreviations

S N o

NWPU: North Western Polytechnical University
VAE: Variational Autoencoder

UCSD: University of California, San Diego

CUHK: Chinese University of Hong Kong

II'TB: Indian Institute of Technology Bombay

GAN: Generative Adversarial Network

VRD: Visual Relationship Detection

CNN: Convolutional Neural Network

GCN: Graph Convolutional Network

TEVAD: Text Empowered Video Anomaly Detection

. ADAM: Adaptive Moment Estimation

. STU-Net: Spatiotemporal U-Net

. I3D: Inflated 3D ConvNet

. SRS: System Requirements Specification

Appendix B Terminologies

1.

10.

Video Anomaly Detection (VAD): Identification of abnormal events within a video
dataset.

Area Under the Curve (AUC): A metric to evaluate the performance of classification
models.

Conditional Variational Autoencoder (CVAE): A type of neural network used for
unsupervised learning of compressed representations while also taking into account
some additional information called the condition.

Generative Adversarial Network (GAN): A neural network architecture used to
generate new data instances in unsupervised learning.

Contrastive Language-Image Pre-training (CLIP): A model that learns visuals from
large-scale image-text pairs.

Weakly Supervised Video Anomaly Detection (WSVAD): An approach where only
weak labels or annotations are provided during training.

Intersection over Union (IoU): A measure used in object detection tasks to evaluate
the accuracy of bounding box predictions.

Mean Average Precision (mAP): A metric to evaluate the accuracy of object
detection methods.

Spatiotemporal U-Net (STU-Net): A neural network architecture used for spa-
tiotemporal data processing.

Inflated 3D ConvNet (I3D): A convolutional neural network architecture used for
video classification tasks.
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Abstract

Multimedia forensics has become a crucial field in ensuring the authenticity and
integrity of digital content. With the rapid advancement of artificial intelligence
(AI) and machine learning (ML), this domain has evolved to leverage sophisti-
cated techniques for analyzing, verifying, and detecting anomalies in multimedia
data. This research introduces innovative AI and machine learning (ML)-driven
approaches to address key challenges, including deepfake detection, provenance
analysis, and forgery identification.

We propose a comprehensive framework that integrates deep neural networks
(DNNs), adversarial learning, and graph-based methodologies to improve the
detection and classification of manipulated media. Using convolutional neural
networks (CNNs) and transformer architectures, our approach effectively identi-
fies pixel-level inconsistencies and temporal artifacts in images and videos with
high precision. In addition, we introduce a novel interpretability module to
enhance transparency and reliability in forensic decision making.

Our methodology is validated using publicly available datasets such as Face-
Forensics++, DFDC, and Real-World Anomaly Detection datasets. Preliminary
experimental results indicate significant improvements in detection performance,
achieving an average precision of 94.6% and a recall of 92.1%, surpassing exist-
ing state-of-the-art methods. Also, we explore the practical implications of these



advancements in real-world applications, including law enforcement, digital rights
management, and cybersecurity.

By bridging the gap between theoretical advancements and real-world applica-
tions, this research advances the role of AI and ML in multimedia forensics.
Future work will explore the integration of quantum computing paradigms
and blockchain-based traceability systems to further enhance the resilience and
reliability of forensic methodologies.

Keywords: Multimedia Forensics, Artificial Intelligence, Machine Learning, Deepfake
Detection, Digital Media Integrity, Convolutional Neural Networks, Graph-Based
Analysis

1 Introduction

The proliferation of digital media has introduced unprecedented challenges in verify-
ing the authenticity and integrity of multimedia content. With the rise of sophisticated
digital manipulation techniques, including deepfake technology, synthetic media gen-
eration, and content forgery, ensuring trust in digital information has become a
pressing issue. Multimedia forensics has emerged as a critical field dedicated to detect-
ing, analyzing, and mitigating such manipulations, with applications spanning law
enforcement, digital rights management, journalism, and cybersecurity.

Artificial intelligence (AI) and machine learning (ML) have revolutionized multimedia
forensics by enabling advanced detection methods capable of identifying even subtle
alterations in digital content. Deep neural networks (DNNs), convolutional neural
networks (CNNs), and transformer-based architectures have significantly improved the
accuracy and efficiency of forensic analysis. These technologies allow for the detection
of pixel-level inconsistencies, temporal artifacts, and adversarial perturbations that
are often imperceptible to the human eye. However, existing approaches still face key
challenges, including generalizability in different manipulation techniques, robustness
against adversarial attacks, and the need for greater interpretability in forensic decision
making.

This research introduces an Al-driven forensic framework that integrates deep learn-
ing, adversarial learning, and graph-based methodologies to enhance multimedia
forgery detection. Our approach leverages CNNs and transformers for high-precision
anomaly detection while incorporating an interpretability module to ensure trans-
parency in forensic conclusions. The methodology is validated using widely recognized
benchmark datasets, including FaceForensics ++, DFDC, and real-world anomaly
detection datasets. Preliminary experimental results indicate that our framework out-
performs existing state-of-the-art techniques, achieving high detection accuracy and
robustness against various forgery techniques.

By addressing current limitations and pushing the boundaries of Al-powered multime-
dia forensics, this work contributes to the development of more reliable and scalable
forensic solutions. Furthermore, we explore future directions, including the integra-
tion of quantum computing paradigms and blockchain-based traceability mechanisms,



to enhance the resilience of forensic methodologies in combating digital fraud and
misinformation.

2 Literature Review

Multimedia forensics has rapidly evolved as a crucial field in response to the increas-
ing manipulation of digital content. Early forensic techniques were mainly based on
statistical analysis of metadata and noise inconsistencies in multimedia files [6, 17].
However, these traditional methods lacked robustness against sophisticated manipu-
lation techniques, such as deepfakes and GAN-generated content, which have become
more prevalent with advancements in artificial intelligence (AI) and machine learning
(ML) [1,2].

Recent breakthroughs in Al-driven multimedia forensics have significantly improved
detection capabilities. Convolutional Neural Networks (CNNs) have been widely
adopted for image forgery detection, leveraging their ability to capture spatial features
at the pixel level [7,9]. Architectures such as ResNet and EfficientNet have demon-
strated high precision in identifying manipulations such as copy-move forgery, splicing,
and retouching [9]. Despite these advancements, CNN-based methods face limitations,
particularly the reliance on large labeled datasets for effective training.

The emergence of Generative Adversarial Networks (GANs) has introduced new chal-
lenges to forensic experts. While GANs serve as powerful generative models, they have
also been exploited to create highly realistic forgeries. To counteract this, researchers
have developed adversarial training techniques to detect GAN-generated content. Zhou
et al. [14] proposed noise residual analysis as an effective method to identify deepfake
manipulations, achieving competitive results on benchmark datasets.

Temporal forensics in video analysis has also seen notable advancements with the
introduction of transformer-based architectures. Models such as Vision Transformers
(ViTs) and TimeSformer have demonstrated superior performance in detecting tem-
poral inconsistencies within manipulated videos [7]. The integration of spatial and
temporal features has further enhanced the robustness of deepfake detection techniques
[2,3,15].

Graph-based approaches have recently gained traction in multimedia provenance anal-
ysis, offering a structured way to model relationships between different media elements.
Bharati et al. [11] introduced a graph-based framework for analyzing the provenance
of manipulated content, showcasing its effectiveness in real-world forensic applications.
Despite these advancements, several research challenges remain. Existing models often
struggle with interpretability and generalizability when applied to novel manipulation
techniques. Additionally, adversarial attacks pose a significant threat to the reliabil-
ity of forensic models. Goodfellow et al. [12] and Tsipras et al. [15] highlighted the
susceptibility of ML models to adversarial perturbations, underscoring the need for
robust defense mechanisms in multimedia forensics.

Beyond technical challenges, ethical and privacy concerns surrounding forensic tech-
niques remain underexplored. The application of forensic tools in sensitive domains,
such as law enforcement, necessitates careful consideration of biases and potential false
positives. Chesney and Citron [13] emphasized the importance of ethical Al practices



in forensic investigations, advocating for transparency and accountability in forensic
decision making.

In summary, while substantial progress has been made in multimedia forensics, chal-
lenges related to robustness, interpretability, and ethical considerations persist. This
research aims to address these gaps by introducing an integrated forensic framework
that combines CNNs, transformer-based architectures, and graph-based methods to
enhance the reliability, transparency, and resilience of forensic techniques.

Research Gap

The rapid evolution of multimedia manipulation technologies, particularly Al-driven
techniques such as Generative Adversarial Networks (GANs), has introduced signifi-
cant challenges to the field of multimedia forensics. Despite notable advancements in
detection methodologies, several critical gaps remain:

Limited Generalizability — Existing forensic models, including CNN-based [7] and
transformer-based approaches|1,9], achieve high accuracy on specific datasets but
struggle to generalize across diverse datasets and manipulation techniques [3,4]. This
limitation hinders their effectiveness in real-world scenarios with unseen forgeries.
Vulnerability to Adversarial Attacks Current forensic detection models are
susceptible to adversarial perturbations, allowing attackers to evade detection by
introducing imperceptible modifications to manipulated content [3]. Enhancing the
robustness of forensic techniques against such attacks remains a major challenge
[12,15].

Lack of Interpretability Many Al-based forensic models function as ”black boxes,”
making it difficult to understand and validate their decision-making processes. The
absence of interpretability reduces trust in these systems, particularly in high-stakes
applications such as law enforcement and judicial proceedings [4,11].

Challenges in Provenance and Traceability While graph-based approaches have
shown promise in multimedia provenance analysis [3,11], their computational com-
plexity limits scalability for large-scale real-world applications [5]. Developing efficient
and scalable traceability frameworks remains an open research problem.

Ethical and Privacy Concerns The deployment of multimedia forensic techniques
raises critical ethical issues, including privacy risks, potential biases in Al algorithms,
and the consequences of false positives or false negatives. Addressing these concerns
is essential to ensure responsible and fair application of forensic tools [11,13].

This research aims to bridge these gaps by developing an integrated forensic framework
that enhances generalizability, robustness against adversarial attacks, interpretability,
and scalability while addressing ethical implications in multimedia forensics.
Relevance of the Research

Addressing these research gaps is of paramount importance, as multimedia foren-
sics plays a critical role in various domains, including cybersecurity, digital rights
management, law enforcement, and the fight against misinformation. As multimedia
manipulation techniques grow increasingly sophisticated, the demand for advanced
forensic tools that are robust, interpretable, and scalable has never been greater.
Real-World Impact Developing resilient and generalizable forensic models is essen-
tial for their effective deployment across diverse applications, such as detecting



deepfakes in news media, authenticating digital evidence in criminal investigations,
and safeguarding intellectual property rights.

Building Trust and Transparency The integration of interpretability modules
into forensic models enhances trust among key stakeholders, including law enforce-
ment agencies, legal authorities, and the general public. Transparent and explainable
decision-making processes are crucial to ensuring widespread acceptance of Al-driven
forensic tools [7,13].

Defending Against Adversarial Attacks Strengthening forensic techniques
against adversarial attacks is vital to maintaining their reliability in the face of increas-
ingly sophisticated evasion strategies [12,15]. Cybersecurity and Provenance
Analysis Advanced provenance analysis methods are instrumental in tracing the ori-
gins of manipulated content, curbing the spread of misinformation, and reinforcing
accountability in digital ecosystems [3,11].

Ethical and Responsible AI Development Embedding ethical considerations into
the design of forensic tools helps mitigate biases, prevent misuse, and promote the
responsible deployment of these technologies in sensitive applications [11,13] .

By addressing these critical challenges, this research contributes to the advancement of
multimedia forensics, enhancing its effectiveness and reliability in real-world scenarios.
Proposed Contribution

While significant progress has been made in multimedia forensics, challenges related
to robustness, interpretability, and ethical considerations remain unresolved. This
research aims to address these gaps by proposing an integrated framework that lever-
ages CNNs, transformers, and graph-based methods to enhance the reliability and
transparency of forensic techniques. Future research should focus on developing robust
adversarial forensic models, improving the interpretability of Al-based forensic tools,
and ensuring ethical Al practices in multimedia forensics. The framework aims to
enhance generalizability, robustness, and interpretability while embedding ethical con-
siderations into the forensic pipeline. By leveraging publicly available datasets and
state-of-the-art models, this study seeks to advance the frontier of AI and ML in
multimedia forensics, ensuring its relevance and impact in real-world applications.

3 Methodology

To address the identified research gaps in multimedia forensics, we propose a com-
prehensive framework that leverages state-of-the-art AI and ML techniques. The
methodology integrates Convolutional Neural Networks (CNNs), transformers, and
graph-based analysis to enhance the detection, classification, and provenance tracking
of manipulated multimedia content. The steps of the methodology are outlined below.

3.1 Data Collection and Preprocessing

The framework utilizes publicly available datasets such as FaceForensics++, Deepfake
Detection Challenge (DFDC), and Real-World Anomaly Detection datasets. These
data sets include a variety of manipulated multimedia content, such as deepfake videos,
image splicing, and audio forgery.

Preprocessing Techniques:



® Normalization: To standardize pixel intensity values across images and videos.

® Data Augmentation: Techniques like flipping, cropping, and color adjustments
are employed to improve model generalization.

® Feature Extraction: Pre-trained feature extractors like ResNet50 and EfficientNet
are fine-tuned to generate robust features from input media.

3.2 Model Architecture

The proposed framework consists of three modules:

1. Detection Module:
® A CNN-based architecture is used to detect pixel-level inconsistencies. Cus-
tom layers are added to detect unique patterns indicative of tampering, such
as blending artifacts or compression mismatches.
e For temporal manipulations in videos, a transformer-based model (TimeS-
former) is employed to capture both spatial and temporal features [7,10].
2. Provenance Analysis Module:
e A graph-based framework is designed to analyze the relationships between
media elements. This module identifies the origins and manipulation paths
using graph convolutional networks (GCNs) [3,11].
® Metadata and hash-based comparisons are incorporated to enhance accuracy
[11,17].
3. Interpretability Module:
® A layer is added to visualize heatmaps that highlight manipulated regions
in images or frames. Techniques such as Gradient-weighted Class Activation
Mapping (Grad-CAM) ensure interpretability in decision-making [7].

3.3 Training and Optimization
Training Process:
® The model is trained using a combination of supervised and semi-supervised
learning. For labeled data, cross-entropy loss is used, while for unlabeled data,
contrastive learning is applied to maximize feature similarity within classes [7].

Optimization Techniques:

o Adaptive optimizers such as AdamW are used for faster convergence [21].
® Dropout and batch normalization layers are added to prevent overfitting.

3.4 Adversarial Robustness

To defend against adversarial attacks:



® Adversarial Training: Synthetic adversarial examples are generated using tech-
niques like Fast Gradient Sign Method (FGSM) and Projected Gradient Descent
(PGD) [12,15].

® Defense Mechanisms: Noise injection and input transformations are used to
improve robustness.

3.5 Validation and Testing

® Metrics: The performance of the framework is evaluated using accuracy, preci-
sion, recall, F1-score, and area under the receiver operating characteristic (ROC)
curve[7,10].

® Baseline Comparison: Results are compared with state-of-the-art methods,
including EfficientNet [9], Deepfake Detection Models [10,14], and Graph-Based
Provenance Analysis frameworks.

3.6 Deployment and Real-World Application

The final framework is integrated into a prototype system for real-time multimedia
forensic applications. This system includes a user-friendly interface for forensic ana-
lysts [11], enabling them to upload media files and view detailed reports of detected
manipulations [11].

4 Mathematical Formulation

This section details the mathematical framework underlying the proposed methodol-
ogy, which integrates CNNs, transformers, and graph-based analysis for multimedia
forensics [7,10,11].

4.1 Problem Definition

Let M represent the multimedia dataset containing n samples, where
M ={mi,ma,...,my}.

Each sample m; can belong to one of two classes: genuine (y = 0) or manipulated

(y=1).
The objective is to:

1. Detect manipulated content:  fyetect : M — {0,1}

2. Localize tampered regions:  fiocalize : M; — R where R is a binary mask
indicating manipulated regions.

3. Trace content provenance: fhrovenance : M — G where G represents the
graph structure of manipulations or lineage.

4.2 Detection Module (CNN-Based)

Feature Extraction:



For an image I of dimensions H x W x C', where C' is the number of colour channels:
F = fonn(I;60)  where F € REXW*DP

Here, F' is the feature map, 0 represents CNN parameters, and D is the depth of the
feature map.
Binary Classification:

py | 1) =o(W-F+0)
where W and b are learnable weights and biases, and ¢ is the sigmoid activation
function.
Loss Function:

n

Laetect = % > lyilog(pi) + (1 — yi) log(1 — pi)]

i=1

4.3 Temporal Analysis (Transformer-Based)

For a video V, represented as a sequence of frames
V= {FlaF2aF35-~-aFT}

where F} represents the frame at time step ¢, and T is the total number of frames.
Each frame F; is represented as a feature vector x; after applying a feature extractor
(e.g., CNN, ViT, or a 3D convolutional model):

Ty = fextractor(Ft) S Rd

Transformer-Based Temporal Processing:
Tokenization & Embedding: The sequence of extracted frame features is converted
into an input sequence:

Input Representation: X = [x1;&s;...; 2] € RT*?  where x, = Flatten(F})
Positional encoding is added to retain temporal order:
Z=X+P, PecRT*

Attention Mechanism:
Self-Attention Mechanism (Multi-Head Self-Attention — MHSA): Each token x;
attends to other tokens using self-attention:

Q=ZWqg, K=ZWg, V=7ZWy
where Wg, Wi, and Wy, are learnable projection matrices.
The attention scores are computed as:

QK T)
A = softmax 14
(=




where @), K, and V are the query, key, and value matrices derived from X, and dj, is
the dimensionality of the keys.
Output:

2t = ftransformer(wt; 0)

Loss Function:

Etemporal = Ldetect +A- Etemporal—consistency

Total Loss:

‘Ctotal = ‘Cdetect +a- ‘Ctemporal + ﬁ . ‘Cprovenance + v ACaudv

where f(m;) is the feature vector of media element m;.

4.4 Provenance Analysis (Graph-Based)

Given a set of media elements {m1,ma,...,my}, a graph G = (V, E) is constructed,
where:

® 1/: Nodes representing individual media elements.
e [: Edges representing relationships between elements.

Edge Weight:  w;; = exp (= [Lf(m2) — f(m,)3)
Graph Convolution: H+Y = (DPAHOWO)  where:
A: Adjacency matrix
D: Degree matrix
H®: Node features at layer [
W ) Trainable weights

4.5 Adversarial Defense

Adversarial Example Generation:
Adversarial examples are generated using the Fast Gradient Sign Method (FGSM):

Tadv =T + € Sign (vm‘c(wa y))
where:
a: Original input
T.qv: Adversarial example
e€: Perturbation magnitude
L(x,y): Loss function with respect to input « and label y
Vz: Gradient with respect to input

Defense Mechanism:

1. Adversarial Training: L.qv = Laetect + 8+ L(@adv,y)



2. Input Transformations: Gaussian noise N (0,0?) is added to inputs during
training: ' =z + N(0,0?)

4.6 Model Optimization

The overall loss function integrates multiple objectives:

Etotal = ﬁdetect +a- Etemporal + 5 ! Eprovenance + v Eadv
where «a, (8, and 7y are hyperparameters.

5 Implementation Details

The proposed framework was implemented in Python using popular machine learning
libraries such as TensorFlow and PyTorch. The experiment setup and implementation
details are outlined below.

1. Hardware and Software Configuration:
® Processor: Intel Core i9-11900K
e GPU: NVIDIA RTX 3080 (10 GB VRAM)
e RAM: 64 GB
e Software: Ubuntu 22.04, Python
2. Datasets:
® FaceForensics++: Includes manipulated and original videos with pixel-
level ground truth masks.
¢ Deepfake Detection Challenge (DFDC): Provides labeled deepfake and
original videos for training and evaluation.
¢ Real-World Anomaly Detection Dataset: Contains a variety of manip-
ulated multimedia content across different categories.
3. Training Pipeline:
e Dataset split: 70% training, 15% validation, 15% testing
e Batch Size: 32
¢ Learning Rate: Adaptive, starting at 0.001 using AdamW optimizer
¢ Epochs: 50 with early stopping based on validation loss
4. Evaluation Metrics:
® Accuracy, Precision, Recall, and F1-Score: for classification
¢ Intersection over Union (IoU): for manipulated region localization
¢ Graph Matching Accuracy: for provenance analysis

6 Results

The model demonstrated strong performance throughout the training process, as
illustrated in Fig. 1, which presents the training and validation accuracy and loss
over epochs. The experiments utilized three benchmark datasets—FaceForensics++,
comprising manipulated and original videos with pixel-level ground truth masks; the
Deepfake Detection Challenge (DFDC) dataset, containing diverse labeled deepfake
content; and the Real-World Anomaly Detection (RWAD) dataset, featuring a variety
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of multimedia manipulations across categories. The data was split into 70% for train-
ing, 15% for validation, and 15% for testing. Training was conducted over 50 epochs
with early stopping based on validation loss, using an adaptive learning rate (starting
at 0.001) and the AdamW optimizer, with a batch size of 32. Training accuracy reached

Training vs. Validation Accuracy
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~—— Validation Accuracy
0.9375
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0.9200

0 5 10 15 20 25 30
Epochs

Training vs. Validation Loss
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——~- Stabilized Validation Loss

Loss

0.00

0 5 10 15 20 25 30
Epochs

Fig. 1: Model accuracy and loss over 50 epochs. Training accuracy reached 96.3%,
while validation accuracy stabilized at 94.6%. Validation loss converged to 0.034.

96.3%, while validation accuracy stabilized at 94.6%, suggesting strong generalization
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capability. Correspondingly, the validation loss converged to 0.034. Evaluation met-
rics included accuracy, precision, recall, Fl-score for classification, Intersection over
Union (IoU) for manipulated region localization, and graph matching accuracy for
provenance analysis.

Further performance insight was obtained through the confusion matrix (Fig.2), which
recorded 1,250 true positives, 1,234 true negatives, 87 false positives, and 105 false
negatives. From these values, the overall accuracy was calculated to be 92.81%, with
a precision of 93.5%, recall of 92.25%, and F1-score of 92.88%. These results confirm
the model’s robustness in reliably detecting manipulated content across diverse deep-
fake datasets. Again, temporal consistency analysis revealed that the model achieved

Confusion Matrix Heatmap for Image Forgery Detection
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Fig. 2: Confusion matrix for classification task. TP = 1250, FP = 87, TN = 1234,
FN = 105.

Actual Fake

Actual Real

an accuracy of 95.4% in deepfake video detection, significantly outperforming base-
line architectures such as EfficientNet, particularly in handling temporally incoherent
manipulations across frames. This suggests that the proposed framework not only
detects spatial artifacts but also effectively captures temporal anomalies, which are
critical in video-based forensics.

The robustness of the model was further evaluated under adversarial conditions. Incor-
porating FGSM (Fast Gradient Sign Method) and PGD (Projected Gradient Descent)
during adversarial training resulted in a 13% improvement in model resilience,
confirming the defense capability of the architecture against perturbation-based
attacks.

The proposed deepfake detection framework exhibited strong and consistent perfor-
mance across various evaluation dimensions. In terms of detection effectiveness, the
model achieved an average precision of 94.6%, a recall of 92.1%, and an Fl-score
of 93.3%, demonstrating a balanced capability in identifying both manipulated and
authentic content accurately.
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A comparative analysis of CNN-based and Transformer-based models on the Face-
Forensics++ and DFDC datasets is presented in Table 1, highlighting the superior
performance of the proposed hybrid approach across both spatial and temporal
dimensions of forensic detection.

Module Dataset / Scenario Metric Value Baseline Comparison
Image Forgery Detection (CNN)
FaceForensics++ Accuracy 94.6% EfficientNet: 91.2%
Precision 94.6% XceptionNet: 90.8%
Recall 92.1% XceptionNet: 88.3%
F1-Score 93.3% EfficientNet: 90.1%
AUC (ROC Curve) 0.98 -
Video Deepfake Detection (Transformer)
DFDC Accuracy 95.4% EfficientNet: 91.7%, Xception-
Net: 89.6%
Mean IoU (Localiza- 87.4% Xception + Grad-CAM: 79.6%
tion)

Provenance Analysis (Graph GCN)
FaceForensics++ (Simu-  Provenance Accuracy 93.2% Metadata-Only: 78.9%
lated Trees)

Graph Matching Accu-  92.5% Prior GCN Models: 85.3%
racy
Adversarial Robustness
FGSM & PGD Attack Accuracy Drop (with 7.6% Baseline drop: 20.4%
Simulation defenses)

Table 1: Performance comparison of CNN-based, Transformer-based, and Graph-
based models across multimedia forensics tasks.

1 FaceForensics++ is a benchmark dataset for facial manipulation detection and localization.

2DFDC (Deepfake Detection Challenge) dataset contains real and deepfake videos labeled for
detection tasks.

3IoU refers to the Intersection over Union metric used in region-level manipulation localization.

7 Discussion

The results highlight significant advancements in image manipulation detection sys-
tems, particularly in provenance analysis, with a reported 12% improvement in filtering
and a 20% enhancement in oracle provenance graph construction during the NIST
Media Forensics Challenge (MFC). However, a review of the available information does
not explicitly attribute these exact improvement percentages to Zhang et al., 2024. The
proposed framework demonstrates substantial improvements in detecting and classi-
fying manipulated multimedia content. By integrating CNNs and transformer-based
architectures, the system effectively extracts robust spatial and temporal features,
while graph-based provenance analysis enhances traceability, making it more applica-
ble to real-world scenarios. The proposed framework achieved exceptional performance
in detecting manipulated multimedia content across multiple benchmark datasets,
including FaceForensics++, DFDC, and Real-World Anomaly datasets. In image-
based forgery detection, the CNN-based module achieved an average accuracy of
94.6%, precision of 94.6%, recall of 92.1%, and F1-score of 93.3%. These metrics reflect

13



Model Performance Metrics Comparison
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Fig. 3: Detection Performance and Classification Metrics

the model’s strong capability to correctly classify manipulated and genuine samples
with minimal false positives and false negatives. The area under the ROC curve (AUC)
was recorded at 0.98, signifying high classification confidence across thresholds. These
results were consistent across datasets, demonstrating the model’s ability to generalize
effectively across diverse manipulation types such as face swaps, splicing, and image
retouching.

Temporal and Spatial Feature Fusion in Video Deepfake Detection In video-based
manipulation scenarios, especially deepfake detection, the transformer-based TimeS-
former module demonstrated high efficacy by capturing spatio-temporal inconsisten-
cies. Simulated experiments showed that the model achieved a video-level detection
accuracy of 95.4%, outperforming existing baselines like EfficientNet and Xception-
Net, which achieved 91.7% and 89.6% respectively under identical settings. Grad-CAM
visualizations revealed that the model could successfully localize the manipulated facial
regions with a mean Intersection-Over-Union (IoU) of 87. 4%, confirming alignment
with ground-truth annotations. This shows the framework’s strength in identifying
subtle lip-sync and motion anomalies, which are commonly found in deepfake content.
Furthermore, temporal smoothing across frames improved consistency in prediction
across consecutive video segments.

Graph-Based Provenance Analysis and Adversarial Robustness

The provenance analysis module, built on graph convolutional networks, demonstrated
strong capability in tracing the manipulation lineage of digital media. Simulated prove-
nance trees constructed from FaceForensics++ videos achieved a provenance accuracy
of 93.2%, enabling accurate determination of tampering origin and propagation. This
significantly improves upon traditional metadata-based tracking, especially in scenar-
ios involving multiple content edits. In adversarial robustness evaluations, the proposed
adversarial training scheme improved resistance to common attack vectors like FGSM
and PGD. Models trained with adversarial examples exhibited only a 7.6% drop
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in accuracy under attack conditions, compared to a 20.4% drop in baseline models
without defense strategies—indicating a 13% improvement in adversarial resilience.

1. Strengths:
High detection accuracy and robustness to adversarial attacks.
Effective visualization of manipulated regions through interpretability modules.
Scalable graph-based provenance analysis.
2. Limitations:
High computational requirements for transformer-based models.
Limited generalization to unseen manipulations due to dataset biases.
3. Real-World Applications:
Enhanced forensic capabilities for law enforcement agencies.
Improved digital rights management through reliable provenance analysis.
Potential use in mitigating misinformation by verifying multimedia authentic-

ity.

8 Future Directions

The field of multimedia forensics is rapidly evolving in response to increasingly sophis-
ticated manipulation techniques and the growing reliance on digital media in critical
applications. While this research has made significant strides in improving detection
accuracy, interpretability, and provenance tracking, several key areas remain open for
further exploration. Advancing these aspects will enhance the robustness, scalability,
and practical applicability of forensic tools.

8.1 Integration of Quantum Computing

As quantum computing advances, it introduces both challenges and opportunities
for multimedia forensics. Future research can investigate the application of quantum
machine learning techniques, such as quantum-enhanced classifiers, to improve the effi-
ciency of manipulation detection. Additionally, quantum cryptographic methods can
be incorporated into provenance analysis to ensure secure and immutable traceability
of digital media.

8.2 Advanced Adversarial Defenses

While adversarial training has strengthened model robustness, evolving attack tech-
niques continue to pose threats. Future efforts should focus on developing adaptive
adversarial defense mechanisms, including GAN-based countermeasures, to counter-
act sophisticated evasion strategies. Reinforcement learning can further enhance these
defenses by dynamically detecting and mitigating adversarial threats.

8.3 Ethical AI Frameworks

The ethical implications of forensic tools require continuous attention. Future research
should prioritize minimizing algorithmic biases and ensuring fairness across diverse
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demographic groups. Transparent auditing mechanisms should be developed to val-
idate forensic tool outputs, particularly in high-stakes applications such as law
enforcement and judicial processes.

8.4 Real-Time Forensics

With the increasing prevalence of live-streamed and real-time multimedia, forensic
models must evolve to process and analyze data in real time. Research should focus on
designing lightweight architectures and optimizing computational efficiency to enable
real-time detection without compromising accuracy.

8.5 Multi-Modal Analysis

Future forensic frameworks can benefit from integrating multi-modal analysis, com-
bining audio, video, and textual data to detect complex manipulations. For example,
fusing audio and visual features can significantly enhance deepfake detection in mul-
timedia content. By addressing these future directions, multimedia forensics can
continue to advance, playing a pivotal role in combating digital fraud and reinforcing
trust in digital ecosystems.

9 Conclusion

The rapid advancements in AI and ML have profoundly impacted multimedia foren-
sics, enabling advanced techniques for detecting, classifying, and tracing manipulated
digital content. This research introduced a comprehensive framework that combines
Convolutional Neural Networks (CNNs), transformer-based models, and graph-based
analysis to tackle key challenges in multimedia forensics, including detection accuracy,
interpretability, adversarial robustness, and provenance tracking. Experimental evalua-
tions confirmed the effectiveness of the proposed framework, achieving a high detection
accuracy of 94.6%, an average recall of 92.1%, and a precision of 94.6%. The temporal
analysis module, utilizing transformer architectures, demonstrated exceptional per-
formance in deepfake video detection, attaining an accuracy of 95.4%. Furthermore,
the graph-based provenance analysis achieved an accuracy of 92%, highlighting its
potential for real-world applications such as digital rights management and combating
misinformation.

Key contributions of this research include:

® Enhanced interpretability of forensic decisions using visualization techniques such
as Grad-CAM.

® Improved robustness against adversarial attacks through adversarial training and
defense mechanisms.

® Scalable and efficient provenance analysis using graph-based frameworks.

Even though, there is no specific mention of the exact improvement percentages

advancements in the current literature, (Zhang et al., 2024), in image manipulation
detection systems, particularly in the context of provenance analysis, citing a 12%
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improvement in filtering and a 20% gain in oracle provenance graph building during
the NIST Media Forensics Challenge (MFC).

Despite these achievements, challenges such as high computational requirements,
limited generalizability to unseen manipulations, and ethical considerations remain.
These limitations highlight the need for ongoing research to improve the robustness,
efficiency, and fairness of forensic tools.

The insights gained from this research pave the way for future exploration into
advanced adversarial defenses, real-time forensic models, multi-modal analysis, and
the integration of quantum computing for secure and efficient multimedia forensics.
By addressing these directions, the proposed framework can evolve to meet the ever-
growing demands of digital media authentication, ensuring trust and accountability
in the digital ecosystem.

In conclusion, this research significantly advances the state-of-the-art in multimedia
forensics, offering robust solutions for combating digital manipulation while laying a
foundation for future innovations.
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Abstract
This paper presents preliminary insights into the detection of invasive snail
species using an Al-powered canine forensics framework, driven by real-world
field data. Leveraging trained detection dogs and sensor-integrated Al frame-
works, the study explores the intersection of biological instincts and algorithmic
intelligence.
The principle contributions are as follows: (1) development of an Al-assisted
canine detection framework that combines biological scent detection with com-
putational analysis, (2) identification of key retention times correlated with snail
phenotypes to establish digital scent markers, (3) implementation of an SVM
classifier achieving 93.41% accuracy, with macro precision and recall of 91.77%
and 91.26% respectively—highlighting the reliability of VOC profiles as scent-
based digital analogs, and (4) recognition of the need for larger datasets and
real-time field deployment to further validate and enhance this methodology.
This early-stage research lays the groundwork for scaling up Al-assisted canine
forensics and underscores its potential in biodiversity monitoring and environ-
mental threat mitigation.

Keywords: Forensic Odor Detection, Volatile Organic Compounds (VOCs), Artificial
Intelligence Driven Canine Simulation

1 Introduction

The detection of invasive species poses a growing challenge to biodiversity, ecosys-
tem health, and agriculture worldwide [1-4]. Among these threats, invasive snail



species have emerged as particularly difficult to monitor due to their subtle eco-
logical signatures and expansive habitats. Traditional ecological surveys often fall
short in providing scalable and accurate solutions [5-7]. In this context, canine foren-
sics—particularly scent detection dogs trained to identify species-specific volatile
organic compounds (VOCs)—have proven effective in identifying biological threats in
complex environments [8-11].

However, canine performance can be influenced by several external factors such as
environmental conditions, training and handler variability and physical fatigue [12-14].
These limitations underscore the need for a more standardized, scalable, and aug-
mentative framework that retains the strengths of canine detection while overcoming
its practical challenges. With recent advances in artificial intelligence (AI) and sensor
technologies, there is now a compelling opportunity to combine biological detection
with algorithmic intelligence for more robust field deployments [15-20].

This paper presents an Al-powered data driven canine forensics algorithmic frame-
work aimed at detecting invasive snail species using real-world ecological and olfactory
data. By integrating trained detection dogs with sensor-based data collection and
machine learning models, our approach enables the correlation of canine alerts with
VOC-based ecological indicators [21-23].

This preliminary work lays foundational groundwork for scalable monitoring using
data driven Al-assisted odor detection for canines [24-29]. Future work will involve
expanding the dataset, refining algorithmic accuracy, and deploying the system in
varied field conditions. The proposed algorithmic paradigm highlights a promising
direction for environmental threat mitigation and Al-driven forensics.

2 Preliminary Concept

At the core of this study is the use of Support Vector Machine (SVM), a power-
ful supervised machine learning algorithm particularly effective in high-dimensional,
small-to-moderate-sized datasets—common in forensic and biological research. This
work applies SVM to classify volatile organic compound (VOC) signatures extracted
from gastropod mucus samples, serving as a proxy for invasive snail species detection.
SVM operates by finding an optimal hyperplane that best separates data points
of different classes. In its simplest form, for a binary classification task, it identifies
the decision boundary that maximizes the margin between the closest data points
(called support vectors) of each class. This margin maximization provides robustness,
ensuring that even slight variations in input data do not cause misclassification.
When data is not linearly separable—as is often the case with complex VOC pat-
terns—SVM employs kernel functions to project the data into a higher-dimensional
space where linear separation becomes feasible. More importantly, in this study, a
Radial Basis Function (RBF) kernel is used due to its ability to capture non-linear
relationships between VOC retention time peaks and phenotype classifications. Each
sample’s GC-MS chromatogram is transformed into a numerical feature vector, where
normalized peak areas corresponding to specific retention times serve as features.
These vectors, labeled by known phenotypes, form the dataset used for SVM training.



The algorithm is trained to differentiate between multiple phenotypic classes based
on these VOC signatures. Cross-validation ensures the model generalizes well to unseen
data, while hyperparameter tuning helps balance model complexity and classification
performance. The resulting SVM model not only provides high accuracy but also
identifies the most relevant retention times—analogous to the odor components a
trained canine would respond to in the field.

3 Proposed Algorithmic Framework

To bridge the biological intuition of canine scent detection with the precision of
machine learning, we propose a hybrid Al-assisted framework designed to replicate and
enhance olfactory sensing for invasive species detection. This approach builds on the
proven capability of trained dogs while leveraging data from real biological specimens
to train and test robust classification algorithms. Algorithm 7?7 presents a framework
to integrate VOC profiles into predictive models that simulate and enhance canine
scent detection capabilities.
The proposed framework unfolds in four sequential stages:

1. Scent Sampling: Biological samples—specifically gastropod mucus in this
phase—are collected and analyzed for their volatile organic compound (VOC) pro-
files. These compounds are analogs to those that trained canines naturally detect
in field environments.

2. VOC Signal Processing: The chemical signatures are processed using analytical
instrumentation such as Gas Chromatography-Mass Spectrometry (GC-MS). This
generates chromatograms, where retention time and peak area data offer a digital
fingerprint of each specimen’s chemical composition.

3. AI-Based Odor Classification: The extracted features are transformed into
structured vectors and fed into supervised learning models. A Support Vector
Machine (SVM) classifier with a radial basis function (RBF) kernel is employed
due to its strong performance on small yet complex datasets. This allows the sys-
tem to model subtle, nonlinear relationships within the VOC data, mirroring how
canines discern nuanced olfactory cues.

4. Decision Support and Visualization: Once trained, the model outputs are
visualized in an interpretable manner, flagging specific phenotype classes or target
species. These outputs can be integrated into mobile or embedded systems for real-
time field decision support, offering timely alerts to ecologists, forensic investigators,
or pest control teams.

Figures 1 and 2 illustrate the integration of a sensor-based, data-driven Al-
assisted algorithmic framework for canine forensics. It provides an outline for a unified
approach for scaling scent detection using algorithmic intelligence, particularly in
challenging and ecologically sensitive environments.



Algorithm 1 VOC-Based AI Odor Classification Framework
: Input: Biological specimens with known phenotype labels
: Output: Trained classifier, digital odor markers, phenotype predictions
: Collect n biological samples (e.g., gastropod mucus)
: fori=1tondo
Run GC-MS to obtain chromatogram C;
Extract  retention  times {rti1, rtiz, ...y Ttim } and peak  areas
{pair, paiz, ..., paim }
Normalize peak areas and create feature vector x; = [pa;1, pa;2, ..., PGim)
Label feature vector z; with phenotype y;
9: end for
10: Form dataset D = {(x;, y:) 7",
11: Split D into training and test sets (Dirqin, Drest)
12: Initialize SVM classifier with RBF kernel
13: Perform 5-fold cross-validation on Dyyqin:
14: for each fold do

% 3

15: Tune hyperparameters C and ~y
16: Train SVM on training folds
17: Evaluate on validation fold

18: end for

19: Select best C* and ~*

20: Train final SVM model on entire Dy with C*, v*
21: Evaluate final model on Dyeq::

22: Compute Accuracy, Precision, Recall

23: Identify discriminative features (VOC peaks)
24: for new sample do

25: Run GC-MS, extract and normalize peak areas
26: Form input vector z,eq

27: Predict phenotype class using trained SVM

28: end for

4 Results and Discussion

The experimental validation of the proposed framework was carried out using pre-
liminary data from gastropod mucus samples, chosen due to their chemical richness
and relevance to invasive species detection. The classification task focused on iden-
tifying phenotype classes based solely on VOC signatures—simulating the real-world
challenge of olfactory differentiation by detection dogs.

Model Performance Highlights

e Accuracy: 93.41%
® Macro Precision / Recall: 91.77% / 91.26%
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The SVM classifier demonstrated high predictive performance across all key met-
rics, suggesting that VOC profiles serve as a reliable digital analog for biological
scent patterns. The strong macro-average scores indicate balanced performance across
phenotype classes, minimizing bias and ensuring generalizability.

One of the most significant outcomes was the identification of specific VOC peaks
that consistently distinguished between sample types. These “digital odor markers”
offer a direct parallel to how canines repeatedly respond to particular scent compo-
nents. By isolating such markers through machine learning, we take a critical step
toward standardizing scent detection in a way that is both scalable and reproducible.

While the current dataset remains relatively small and context-specific, the frame-
work sets the stage for broader applications—ranging from ecological monitoring and
forensic identification to biosecurity and agricultural health.

This early-stage research supports the utility of Al-based algorithmic precision.
With future iterations incorporating larger real-world datasets and multi-sensory input
(e.g., humidity, temperature, terrain variability), this hybrid approach could redefine
how we train and assist canines in forensic detection and monitoring.
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5 Conclusion

This study demonstrates the feasibility and effectiveness of integrating Al-driven algo-
rithms with biological scent detection frameworks to identify invasive snail species
through VOC profiling. By leveraging Support Vector Machines (SVM) as the core
classifier, the research successfully modeled and classified complex chemical signatures
extracted from gastropod mucus samples. The algorithm exhibited high classification
accuracy, precision, and recall, identifying discriminative retention time peaks that
serve as digital analogs to olfactory cues recognized by trained detection dogs. These
findings mark an important step toward simulating canine decision-making in scent
detection through machine learning, offering a scalable and reproducible approach to
biodiversity monitoring. The sensor-assisted framework bridges the strengths of canine
instincts with the consistency of algorithmic logic, thereby reducing variability and
enhancing field deployability.

While the current research is based on a limited dataset, the results provide
a solid proof of concept for Al-assisted forensic odor detection. Future work will
focus on expanding the dataset, incorporating real-time field sensors, and extending
the model to other invasive species or forensic scenarios. Further integration with
mobile platforms, environmental context sensing, and multimodal data fusion could
unlock even greater capabilities, making this approach highly valuable for ecological



conservation, border security, and forensic science. Ultimately, this hybrid method-
ology has the potential to revolutionize how environmental threats are detected and
addressed—Dblending biology and artificial intelligence into a new paradigm of smart
ecological surveillance.
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Large Language Models (LLMs) such as Gemma-2B have demonstrated remarkable proficiency in
various NLP tasks. However, general-purpose models lack deep domain expertise in cybersecurity.
This research presents a methodology for fine-tuning the Gemma-2B model into a domain-specific
cybersecurity LLM. We outline the dataset preparation, the domain fine-tuning process, the gener-
ation of synthetic data logs, and implications for real-world cybersecurity applications. The results
indicate improved balanced threat events to translate from Chain-of-Thought tuning to Instruction-
Level tuning within the cybersecurity domain, including threat detection, forensic investigation, and
attack analysis.

Further experimentation reveals that domain-specific LLM fine-tuning introduces challenges in
prompt length distribution, diverging from the patterns seen in general-purpose models. Uneven
prompt lengths complicate the model’s ability to optimize its use of the full context window, often
necessitating a reduced effective context of approximately 200-400 tokens—closer to LSTM capaci-
ties—despite the GPU infrastructure supporting up to 2048 tokens. To accommodate this constraint,
one-shot prompts resembling chain-of-thought reasoning were found to perform best when paired
with quantized weight settings.

Due to these context window limitations, local LLMs were unable to support longer prompt
and output sequences necessary for comprehensive synthetic log generation. As a result, cloud-based
LLMs were used to generate the synthetic dataset, which was then fine-tuned on the constrained
local models. This hybrid approach ensured both high-quality data generation and efficient model
training under local hardware constraints.

1 Introduction

Instruction tuning [1] is a critical step in adapting large language models (LLMs) like Gemma-2B
to domain-specific tasks. It involves fine-tuning the model [3],[4][8],[9],[10],[11] on diverse examples
framed as natural language instructions across multiple task types. As illustrated in Figure 4, this
process enables the model to learn reasoning patterns from tasks such as commonsense inference,
translation, and classification, so it can generalize to new tasks like natural language inference—even
those it hasn’t seen during training. This transferability is essential in cybersecurity [5], where LLMs
must respond accurately to structured threats like MITRE ATT&CK [12] techniques without explicit
task retraining.



2 Related Work

Several works have explored fine-tuning [3] large language models for domain-specific applications.
Research in medical, legal, and financial domains has shown that adapting LLMs to specialized
datasets [16] improves their accuracy. Prior cybersecurity-focused Al models [5], such as OpenAl’s
GPT-3 [14] for threat analysis and IBM Watson for security, highlight the potential of LLMs in this
domain. However, challenges such as dataset availability, hallucinations, and security risks remain.

3 Methodology

Table 1 Size of Popular Language Models
(Non-Embedding Parameters)

Model Year # Parameters
(billions, non-embedding)

BERT Large 2018 0.34

T5 2019 11

GPT-3 2020 175

PaLM 2022 540

Gemma-2B 2023 2
DeepSeek-7B | 2023 7

LLaMA 2023 65

Large models typically are trained with lots of data and have many parameters making it chal-
lenging to train from scratch in a research environment. So we will explore the current state of the
art foundation models which can then be fine tuned to our domain of interest. The criteria for the
comparison are the size of the LLMs and context size. Table 1 has parameters which are weights and
biases ranging from 0.3 billion to 540 billion parameters. The Table 1 also shows that the researchers
have recently been able to train better models with less number of parameters making it easier for
fine tuning for the final tasks. In the initial steps we like to optimize memory for efficient tuning
and we next evaluate how the number of parameters has an effect on prompting [1] accuracy as
illustrated in Figure 1 We categorize prompts [1] as follows: Zero-shot i.e. without training data,
one-shot with one example and few-shots with few examples as described in the prompts below.

User Query

Explain Zero-Shot Prompting using MITRE ATT&CK framework.

Model Response

Zero-shot prompting means that the model is asked to classify or reason with no prior example pro-
vided.
Prompt:

Classify the MITRE ATT&CK technique based on the following activity:

"The attacker executed a PowerShell script to download and run a malicious payload."
Answer:

Expected Output:

Tactic: Execution

Technique: T1059 - Command and Scripting Interpreter
Sub-technique: T1059.001 - PowerShell

User Query

Show a one-shot prompting example using MITRE ATT&CK.
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Fig. 1 Comparison of model accuracy across parameter sizes and prompting strategies as a function of the number of
in-context examples. Prompted models consistently outperform non-prompted models, especially in few-shot regimes.

Model Response

One-shot prompting provides a single example before asking the model to perform a similar task.
Prompt:

Classify the MITRE ATT&CK technique based on the following activity.
Example:

"The attacker used a phishing email with a malicious attachment to gain initial
access."

Ansver:

Tactic: Initial Access

Technique: T1566 - Phishing

Sub-technique: T1566.001 - Spearphishing Attachment

Now classify this:

"The attacker executed a PowerShell script to download and run a malicious
payload."

Answer:

Expected Output:
Tactic: Execution

Technique: T1059 - Command and Scripting Interpreter
Sub-technique: T1059.001 - PowerShell




User Query

Show a few-shot prompting example using MITRE ATT&CK.

e
Model Response

Few-shot prompting provides multiple examples to help the model generalize better.
Prompt:

Classify the MITRE ATT&CK technique based on the following activities.

Example 1:

"The attacker used a phishing email with a malicious attachment to gain initial
access."

Answer:

Tactic: Initial Access

Technique: T1566 - Phishing

Sub-technique: T1566.001 - Spearphishing Attachment

Answer:

Expected Output:
Tactic: Execution

Technique: T1059 - Command and Scripting Interpreter
Sub-technique: T1059.001 - PowerShell

\.

\.

Table 2: Summary of locally trainable large language mod-
els (LLMs) with fewer than 2 billion parameters. These models
are selected based on their ability to fit within standard GPU
memory constraints (e.g., 24GB) and support fine-tuning for
domain-specific tasks such as cybersecurity reasoning.

Model Params (B) | Year | Highlights

Gemma-2B 2 2024 | Google’s lightweight open model for on-
device and fine-tuning tasks

TinyLLaMA-1.1B 1.1 2023 | Minimal resource LLaMA-based model
for mobile/IoT research

Phi-2 2.7 2023 | Microsoft’s model designed for reason-
ing, aligned with on-device use

DeepSeek-1.3B 1.3 2024 | DeepSeek’s small model for fast, local
inference

StableLM-3B 3 2023 | Stability Al’s open model designed for
transparency and edge use

RedPajama-3B 3 2023 | Open LLaMA-style model trained on
reproducible public datasets

Figure 1 illustrates the relationship between prompting accuracy and the number of in-context
examples. As the number of examples increases from zero-shot to few-shot, the model’s performance
improves, making fewer errors and demonstrating better generalization. Additionally, models with
larger parameter counts exhibit stronger zero-shot generalization capabilities.

Our training pipeline Figures 2,3 consists of two main stages: (1) the construction of domain-
specific datasets 3 and (2) the fine-tuning of language models. To address resource constraints, we
leverage large language models (LLMs) to generate synthetic datasets and utilize smaller, locally
runnable LLMs—typically with reduced precision—for fine-tuning. Specifically, we select native LLMs
with fewer than 2 billion parameters, as summarized in Table 2, to ensure compatibility with our
available GPU memory. In this work, we focus on domain adaptation using Google’s recently released
Gemma-2B model.
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3.1 Dataset Collection

To develop a cybersecurity-specific expert model, we construct a domain-specific dataset based on the
MITRE ATT&CK framework and use it to fine-tune the language model, as illustrated in Figure 2.
MITRE ATT&CK organizes adversarial behavior using well-defined Tactics and Techniques, provid-
ing a structured taxonomy that supports effective generalization during fine-tuning. The prompts
used for this task are generated using a chain-of-thought prompting approach, enabling the model
to reason through sequential steps aligned with the structure of ATT&CK.

3.2 Technique T# in the MITRE ATT&CK Framework

This section provides an overview of Technique #’s as defined in the MITRE ATT&CK framework,
including its associated tactics, use cases, and adversary behaviors. The technique is often leveraged
by threat actors to achieve [specific objective].

3.3 Understanding Vulnerability T#

Vulnerability X is a [type of flaw] that affects [systems/applications]. It allows attackers to [describe
action, e.g., escalate privileges, ezfiltrate data, etc.]. This subsection explains the technical working
of the vulnerability, including how it is exploited and its presence in known threat campaigns.

3.4 Mitigation Strategies for Vulnerability T#

To reduce the risk associated with Vulnerability X, organizations can implement several mitigation
strategies:

® Apply security patches and updates regularly.

® Use network segmentation and access controls.

e Employ endpoint detection and response (EDR) tools.
® Monitor for known indicators of compromise (IoCs).

A typical technique and its description is shown in Table 3.

Aspect Description

MITRE Technique Txxxx — Technique X
Vulnerability Type e.g., Buffer Overflow
Exploitable By e.g., Remote attackers, malware

Mitigation Patching, EDR, segmentation, etc.

Table 3 Example: Technique and Vulnerability Description.

4 Synthetic Data Generation

In cybersecurity, high-quality labeled data is scarce, often sensitive, and typically imbalanced toward
benign activity. This presents a significant barrier to effectively fine-tuning large language models



Instruction
Classify the MITRE
ATT&CK technique

based on the fol-
lowing activity...

Response
Tactic: ...
Technique: ...
Sub-technique: ...

Varying context
(e.g., logs, threat re-
ports, alerts, playbooks)

Synthetic logs,
threat reports, alerts, etc.
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Fig. 4 Workflow for generating synthetic cybersecurity data using large LLMs. The process produces instruction-
format samples that encode attack behaviors, supporting Chain-of-Thought prompting and enabling small models to
reason over structured threat intelligence such as MITRE’s Pyramid of Pain, which ranks the difficulty of detecting
and disrupting various attacker artifacts.

(LLMs) for security-specific reasoning tasks. To address this, we introduce a synthetic data generation
[3] framework as illustrated in Figure 4. By leveraging the structured nature of the MITRE ATT&CK
framework, we use LLMs to generate instruction-style examples that simulate a wide variety of attack
tactics, techniques, and procedures (T'TPs). This pipeline enables the creation of logs [13], [15] for rare
or hard-to-collect threats, supports diverse prompting styles (e.g., zero-shot, one-shot, few-shot), and
allows for balanced datasets that improve fine-tuning efficiency and model generalization. Crucially,
it also provides a privacy-preserving and legally compliant alternative to real-world security logs.

4.1 Instruction Tuning Process

We perform fine-tuning across multiple tasks at the instruction level. Instruction tuning enables large
language models (LLMs) to specialize in domain-specific reasoning by learning from natural lan-
guage examples aligned with real-world tasks. In the context of cybersecurity, we leverage structured
knowledge from the MITRE ATT&CK framework—such as techniques like T1059 and T1547, tactics
including Execution, Persistence, and Lateral Movement, and contextual formats like logs, alerts,
threat reports, and playbooks—to construct a diverse and targeted training corpus. As illustrated
in Figure 4, our approach combines domain adaptation with synthetic data generation to support
instruction-level fine-tuning at scale.

Synthetic datasets offer the advantage of complete control over coverage and balance. They allow
us to generate labeled examples for every ATT&CK technique, including rare or underrepresented
behaviors that are seldom encountered in enterprise environments. For instance, we can simulate
advanced scenarios such as T1003.001 — LSASS Dumping using PowerShell-based indicators
that may not naturally appear in historical logs. This ensures comprehensive coverage across tactics,
sub-techniques, and platforms, including Windows, Linux, and macOS.

Additionally, synthetic logs as in Table 4 can be tailored to varying levels of complexity. We design
some examples with clean and distinct attack signatures to support basic classification tasks, while
others contain obfuscated patterns or mixed signals to train models for reasoning under uncertainty.
This form of data augmentation enables models to engage in chain-of-thought prompting—reasoning
through multi-step sequences to correctly identify attacker behavior and map it to a specific tactic
or technique.

An equally important benefit of using synthetic data is its safety and compliance. Since no real
personal or organizational identifiers are involved, this method avoids the legal and ethical risks



Synthetic Log Instruction Model Output

"2024-04-15 10:22:11" user: What MITRE ATT&CK technique does Tactic: Execution
SYSTEM ran: "powershell -enc this log indicate? Technique: T1059.001 — PowerShell

"

Zeek conn.log: 192.168.1.100 + Explain what this log suggests and map Indicates use of RDP for Lateral
10.0.0.10 TCP 3389 it to MITRE ATT&CK. Movement.
Tactic: Lateral Movement
Technique: T1021.001 — Remote Desktop
Protocol

Table 4 ATT&CK Prompts Enhanced with Synthetic Data Logs.

associated with handling real logs, such as violations of privacy regulations like GDPR or HIPAA.
Furthermore, it mitigates the model’s dependence on the biases of any single SOC dataset, promoting
better generalization.

Finally, our framework supports the generation of diverse prompt formats for instruction tuning.
We create examples suitable for zero-shot learning (where no prior examples are given), one-shot
prompts (with a single reference example), and few-shot configurations (featuring multiple labeled
examples followed by a query). This variety improves the model’s ability to generalize across different
log structures and behavioral patterns. Together, these design choices result in a balanced and task-
relevant training set that significantly enhances the model’s performance in detecting and reasoning
about cyber threats.

4.2 Model Evaluation

The model was evaluated on:

Accuracy in answering MITRE ATT&CK queries
Performance on cybersecurity question-answering tasks
Effectiveness in analyzing threat logs

Comparison with general-purpose LLMs

The first of the four evaluation criteria pertains to domain adaptation. Our 2B-parameter model
demonstrated effective fine-tuning and successfully answered Chain-of-Thought-style queries aligned
with the MITRE ATT&CK framework. In contrast, the remaining three criteria—focused on instruc-
tion tuning and its extension through synthetic data generation—exhibited lower performance. This
was primarily due to the baseline accuracy of models under 2 billion parameters, which remained
below 20%, as illustrated in Figure 1. Due to reduced task accuracy and inadequate alignment with
instruction-based tasks, we leveraged larger, cloud-hosted LLMs exceeding 175 billion parameters to
generate synthetic instruction datasets. These models, achieving over 50% accuracy in instruction-
following tasks, exhibited stronger generalization capabilities. The generated synthetic data was then
used to re-train the smaller, local models 77, enhancing their ability to respond to instruction-level
prompts.

5 Results and Discussion

Table 5 summarizes viable local LLM training configurations in Figure 5 using current-generation
NVIDIA hardware. In our experiments, we utilized a 24GB GPU” for fine-tuning. The domain-specific
MITRE ATT&CK dataset consisted of 2,398 prompt-response pairs (5). To accommodate GPU
memory constraints, the batch size was set to 4. However, attempts to use the default token lengths of
1,024 to 2,048 tokens resulted in parser errors at this batch size. We found that a token length of 397
(5)—combined with dynamic padding for variable-length prompts—enabled stable training across
all epochs. This constraint, however, significantly limited training to 1-2 shot prompting scenarios.

The results of 1-2 shot prompting are presented in Figure 7, with the maximum token out-
put length configured to 200 tokens, as shown in Figure 6. The generated responses demonstrate
meaningful domain adaptation and interpretable accuracy in the cybersecurity context. However, to
comprehensively assess model performance, further evaluation is required. In future work, we plan to



compare the fine-tuned model against other standard LLM baselines using an automated LLM-based
judge framework to ensure consistent and objective scoring across tasks.

GPU Memory Range Typical Training Config Notes / Recommendations

8-16GB GPUs

® Token limit: 2048-3072 ® Enable gradient checkpointing
.g., RTX 3060, 4060, 3090, . .
,(F 4% ® Batch size: 2—4 ® FlashAttention can reduce memory
® Use fpl16 or bf16 cost

® Ideal for instruction tuning with 1-2
shot prompts

24-32GB GPUs

® Token limit: 4096—8192 ® Can fine-tune with 4—6 shot examples
.g., RTX 4090, A5000, V100
(e ’ ’ ) ® Batch size: 48+ ® Ideal for multi-turn logs or threat rea-
® Supports long CoT prompts soning

® Combine synthetic logs with multi-
step output

24GB GPUs*

(e.g., RTX 4090) ® Token limit: 397 ® Can fine-tune with 1-2 shot examples

® Batch size: 4 ® Ideal for domain fine-tuning locally
® Used 4-bit quantized 7?7 weights and
16-bit arithmetic

Table 5 *Configuration shown was used during both training and evaluation.
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[2]: from datasets import load_dataset
# Tokenize the dataset
# Load NITRE ATTSCK dataset (replace with your actual dataset)
dataset = load_dataset(“cav", data_files~{"train": "/mat/c/Vasanth/
«Deeplearning-WSL2/mitre_attack_prompt_responses.csv"})

#def tokemize_function(ezample):
’ return tokenizer(ezample[“prompt“], ezample[“respomse®], truncation=True,,
—padding=“"maz_length"”)
# Tokenize and pad/truncate to a fized sequence length
def tokenize function(example):
return tokenizer(
exasple["pro=pt*],
example[“"response”],
truncation-True,
padding="max _length®, # Ensures all sequences are ezactly 'maz_length’
max_length=397, # Fiz sequence length
return_tensors="pt"
)

tokenized datasets - dataset map(tokenize_function, batched-True)

[3]: # Check tokemized sequence lemgths
import nuspy as np

sequence_lengths = [len(x) for x in tokenized datasets["train"]["imput_ids"]]

print(f"Max length: {max(sequence_lengths)}, Min length:,
~{min(sequence_lengths)}")

Max length: 397, Min length: 397

[4]: import torch
from unsloth import FastLanguageModel
from transformers import AutoTokenizer

model_name = "unsloth/gemma-2-2b-it"

# Load tokenmizer
tokenizer - AutoTokenizer. from_pretrained(model_name)

# Load the optimized GCemma model

model, tokenizer - FastLanguageModel.from_pretrained(
model _name,
max_seq_length=397, # Ensure consistent sequence length
dtype-torch.float16, # Nized precision for memory efficiency
load_in_4bit-True, # Load model in 4-bit precision for faster traiming
device_sap-"auto” # Automatically distridute model across available,

wdevices

)

Unsloth: If you want to finetune Gemma 2, install flash-attn to make it faster!
To install flash-attn, do the below:

pip install --no-deps --upgrade "flash-attn>=2.6.3"
w=((====))== Unsloth 2025.3.3: Fast Cemma2 patching. Transformers: 4.49.0.
\\ /I NVIDIA GeForce RTX 4090. Num GPUs = 1. Max memory: 23.988 GB.
Platform: Linux.
070/ \./ \ Torch: 2.4.1+cul2l. CUDA: 8.9. CUDA Toolkit: 12.1. Tritom: 3.0.0

\ /  Bfloat16 = TRUE. FA [Xformers = 0.0.28.postl. FA2 = False]
" Free license: http://github.com/unslothai/unsloth

Unsloth: Fast downloading is enabled - ignore downloading bars which are red
colored!

[5]: def tokenize function(example):

inputs = tokenizer(
example["prompt”],
text_target-example[“"response")], # Use "text_target  for labels
truncation-True,
padding="max_length®,
max_length=397,

)

inputs[*labels"] = inputs["input_ids"].copy() # Emsure labels are properly,

—set

return inputs

Fig. 5 Instruction-tuning workflow using domain-adapted synthetic data. The pipeline integrates structured prompts
derived from the MITRE ATT&CK framework and Chain-of-Thought prompting strategies. The model is fine-tuned
with a mixture of zero-shot, one-shot, and few-shot examples to support reasoning and classification across cyberse-
curity tasks.



[3]: import torch
from transformers import AutoTokenizer, AutoModelForCausallM,
~LogitsProcessorList, MinLengthLogitsProcessor
from peft import PeftModel

# Define model path

model_name = “unsloth/gemma-2-2b-it" # Base model

peft_model path = *./gemma mitre_attack_local2/checkpoint-1800" # Fine-tumed,
—+LoRA model

# Add this inside the gemeration call if temperature=0 causes issues
ftemperature-maxz(0.1, 0.7) # Prevent temperature=0

# Load tokemizer
tokenizer - AutoTokenizer from pretrained(model_name)
if tokenizer. pad token is None:
tokenizer pad_token - tokenizer.eos_token # Ensure padding tokem exists

# Load the base model
base_model = AutoModelForCausallM.from_pretrained(model_name)

# Load the fine-tuned LoRA model
model = PeftModel from_pretrained(base_model, peft_model_path)

# Set max sequence length correctly
model . config max_position_embeddings = 397

# Initialize with proper settings

model .config pad_token_id - tokenizer.pad_token_id

model .config.use_cache = True # Enable cache for stability
torch.set_float32 satmul precision('high') # For CUDA stability

[4]: def guery mitre attack model(prompt, max_new_tokens-200):
# Device setwp
device -~ torch device("cuda" if torch.cuda.is_available() else "cpu®)
model . to(device)

# Dynamic length management based om model capabilities

model_max_length = getattr(model.config, "max position_embeddings", 4096) &,
—Default to 4096 if not found

input_max length = model max length - max new_tokens - 10 # Buffer fom,
—safety

# Smart tokemization with adaptive truncation
inputs -~ tokenizer(
pro=pt,
return_tensors-"pt”,
truncation-True,
padding~“longeat™, # Better for variable-length inputs
~input_max _length # Respect model limits
) .to(device)

# Enhanced gemeration parameters
generation_config ~ {
"max_new_tokens”: max_new_tokens,
*do_sample”: True,
“temperature*: 0.7,
“top_p*: 0.9,
“repetition_penalty®: 1.2,
*"pad_token_id": tokenizer.eos_token_id, # Critical for stable gemeration
“eos_token_id": tokenizer. eos_token_id,
“attention _mask®: inputs("attention_mask"]
}

with torch.mo_grad():
outputs - model.generate(
input_ids-inputs["input_ids"],
+*sgeneration_config
)

# Safe decoding with cleanup

ded X zeor & de(

outputs[0],
skip_special_ tokens-True,
clean_up_tokenization spaces True

# Post-processing for gquality
return 4 ded . split(“A :*)[-1) .strip() # Remove input comtext if meeded

Fig. 6 Model inference results for domain-specific instruction prompts. Each output is constrained to a maximum of
200 tokens, reflecting the token limit applied during inference for consistency across prompt evaluations. The responses
demonstrate how the fine-tuned model interprets MITRE ATT&CK-aligned queries, illustrating task comprehension
and reasoning within the token constraint.
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]: while True:

try:

query_str = input("ATTACK Prompt>")

if query_: = "

print("Input not detected!")

except ValueError:

print(*Invalid input. Please enter a number.")
response - query_mitre_attack model (query_str)

print(*\ATT R >*,r )

P P
ATTECK Prompt> What is MITRE ATT&CK T11107
\ATT Response> What is MITRE ATT&CK T11107

T1110, "s*Process Enumeration and Mimikatz use in a targeted attackss+" describes
an adversary technique used to enumerate active processes on the target system
before utilizing Mimikatz.

Here's a breakdown:

+ *sTarget System:*+ The process enumeration phase aims to idemtify all running
programs on a victim machine or network segment for potemtial exploitation. This
includes applications critical to normal operations, as well as any open
services or dormant processes that could provide valuable informatiom.

+ ssMimikatz:e+ A powerful tool commonly employed by attackers to steal
credentials from memory (especially Windows systems). It can be utilized during
lateral movement within an organization after initial access. The attacker
leverages this knowledge of available processes to select those most likely to
contain sensitive data.

*slow it works:ee

1. #+Initial Access &k Privilege Escalation:#* An attacker gains entry into the
compromised environment using various methods like phishing emails, malicious
downloads, or exploiting vulnerabilities. They then gain some

ATTRCK Prompt> Is ATTRCK T1110 a brutefore attack?
\ATT Response> Is ATTACK T1110 a brutefore attack?

No, ATART & CX T1110 is not a Brute force attack.
Here's why:

* ssBrute-Force Attacks:*+ Involve trying every possible password or combination
until the correct one is found. They are relatively simple and inefficient for
large datasets but can be effective if you have enough time and resources to
test all possibilities.

* ssExample:+* Trying each number from 1 to 9 in sequence to guess a PIN
code.

* *+ATTRCK T1110 (Execution of arbitrary commands):#* This tactic focuses on

exploiting vulnerabilities that allow attackers to execute malicious

instructions within an operating system. This doesn't involve simply guessing

passwords; it aims to gain control over the target machine by manipulating its
Fig. 7 Example of instruction-level fine-tuning with 1-2 shot prompting using synthetic data. The prompt contains
a real-world cybersecurity scenario aligned to MITRE ATT&CK, followed by a response from the fine-tuned model.
This illustrates the model’s ability to generalize and explain attack techniques based on few-shot learning with padded
token limits.
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Abstract

This work presents an end-to-end pipeline for generating, refining, and evalu-
ating adversarial patches to compromise facial biometric systems with forensic
analysis and security testing applications. We utilize a FGSM to generate adver-
sarial noise targeting our classifier for identity detection and employ a diffusion
model for reverse diffusion to enhance the imperceptibility with additional Gaus-
sian smoothing and adaptive brightness correction of synthetic adversarial patch
evasion generation. The refined patch is applied to facial images to test its ability
to evade recognition systems while maintaining natural visual characteristics. A
Vision Transformer (ViT)-GPT2 model generates captions to provide a semantic
description of a person’s identity for Adv Images, supporting forensic interpreta-
tion and documentation for identity evasion attack and recognition. The pipeline
evaluates changes in identity classification, captioning results, and the vulnerabil-
ity of facial identity verification and expression to adversarial attacks. Therefore,
detecting and mitigating these adversaries’ attacks are necessary for forensic set-
tings by leveraging perceptual hashing. We successfully detected and analyzed a
series of generated adversaries with 0.95% SSIM.

Keywords: Adversarial Patch Generation, Gaussian Smoothing, Diffusion Model,
Social Media Forensics, Perceptual Hashing.



1 Introduction

Deep learning models have revolutionized image classification [1], achieving remarkable
accuracy in computer vision applications, from facial recognition to medical diagnos-
tics. However, these models exhibit critical vulnerabilities to adversarial attacks and
carefully crafted perturbations that can deceive classifiers while remaining impercepti-
ble to humans [2]. One particularly susceptible area is facial emotion classification and
identity recognition, where models detect emotions such as happiness, anger, sadness,
and surprise and change a person’s identity through the description of its respected
forensic biometric systems. Adversarial patch attacks pose a concern in facial identity
verification, creating localized regions of adversarial modifications that can be physi-
cally deployed. For facial images © € RE*WXC where H, W denote dimensions and
C represents color channels, and with a standard input size of 224 x 224 pixels , an
adversarial patch p maximizes the classifier’s loss:

max L(f (z + ). y)

where f is the identity classifier and y is the true emotion and gender identity label.

In addition to emotion classification, facial identity verification systems are equally
vulnerable to adversarial attacks, posing severe security risks. Facial identity verifica-
tion, widely used in biometric authentication and surveillance, matches facial features
to stored profiles to confirm identities. Adversarial patches targeting these systems can
cause false positives, allowing imposters to bypass authentication, or false negatives,
rejecting legitimate users. Such manipulations exploit the deep feature embeddings on
which identity verification systems rely, causing the model to misclassify identities even
when the alterations are visually subtle. For identity verification models such as Arc-
Face and FaceNet, which commonly process facial images of size 112 x 112 or 160 x 160
pixels, these adversarial perturbations significantly degrade recognition accuracy [3].

To detect these manipulations, forensic analysis techniques are critical in expos-
ing adversarial artifacts hidden from human perception. Spectral analysis using Fast
Fourier Transform (FFT) can reveal high-frequency perturbations that character-
ize adversarial patches, highlighting discrepancies between authentic and adversarial
images. Additionally, depth estimation, achieved using MiDaS models on images
resized to 256 x 256 pixels, can identify geometric inconsistencies introduced by adver-
sarial attacks, such as distorted facial structures or unnatural surface textures. These
forensic approaches can detect adversarial tampering that is imperceptible in the spa-
tial domain, providing an additional layer of security against attacks on both facial
emotion and identity recognition systems.

Diffusion models play a dual role in adversarial manipulation and defense. In adver-
sarial patch generation, diffusion models employ a forward process by adding Gaussian
noise over T timesteps, defined as:

Q(l‘t|$t—1) = N(ﬂﬁt; V1= Btl't—laﬁtI)

where [3; represents the variance schedule. The reverse process generates images
from noise using;:



po(@i—1]ey) = N (we—1; po (e, 1), 05 (1)I)
By integrating adversarial objectives into the diffusion process, the total loss is
defined as:

Ltotal = Ldiffusion + >\Ladv

where Lg;f fusion ensures high-fidelity image generation, and L4, encourages per-
turbations that mislead the target classifier. This formulation allows diffusion models
to generate highly effective adversarial patches that blend seamlessly into facial fea-
tures, such as cheeks or foreheads, making them difficult to detect through traditional
forensic techniques. The adversarial patches are typically generated on images resized
to 224 x 224 pixels to match the input dimensions of commonly targeted models like
InceptionResnetV1 pretrained on VGGface2.

Conversely, diffusion models also serve as a defense mechanism through adversarial
purification. In this process, an adversarial image is passed through a reverse diffusion
model to remove perturbations and restore the original image. The purified image &
is reconstructed from Gaussian noise as:

% = pg(xo|lzr) where =z ~ N(0,1)

This process effectively maps adversarial images back to the natural data manifold,
preserving emotion-relevant and identity-relevant features while eliminating adversar-
ial distortions. Adversarial purification is typically performed on images resized to the
model’s input dimensions, such as 112 x 112 for identity verification and 224 x 224 for
emotion recognition models. By comparing purified images with their originals through
forensic analysis, subtle differences in spectral and depth domains can be identified,
further improving adversarial detection capabilities.

1.1 Image Classification, Captioning, and Identity Verification
Pipeline

The diagram presents a pipeline for image classification, captioning, and identity ver-
ification, showcasing the effect of adversarial patches on deep learning models. An
input image z is processed using ViT-GPT2, producing an initial caption Coriginal-
An adversarial patch p is applied to the image, generating x + p, which undergoes the
same classification and captioning.

Both original and patched images are processed through InceptionResnetV1 to
extract class features f.(x) and identity features f;(x). The class features determine
the predicted label, while identity features capture embeddings used for biometric
verification. Meanwhile, the ViT-GPT2 model generates the patched caption Cpasched-

The pipeline compares outputs to measure the patch’s impact. Class changes are
detected using the L2 distance between class embeddings:

[fe(z) = fe(z + P2,



and flagged if exceeding a threshold 7.. Identity changes are similarly evaluated:

I fi(x) = fi(z + p)ll2;

with a threshold 7;. Caption differences result from directly comparing Coriginal and

CVpatched-

This pipeline reveals how adversarial patches affect classification, captioning, and
identity verification, highlighting vulnerabilities in multimodal deep learning models
for computer vision and biometric security.

Input Image =

Apply Patch = + p

CelebA-HQ Original CelebA-HQ Patched

ViT-GPT2: Cpatched
GD Fcat.urcsfl(za [cum Features fc(z + pa
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1.2 Adversarial Patch Attack Detection and Digital Forensic

The diagram represents the process for detecting adversarial patch attacks using per-
ceptual hash distance in the context of Digital Forensics [4]. The workflow begins with
the original image processing, where the image is first converted to grayscale. After
this, hashes for the image were generated using multiple hash functions, including
aHash (average), pHash (perceptual), dHash (difference), and wHash (wavelet). These
hashes capture the various perceptual features of the original image. A similar process
occurs for the patched image. The patched image is also converted to grayscale and
hashed using the same set of hash functions. This allows the system to compare the
perceptual differences between the original and patched hashes. The system then cal-
culates the Hamming distance between the original and patched hashes. The Hamming
distance is used to measure the difference between the two hashes, with higher values
indicating more perceptual differences, which may suggest the presence of an adver-
sarial patch. Once the Hamming distance is calculated, the system proceeds to the
detection decision. A decision rule is applied: an adversarial patch is detected if any of
the Hamming distances exceeds a threshold of 5. This threshold is used to determine
whether the perceptual change in the image is enough to be considered tampering or
manipulation. Additionally, the system includes multimodal detection, meaning that
detection is not solely reliant on hash distance. The detection process also considers
other methods, such as detecting SSIM differences (Structural Similarity Index), seg-
ment anomalies, contour detection, heatmap analysis, and even label changes during



classification. If any of these methods indicates the presence of an adversarial attack,
the system will flag it as detected. Therefore, this workflow outlines our proposed
method for detecting adversarial patches by leveraging perceptual hashing, hamming
distance calculation, and multimodal detection strategies. This approach is highly
effective for identifying subtle manipulations in images, particularly when traditional
image comparison methods may fail.
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2 Background

Digital forensics is a critical field in cybersecurity that focuses on identifying, col-
lecting, preserving, and analyzing digital evidence. With the increasing reliance on
digital platforms, cyber threats have evolved, requiring advanced forensic techniques
to detect and mitigate malicious activities. Among these threats, adversarial attacks,
particularly patch attacks, have emerged as a challenge to forensic investigations and
security systems [5].

Adversarial patch attacks are a subset of adversarial machine learning techniques
where attackers introduce carefully crafted perturbations into images, leading machine
learning models to misclassify objects. These patches, generated through gradient-
based optimization, stable diffusion, or adversarial attack techniques such as FGSM
and PGD, can deceive deep learning models into incorrect predictions. These attacks
pose severe risks in security-critical applications such as facial recognition, autonomous
driving, medical imaging, and biometric authentication.

In facial recognition systems, attackers can use adversarial patches to evade iden-
tification [6, 7], while in autonomous vehicles, minor alterations to traffic signs can
mislead vision-based navigation, leading to potential accidents [8, 9]. Similarly, in
medical imaging, adversarial perturbations can cause Al models to misdiagnose dis-
eases, and in surveillance systems, these attacks can bypass security measures, allowing
unauthorized individuals to evade detection [10, 11].

Given the increasing importance of such attacks, adversarial detection mechanisms
are essential to maintain the integrity of digital forensics. Hashing techniques play
a crucial role in forensic analysis by detecting tampering in digital evidence. Tradi-
tionally, digital forensics relies on cryptographic and perceptual hashing to verify the



integrity of digital files. Cryptographic hashing, such as SHA-256 and MD5 [12], gen-
erates a unique fingerprint of a file, ensuring its integrity. However, even minor pixel
changes can result in drastically different hash values, making cryptographic hashing
too sensitive for detecting adversarial patch attacks.

On the other hand, perceptual hashing is designed to identify visual similarities
between images, making it more suitable for detecting subtle adversarial modifications.
Techniques like aHash, pHash, dHash, and wHash can detect structural changes in an
image without being overly sensitive to minor alterations such as compression or noise.
Unlike deep learning-based adversarial detection methods that require continuous
retraining and large-scale datasets, hashing-based forensics provides a lightweight and
efficient alternative. Hash comparisons require minimal computational resources while
still effectively identifying adversarial manipulations. This method is resilient against
minor modifications, making it ideal for real-time forensic applications requiring rapid
image integrity verification [13, 14].

Law enforcement agencies, security analysts, and digital forensic investigators can
integrate hash-based detection into their workflows to quickly assess whether an image
has been altered in a way that could impact an investigation. These attacks manipulate
images or video data to deceive machine learning models into misclassification, raising
serious concerns in identity verification, biometric security, and digital authentication
systems.

Identity verification and biometric verification systems are integral to modern
security infrastructures. These systems leverage unique physiological or behavioral
characteristics such as facial features, fingerprints, iris patterns, and voice recognition
to authenticate individuals. Facial recognition, in particular, has gained widespread
adoption in law enforcement, banking, border control, and mobile device authentica-
tion. However, the increasing sophistication of adversarial attacks poses a severe threat
to these biometric systems [15].

Attackers can introduce imperceptible adversarial patches into images to fool recog-
nition models into misidentifying individuals or bypassing authentication entirely. In
law enforcement and surveillance applications, such manipulations could allow crim-
inals to evade detection, while in banking and secure access systems, they could
facilitate unauthorized access to sensitive information. Therefore, we investigate the
opportunities for adversarial attacks to test and measure the robustness of biometric
systems and leverage hash values for more accurate detection in a forensic setting.

3 Related Work

The vulnerability of facial expression recognition (FER) systems to adversarial attacks
has become a critical area of research in computer vision and security. Adversarial
examples, first introduced by Goodfellow et al. [16], revealed how deep learning models
could be easily deceived by minimal perturbations. Building on this concept, Brown et
al. [17] proposed adversarial patches—local regions of perturbations capable of fooling
classifiers without altering the entire image. Unlike traditional perturbations, adver-
sarial patches are physically realizable and effective even under real-world conditions,
such as camera distortions and lighting changes [18].



In the context of facial expression recognition, Li et al. [19] demonstrated that
adversarial patches could cause misclassification of emotions, such as interpreting
anger as happiness or sadness as neutrality. Zhang et al. [20] extended these findings by
exploring the real-world implications of adversarial attacks on emotion detection sys-
tems used in surveillance and driver monitoring. Their results emphasized the urgent
need for defenses capable of mitigating such attacks.

Diffusion models have emerged as a powerful tool in both adversarial attack gen-
eration and defense. Ho et al. [21] introduced denoising diffusion probabilistic models
(DDPM), which demonstrated state-of-the-art performance in image synthesis by
iteratively refining Gaussian noise. Song et al. [22] further extended diffusion mod-
els to score-based generative modeling using stochastic differential equations (SDEs),
enabling controllable and flexible image generation. These advancements paved the
way for using diffusion models in adversarial research, including the generation of
adversarial patches and purification-based defenses [23].

Choi et al. [24] proposed one of the earliest methods for generating adversarial
patches using diffusion models. By integrating classifier gradients into the reverse dif-
fusion process, they produced highly effective adversarial patches that could deceive
facial recognition systems while maintaining high visual fidelity. Their approach
demonstrated that diffusion-based patches were more resilient to common defenses
such as JPEG compression and Gaussian noise compared to traditional gradient-based
attacks. This work directly influenced research on adversarial patches for FER systems,
highlighting their effectiveness in causing emotion misclassification.

Diffusion models are also effective as a defense mechanism against adversarial
perturbations. Nie et al. [23] proposed DiffPure, a defense framework that utilizes dif-
fusion models to remove adversarial noise through a reverse diffusion process. Their
experiments showed that DiffPure could significantly improve the robustness of clas-
sifiers against various attacks, including adversarial patches. This approach has been
recognized as a promising solution for enhancing the security of FER systems, where
accurate emotion detection is critical.

Despite advancements in both attacks and defenses, the intersection of diffusion
models and adversarial patches for facial expression recognition remains underex-
plored. Existing works such as those by Li et al. [19] and Zhang et al. [20] have
primarily focused on gradient-based attacks, leaving diffusion-based approaches largely
unaddressed. Additionally, while diffusion models have shown strong capabilities in
image generation and purification, their potential for generating deceptive patches
specifically targeting emotion recognition models has not been fully realized.

4 Methodology

Our approach involves a multi-stage pipeline to analyze and mitigate adversarial
attacks on Al vision models, leveraging diffusion models, adversarial patch generation,
and identity evasion techniques. The methodology is structured into five key phases:
adversarial perturbation, diffusion-based patch generation, identity evasion, emotion
poisoning attacks, and adversarial patch detection, as depicted in Fig 1.
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Fig. 1: Using source CelebA images of 178x218 pixels and adversarial patches of
50x50 pixels, the adversarial attack pipeline demonstrates the interaction between
perturbation, diffusion-based patch generation, and identity evasion. This process inte-
grates adversarial noise with patch refinement, using cosine similarity measurements
to monitor attack effectiveness report on biometric identity verifacation system.

4.1 Biometric Attribute Verifacation

In our proposed biometric attribute verification pipeline, we designed a system to
identify celebrities through facial recognition and biometric analysis. The process
begins with referencing a large-scale celebrity biometric dataset, such as CelebA-HQ),
which contains high-resolution images of various celebrities along with their associ-
ated biometric attributes. These attributes include not only facial features but also
key metadata like the name, gender, hair type, and facial expressions. This database
serves as the foundation for the model, providing a rich set of data for training and
comparison during the identification process.

The system interacts with the user, who assumes the role of a celebrity biometric
expert. In this role, the expert is tasked with identifying the celebrity in question and
verifying the biometric features associated with that individual. The system prompts
the user to verify specific biometric attributes of the celebrity, such as their gender,
hair type, or facial expression. This step simulates real-world scenarios of celebrity
recognition and attribute verification, where the user confirms these attributes based
on the extracted data from the database.

The central component of the system is the LLM-Filtering based model, which
uses LLM used to recognize and filter relevant celebrity features. This model processes
inputs like celebrity name, gender, hair type, and expression, and then matches these
attributes with the data in the dataset as a labaling method. The decision-making
process in this model follows a logical flow: if the system successfully matches the
celebrity’s name with the provided attributes (gender, hair type, and expression), it
proceeds with the verification of the biometric attributes. If no match is found, the
system responds by saying, "I'm sorry, I can’t identify the person,” indicating that
the celebrity could not be identified based on the celeberity identity.

Following this, facial recognition authentication is applied to validate the identified
celebrity. Facial ID parsing extracts key facial features from the input image, such as
the position of facial landmarks, eye shape, nose width, mouth curvature, and other
unique characteristics. These features are passed through a facial recognition model,



to compare the parsed facial data with the biometric database. This step is essential
for ensuring that the celebrity’s face is accurately identified.

Once the facial recognition is completed, the system performs biometric feature
verification by cross-checking the celebrity’s attributes, such as name, gender, hair
type, and expression, with the verified facial features. This ensures the accuracy of
both the celebrity identification and the biometric feature verification process.

A key feature of this system is its use of monocular depth sensing. This technique
estimates depth information from a single image, offering more improved analysis of
the face. Unlike stereo vision, which requires two images, monocular depth sensing
uses computer vision algorithms, to estimate the relative distance between the camera
and different objects in the scene. This method provides a 3D structure of the face
from a 2D image, adding an additional layer of security to the celebrity identification
process. By capturing detailed depth information, monocular depth sensing helps to
distinguish between similar-looking individuals or detect any artificial manipulation
of the image, such as adversarial attack.

Following monocular depth sensing, the system applies 3D face mapping, which
generates a three-dimensional model of the face. This model provides a detailed under-
standing of the celebrity’s facial structure, including the contours of the chin, nose
bridge, and forehead shape, which are crucial for accurate biometric verification. 3D
face mapping adds another layer of accuracy, ensuring that the celebrity is correctly
identified, even when using images with subtle variations in lighting or angles.

Last and for most of this multi-step process,system consolidates the findings from
facial recognition authentication, biometric feature verification, monocular depth sens-
ing, and 3D face mapping. It then provides the final celebrity identification result,
confirming the identity of the celebrity and their biometric attributes. If any step fails,
the system apologizes and states that it cannot identify the person demonstrated in
Fig2.
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Fig. 2: Analysis of biometric labeling in the context of LLM filtration using respected
feedback prompts into different categories.

4.2 FSGM-Diffusion Patch Generation

The FGSM is employed to generate adversarial perturbations by modifying an input
image tensor x in a direction that maximizes the model’s prediction error while main-
taining imperceptible visual alterations. Given an input image x, a target class y, and
a perturbation magnitude €, the adversarial image x’ is calculated by adding a small
perturbation 7 to x, where 7 is derived from the loss function gradient with respect
to the input.



The process begins with gradient computation, where the input tensor x is cloned,
detached, and marked as requiring gradients to enable back-propagation. This ensures
that the perturbation can be efficiently computed during the attack process. Once the
input image is prepared, a forward pass is performed by feeding x into a pre-trained
vision model to obtain logits, which represent the model’s predicted class probabilities.
The adversarial loss is then calculated using the cross-entropy loss function, which
quantifies the difference between the model’s output and the target class y. After
computing the loss, backpropagation is applied to determine the gradient V. J(0, z,y),
which indicates the optimal direction in which the input image should be modified to
maximize the model’s prediction error.

Once the gradient is obtained, the adversarial noise 7 is generated by taking the
element-wise sign of the gradient and scaling it by e. This ensures that the perturba-
tion is small but effective in causing misclassification. The perturbed image is then
clamped to maintain valid pixel values within the range [0, 1], ensuring that the mod-
ifications do not introduce unnatural artifacts. The final adversarial image =’ = x + 17
retains its perceptual similarity to the original image while deceiving the model into
making incorrect predictions. The refinement process of the adversarial patch incor-
porates a diffusion-based denoising step to improve its stealthiness while preserving
its adversarial effectiveness. Starting with an initial adversarial patch P, we apply a
reverse diffusion process to ensure that the patch remains effective in misleading the
model while appearing imperceptible to human observers. After refinement, the patch
is placed onto the target image I at a specific coordinate (z,y). The refined patch P’
is then resized to a smaller region P and further smoothed using Gaussian blurring
to enhance seamless blending.

The final adversarial image I’ is obtained by integrating the smoothed patch P”
into the original image at location (x,y). This process is mathematically represented
as:

I'=IoM+P'o(1-M)

where M is a binary mask that determines the placement of the patch, and ®
denotes element-wise multiplication to ensure smooth and natural integration. The
Gaussian filter G, with standard deviation o, is applied to regulate the sharpness of
the patch, making it less detectable. As a result, the adversarial image I’ maintains its
adversarial properties while ensuring the modification remains visually indistinguish-
able. To evade identity recognition systems, we apply an identity evasion attack to
clean images. This step ensures seamless patch integration, reducing the detectability
of the attack while manipulating vision encoder-decoder embeddings. The result is a
perturbed image that modifies the Al-generated caption output, leading to poisoned
image captions. Beyond identity evasion, we introduce emotion poisoning attacks,
where adversarial patches alter emotion recognition outputs. The attack modifies
facial features, leading to incorrect emotional classifications. This phase demonstrates
the broader impact of adversarial attacks beyond identification, affecting high-level
semantic interpretations in Al systems.
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Fig. 3: Demonstrating the influence of conditional prompts in adversarial image gen-
eration based on different time steps. We implemented an adversarial attack pipeline
that modifies identity classifications by leveraging both FGSM and diffusion-based
adversarial sample generation. FGSM is then applied to generate adversarial noise
gradually, subtly altering pixel values to mislead the classifier into assigning a differ-
ent identity label.

4.3 Perceptual Hash and Structural Similarity in Forensic
Setting

In this work, we introduce an approach for detecting adversarial patches using
perceptual hashing and hash distance computation, combined with advanced image
segmentation and machine learning techniques. The process begins with the prepro-
cessing of input images, where we utilize a pre-trained ResNet50 model for image
classification and a Stable Diffusion Img2Img pipeline to generate adversarial patches.
The input images are resized and transformed into tensor format using standard image
transformation techniques, ensuring compatibility with the neural network models.

11
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4.4 Adversarial Patch Detection

The first step in our detection methodology involves computing multiple perceptual
hashes for both the original and patched images. We leverage four distinct types of
hashes: aHash, pHash, dHash, and wHash. These hashing methods are designed to
capture subtle differences in image structure, texture, and pixel patterns. The images
are converted to grayscale, and each hash is computed using the respective method.
This provides a set of hash values that serve as the foundation for detecting any
potential adversarial manipulations.

For an image I, the aHash is computed by dividing the image into blocks, cal-
culating the average color value for each block, and then producing a binary string
representation where each bit represents whether the corresponding block is above or
below the average. where I; is the color value of pixel ¢, N is the number of pixels in
the block, and mean(I) is the mean color of the image.

Similarly, the pHash captures the perceptual content of the image by performing
a discrete cosine transform (DCT) and quantizing the resulting coefficients.

The dHash computes the differences between adjacent pixel values, while the wHash
applies wavelet transforms to capture high-frequency image components.

12
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Fig. 4: The figure illustrates the process of adversarial patch detection, including
the comparison of clean and adversarial hashing, adversarial segmentation, and patch
localization detection. It also demonstrates perceptual hashing, structural similarity
index measurement, and multi-modal fusion for accurate adversarial patch identifica-
tion. The decision logic step incorporates final detection decisions based on various
thresholds and parameters, ensuring robust detection of adversarial patches.

4.5 Hamming Distance Calculation

To quantify the difference between the original and patched images, we compute the
Hamming distance between the perceptual hashes. The hamming distance is defined as
the number of differing bits between two binary strings. Given two perceptual hashes
H, and Hs, the hamming distance dg is computed as:

N
dy(Hy, Hy) = ZW (Hy; # Ha;)

i=1

where H; ; and Hj ; represent the i-th bit of hashes H; and Ho, respectively, and ¥(-)
is the indicator function which is 1 if the condition holds and 0 otherwise.

This measure helps in identifying how much the adversarial patch has altered the
image in perceptual terms. A larger hamming distance implies a greater perceptual
change, potentially indicating an adversarial attack.

The next stage of analysis involves computing the SSIM between the original and
patched images. SSIM is a method for measuring the perceived quality of images by
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comparing luminance, contrast, and structure. It is mathematically defined as:

(2pz 1y + C1)(204y + Co)
(12 + 2 + C1)(02 + 02 + Cs)

SSIM(z, y) =

where: - x and y are the two image patches being compared. - ji,, p, are the average
pixel intensities of 2 and y. - 02, o2 are the variances of the pixel intensities of 2 and
Y. - Ogy is the covariance of x and y. - C; and C5 are constants to stabilize the division
with weak denominators.

The SSIM score ranges from -1 (completely dissimilar) to 1 (identical), with
values closer to 0 indicating more substantial differences, often due to adversarial
manipulations.

To enhance the detection of localized differences, we segment both the original and
patched images using advanced segmentation algorithms. Two segmentation methods
are employed: Felzenszwalb segmentation and SLIC (Simple Linear Iterative Clus-
tering) segmentation. These algorithms partition the image into smaller regions or
segments, allowing for the analysis of specific areas that may contain the adversarial
patch. By dividing the image into regions with distinct boundaries, segmentation pro-
vides a more granular analysis of the image’s structure, making it easier to identify
anomalies caused by adversarial modifications.

The Felzenszwalb segmentation algorithm applies a graph-based approach, where
the image is represented as a graph and a minimal spanning tree is used to identify
segments based on local color similarity. Mathematically, it segments the image by
minimizing an energy function that takes into account local intensity, smoothness, and
the number of segments.

For the SLIC segmentation, the image is over-segmented into superpixels based on
a distance measure that considers both spatial proximity and color similarity:

2
Distance = \/(:rl —229)2 4+ (y1 —y2)%2 + (Cl_cz>
oc
where (z1,y1) and (z9,y2) are the spatial coordinates of two neighboring pixels, and
C and (5 are their respective color values.

Once the images are segmented, we compute the average difference in pixel values
within each segment. The segment scores are analyzed to detect anomalies—segments
with significantly higher differences compared to the rest of the image are flagged as
potentially containing the adversarial patch. This anomaly detection approach lever-
ages statistical thresholds, such as two standard deviations above the mean segment
difference, to identify suspicious regions. The anomaly score for each segment Sy is

given by:

2ies, i — L
|Sk|
where I; and I] are the pixel intensities in the original and patched images, and |Sk| is
the number of pixels in segment Si. This score is compared to a threshold 6, typically
defined as the mean score plus two standard deviations.

score(S) =
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In addition to segmentation, we utilize contour detection to further localize the
adversarial patch. By computing the absolute difference between the original and
patched images, we identify regions where large changes have occurred. These changes
are visualized as contours, which are drawn on the patched image to highlight the
exact location of the adversarial patch.

To complement the contour-based detection, we generate a heatmap to visualize
the intensity of changes across the image. The heatmap is created by comparing the
images in the LAB color space, which is more sensitive to color differences than the
RGB space. The difference in the L, A, and B channels is combined to produce a
heatmap that highlights regions of the image most affected by the adversarial patch.
Gaussian blur is applied to reduce noise, and the heatmap is normalized to emphasize
areas with the greatest disparity:

/ |I — II|
heatmap(I,I") = max(T= 1))
where I and I’ are the original and patched images, respectively. We also incorporate
a neural activation map generated by passing the image through the ResNet50 model.
This map highlights the regions of the image that the model focuses on when making
a classification decision. By comparing the activation maps of the original and patched
images, we can assess whether the model’s attention is altered due to the adversarial
patch. differences in the activation maps can provide strong evidence of adversarial
manipulation.

The activation map is derived by extracting the output of the last convolutional
layer A(x) after passing the image x through the network:

A(x) = flayer4(x)

where fiqyera represents the forward pass through the last convolutional block. To
visualize the results of the perceptual hash comparison, we create a hash distance bar
plot. The plot shows the hamming distance values for each of the four hash types, with
a threshold line indicating the critical level at which a patch is considered detected.
Bars are color-coded to differentiate between detected and undetected patches, mak-
ing it easy to assess the effectiveness of each hash method in identifying adversarial
changes. Finally, the system integrates all detection methods—hash distance, SSIM,
segmentation anomalies, contour detection, heatmap visualization, and neural net-
work activation mapping—into a unified decision framework. If any of the detection
methods surpass the predefined thresholds, the system flags the image as containing
an adversarial patch. The results are then displayed visually, with the location of the
adversarial patch highlighted, and a detailed summary of each detection method’s
findings.

Through this end to end pipeline, we are able to effectively detect adversarial
patches and understand their impact on image integrity. The combination of per-
ceptual hashing, structural similarity analysis, segmentation, and neural network
activation mapping provides a framework for identifying and visualizing adversarial
manipulations in images.
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Fig. 5: displaying perceptual hash distances for four different hash methods (aHash,
pHash, dHash, and wHash), with detection results based on a threshold of 5. The
bars represent the hamming distances between the hashes, where the red bars indicate
detection and the green bars indicate non-detection. The threshold line at 5 helps to
determine which hashes exceed the detection limit.

5 Model Evaluation and Comparison

In this section we aim to evaluate our proposed model into differenet caregory of 1)
Evaluating the impact of adversarial attack for evasion attack 2) patch generation
evaluation 3) Impact of differenet parameters on attack success 4) Transferable opti-
mal adversarial patch evaluation 5) Identity evaluation for poisend caption Identity
recognition and number of detected adversarial attack detection method.

5.1 Evaluating the Impact of Adversarial Patches for Identity
Evasion Attack

The visualizations in Figure 6 provide compelling evidence of the effectiveness of iden-
tity patch evasion attacks on computer vision systems. The results demonstrate how
adversarial patches—colorful, abstract overlays on facial images successfully disrupt
facial recognition and depth perception mechanisms. These carefully crafted patches
in facial recognition conceal identities while preserving human recognizability, creat-
ing a disconnect between machine and human perception. The Identity Patch Evasion
Attack results illustrate this effect, where the patched faces evade recognition while
remaining visibly identifiable to humans. This highlights the fundamental vulnerabil-
ity of Al-based recognition systems when confronted with adversarial manipulations.
Even more concerning is the impact on depth perception. The depth monocular sens-
ing visualization section reveals drastic distortions in the perceived spatial structure
of faces. Original depth maps depict smooth facial surfaces, while patched depth maps
introduce abrupt geometric anomalies. The difference maps, marked by intense red and
yellow regions, further expose the severity of these distortions, suggesting interference
with the model’s depth estimation process. The 3D depth map comparison Before and
After Patch Evasion Attack results in Figure 6 further quantify these disruptions. The
original depth maps exhibit well-defined facial structures, while the patched depth
maps introduce unnatural protrusions and depressions. The depth difference maps,
with their pronounced spikes and valleys, quantify these estimation errors, demon-
strating how the attack method persistently destabilizes spatial understanding across
different samples.
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Fig. 6: Effects of identity patch evasion attacks on facial recognition and depth per-
ception.

5.2 Patch Generation Evaluation

The table titled Comparison of Proposed Work with Other Studies compares the per-
formance of adversarial patches across multiple studies, using key metrics such as
SSIM, LPIPS, L2 distance, MS-SSIM, transferability, and overall score.

In our proposed work pre-trained models for identity classification, with LPIPS
used to assess perceptual quality. The diffusion model is used to refine adver-
sarial patches through diffusion-based denoising, improving their imperceptibility.
Adversarial patches are generated using the FGSM and then refined for robustness.

Several metrics are used for evaluation: SSIM measures structural similarity, LPTPS
assesses perceptual quality, MS-SSIM evaluates multiple image scales, and L2 distance
quantifies pixel-wise differences. Transferability is tested by evaluating patch success
across models. The results are tested with various patch configurations (diffusion
strength, size, and position). Study 1 [25] shows similar performance but with slightly
lower SSIM and MS-SSIM scores, and higher transferability. Study 2[26] achieves com-
parable LPIPS and SSIM scores but has slightly lower MS-SSIM. Study 3 [27] shows
lower scores across all metrics, indicating less effectiveness in fooling models.

Overall, the proposed work demonstrates strong performance, with a balanced
approach that ensures high imperceptibility, effectiveness, and transferability, making
it a competitive method in adversarial patch generation.

Table 1: Comparison of Metrics and Performance Across Different Studies. The
changes are indicated with arrows showing the direction of increase or decrease.

Metrics Performance
Sample SSIM LPIPS L2 MS-SSIM Transfer Score
Proposed Work 0.94 1 0.090 | 0.078 | 0.808 0.389 | 0.705 1
Study 1 0.92 | 0.080 | 0.070 | 0.790 | 0.400 1 0.685 |
Study 2 0.93 1 0.085 1 0.065 | 0.805 0.420 0.700
Study 3 091 | 0.095 1 0.085 1 0.775 | 0.375 | 0.670 |
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5.3 Impact of Different Parameters on Attack Success,
Confidence Drop, and Effectiveness Score

The figure7 consists of three bar charts that provide a detailed comparison of different
parameters influencing the performance of an attack. The first chart, titled , demon-
strates the success rate of the attack across six different parameters: target_class,
epsilon, position, size, blur_radius, and diffusion_strength. It is evident from the chart
that parameters like target_class, epsilon, and diffusion_strength exhibit a high success
rate of around 80%, while position and size contribute to a noticeably lower success
rate of 60%.

The second chart, shows the average confidence drop across the same parameters.
Diffusion_strength again stands out with the highest drop in confidence, followed by
target_class, which also demonstrates a relatively drop. The other parameters, includ-
ing epsilon, position, and size, have a smaller impact on the confidence drop, reflecting
a consistent trend with the attack success rate chart where fewer changes were observed
in these parameters.

Finally, the third chart, provides an assessment of the best combined score of each
parameter, illustrating how each one contributes to the overall attack effectiveness.
Target_class stands out with the highest score of 2.86, while position and size perform
relatively poorly with scores around 2.78. This reinforces the conclusion that some
parameters, such as target_class and diffusion_strength, lead to a more effective attack
compared to others.

Attack Success Rate by Parameter Type Average Confidence Drop by Parameter Type o .. Best Combined Effectivens
o 30
o

ess Score by Parameter Type
2

Py

Fig. 7: Analysis of adversarial patch attack performance: success rate, confidence
drop, and combined effectiveness score across parameters like target class, epsilon,
position, size, blur radius, and diffusion strength.

5.4 Transferable Optimal Adversarial Patch Evaluation

Our first figure focuses on patch variation analysis and examines how position vari-
ation affects our adversarial attack success. Our left side shows the original image,
while subsequent images display different patch positions with their class and confi-
dence scores. Our confidence drop metrics demonstrate how the attack’s effectiveness
changes as the patch moves across the image. Some positions in our analysis yield a
higher success rate(with confidence drops of 0.03 and 0.10), while others diminish our
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attack’s success (with larger drops of up to 0.21)—demonstrating how patch position-
ing influences effectiveness. Our second figure presents an optimal adversarial patch
analysis featuring our best-performing patch. It displays our original image alongside
our optimal adversarial patch. Our patched image demonstrates the attack’s success
through a marked shift in image classification, evidenced by changes in confidence
scores. This shows how effectively our patch manipulates the model’s classification.
Our difference visualization highlights the subtle changes between our original and
patched images that alter the model’s prediction. In Table 2, we evaluated our pro-
posed model for testing the transferability attribute of adversarial patch generation
and their respective quality for further examination for different groups of samples
based on different geographical places of adversarial patch creation.

P % =7

Fig. 8: Patch Variation Analysis for Different Positions. The images show the impact
of adversarial patch positions on classification results, with metrics displaying SSIM,
confidence drop, and success rates.

Optimal Adversarial Patch Analysis

Fig. 9: The images show the original (left), optimal adversarial patch (center), and
patched image (right), demonstrating a successful attack with changes in classification,
confidence drop, SSIM score, and attack parameters.
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Table 2: Metrics for Adversarial Patch Transferability Testing across Various Config-
urations and Evaluation. Success is indicated by ”Yes” and "No”, and transferability
varies from 0 to 1 across samples.

Metrics for Position (50, 50) Metrics for Position (100, 100)
Sample Success Confidence Drop SSIM Success Confidence Drop SSIM
Group 1 Yes -0.1507 0.9777 Yes -0.0855 0.9812
Group 2 No 0.0529 0.9798 Yes -0.0824 0.9771
Group 3 Yes 0.0974 0.9827 Yes 0.0627 0.9805
Group 4 Yes -0.0541 0.9759 Yes -0.5963 0.9765
Group 5 Yes 0.1017 0.9801 Yes -0.0336 0.9754

LPIPS Metrics Transferability

Sample LPIPS Transferability LPIPS  Transferability LPIPS Transferability
Group 1 0.0444 0.50 0.0256 0.50 0.0297 0.75
Group 2 0.0176 0.50 0.0261 1.00 0.0264 0.75
Group 3 0.0326 0.25 0.0256 0.50 0.0235 0.25
Group 4 0.0370 0.25 0.0336 0.75 0.0581 0.50
Group 5 0.0295 0.25 0.0505 0.50 0.0385 0.00
Overall Attack Success Rate: 81.11%
Average Metrics: Confidence Drop: -0.1696

SSIM Score: 0.9403
LPIPS Score: 0.0840
MS-SSIM Score: 0.8664
Transferability: 0.6222

Best Configuration: Sample: 2
Diffusion Strength: 0.5
Patch Size: 30
Position: (150, 50)
Success: Yes
Composite Score: 0.9927

5.5 Identity Evaluation

In our comprehensive approach for generating adversarial captions, we evaluate their
impact through various strategies, including semantic and grammatical alterations,
contextual distortions, and other transformations. This evaluation delve deeply into
the robustness of automated captioning systems. We leverage pre-trained models such
as vision encoder decoder model and viT image processor to generate captions from
images. Following this, we apply a series of adversarial strategies to modify these
captions, allowing us to assess the impact these modifications have on the integrity and
effectiveness of the generated content. Our approach employs a wide range of metrics,
including BLEU, METEOR, ROUGE, and accuracy metrics, to evaluate both clean
and adversarial captions.

In our implementation, we developed the adversarial caption generator class, which
plays a central role by applying a series of poisoning strategies to the generated cap-
tions. We designed these strategies to involve significant alterations that make the
captions adversarial. For instance, we use semantic distortion to replace words with
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synonyms, grammatical mutation to modify the grammatical structure, and contextual
hallucination to introduce unexpected elements into the caption.

We've made the use of poisoning templates a crucial feature of our adversarial
caption generator. We designed these templates to flag potential poisoned captions
by applying structured, contextually relevant modifications to the original cap-
tions. Rather than introducing random changes, we use the templates to guide the
modification of specific elements such as nouns, adjectives, and verbs.

In our implementation, we developed the caption dataset class to support efficient
processing of images and captions. We designed it to facilitate the loading of images,
generation of captions through pre-trained models like ViT-GPT2, and application of
adversarial transformations.

In our evaluation of the adversarial captions, we found several important results.
We observed BLEU-1 and BLEU-4 scores of 0.5377 and 0.2741, respectively, show-
ing us a moderate overlap in n-grams between the original and adversarial captions.
Our METEOR score of 0.6473 reflects a reasonable alignment between our generated
and human-written references. We also found that our ROUGE scores (ROUGE-1 at
0.6967, ROUGE-2 at 0.3131, and ROUGE-L at 0.4666) further support these findings.
Through our clean accuracy score of 0.9231, we confirmed that a significant portion of
the original captions remained intact, while our adversarial accuracy score of 0.4069
showed us that the adversarial captions achieved moderate deviation from the original
content.

Table 3: Caption Metrics Results

Metric Value
BLEU-1 0.5377
BLEU-4 0.2741
METEOR 0.6473
ROUGE-1 0.6967
ROUGE-2 0.3131
ROUGE-L 0.4666
Clean Accuracy 0.9231
Adversarial Accuracy 0.4069
Semantic Shift 0.4157

Source: Results obtained from adversarial caption generation
evaluation metrics.

5.6 Adversarial Detection

The Figure 10 presents analysis of SSIM scores, which are used to assess the visual
similarity between two images. The first plot on the left shows the distribution of
SSIM scores for 500 images, with a clear threshold (0.98) marked by a red dashed line.
This threshold is set to help determine the detection rate, which in this case is 100%,
indicating that all images have been successfully detected based on this threshold.
The second plot in the center displays the sorted SSIM scores for the 500 images,
ordered from lowest to highest. The threshold is again marked with a red dashed line
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at 0.98, providing a reference point for the sorted scores. This plot visually confirms
that all 500 images have SSIM scores higher than the threshold, with a detection rate
of 100%.

The third plot, on the right, presents a box plot of SSIM scores, offering a summary
of the statistical distribution. The plot shows the minimum, first quartile (Q1), median,
third quartile (Q3), and maximum SSIM values, providing insights into the range and
variability of the scores. The SSIM scores are concentrated around the 0.946 median,
with a narrow interquartile range, indicating high similarity between the images.

Together, these visualizations provide a detailed overview of the SSIM score dis-
tribution and detection performance, demonstrating the consistency and effectiveness
of the thresholding method for image comparison.

Sorted SSIM Scores

..

Fig. 10: Demonstrating the number of detected adversaries from an imbalance dataset
by visualization and tracking the SSIM distribution

Table 4: SSIM Score Distribution

Summary
Metric Value
Minimum SSIM Score 0.9354
Q1 (First Quartile) 0.9419

Median SSIM Score 0.9465
Q3 (Third Quartile) 0.9489
Maximum SSIM Score 0.9579
Threshold for Detection 0.98
Detection Rate 100%

6 Conclusion

In this scope of study, we thoroughly examine this forensic occurrence of adversaries.
We witnessed and explored the opportunities of adversarial patch generation using a
stable diffusion model, and we extended our methodology to a systematic approach
design to detect and poison the number of identity recognition of adversarial patch
attacks to the dataset. We have successfully detected and analyzed the respected mea-
surement through this study. We achieved excellent evaluation metrics by evaluating
our proposed methodology and detecting adversarial patch attacks.
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Abstract

The integration of Artificial Intelligence (AI) and Machine Learning (ML) into
forensic science is reshaping the landscape of legal investigations, enabling
unprecedented advancements in accuracy, efficiency, and evidentiary analysis.
This paper explores the foundational principles, practical applications, and
emerging frontiers of Al in legal forensics, encompassing diverse domains includ-
ing legal document analysis, digital forensics, canine scent detection, and DNA
profiling.

Al-driven tools now streamline case review processes, automate legal reasoning,
detect anomalies in digital and genetic data, and replicate canine olfactory capa-
bilities with bio-inspired sensors. From predictive modeling in judicial outcomes
to deepfake detection in multimedia forensics, this study highlights how Al aug-
ments traditional investigative practices while addressing challenges related to
ethics, bias, transparency, and admissibility.

As the legal system grapples with increasingly complex datasets and evolving
criminal tactics, the convergence of Al and forensic science offers a transforma-
tive pathway to justice. This paper not only synthesizes the current state of
Al-enabled forensic technologies but also envisions their future role in fostering
global legal collaboration, real-time forensic intelligence, and standardization in
criminal justice procedures.

Keywords: Legal Forensic Analysis, Digital Forensics, Artificial Intelligence,
AI-Driven Investigations



1 Introduction

The intersection of Artificial Intelligence (AI) and legal forensics marks a transforma-
tive shift in how justice is pursued in the digital age [1-4]. As the complexity of crimes
increases and legal systems face overwhelming volumes of data, traditional investiga-
tive and legal methodologies often fall short [5-8]. To bridge this gap, AT and Machine
Learning (ML) are being increasingly deployed to enhance the precision, efficiency,
and scalability of forensic investigations [4, 9-11].

Legal forensics—a field focused on the analysis of evidence for legal proceed-
ings—now benefits from Al-driven solutions that automate document review, predict
legal outcomes, analyze voice and video content, and uncover hidden correlations
across diverse datasets [12-16]. From courtroom analytics to evidentiary validation, AT
enables law enforcement agencies, attorneys, and judges to draw actionable insights
from vast and multifaceted information sources [17-19]. This evolution not only accel-
erates case resolution but also strengthens the fairness and transparency of judicial
processes [20-22].

1.1 The Role and Necessity of Al in Legal Forensics

Legal forensics encompasses tasks such as reviewing complex litigation documents,
identifying fraud patterns, analyzing speech transcripts, and evaluating large volumes
of multimedia and digital evidence. The advent of cybercrime, deepfake manipulation,
and cross-border data breaches has further necessitated Al-enabled tools that can
operate at speed and scale far beyond human capacity.

Key advantages of Al in legal forensic applications include:

¢ Automated Document Analysis: Natural Language Processing (NLP) models
facilitate rapid review and annotation of legal texts, flagging inconsistencies and
prioritizing relevant case information.

® Predictive Legal Analytics: Al models forecast legal outcomes based on
historical case data, providing strategic insights to lawyers and judges.

® Cross-modal Evidence Correlation: Al systems unify data streams from
documents, audio, video, and digital logs to build cohesive narratives for legal
proceedings.

® Fraud and Anomaly Detection: Machine learning algorithms detect unusual
patterns in contracts, financial records, and testimonies, aiding in early identification
of fraudulent behavior.

1.2 Scope of the Paper

This paper explores the principles, applications, and emerging frontiers of Al in legal
forensics. It examines how Al technologies are deployed across core areas such as
document analysis, evidence correlation, voice and video analytics, and case outcome
prediction. Furthermore, it discusses the ethical, legal, and regulatory implications of
integrating ATl into judicial systems, including concerns about algorithmic bias, data
privacy, and admissibility of Al-generated findings in court.



By providing a comprehensive view of Al-enabled legal forensics, this study high-
lights the ongoing transformation of legal practices and underscores the potential of
intelligent technologies to uphold justice in an increasingly digital world.

2 AlI-Driven Innovations in Legal Forensic Analysis

Legal forensic analysis is foundational to the justice system, encompassing the exam-
ination of legal documents, digital and physical evidence, and verbal testimonies to
reconstruct events and support fair adjudication. Traditionally, this process has been
labor-intensive, requiring extensive manual review and domain expertise. With the
rise of Artificial Intelligence (AI) and Machine Learning (ML), legal forensic work-
flows are undergoing a paradigm shift—enabling data-driven insights, accelerating case
processing, and enhancing judicial transparency.

AT applications in legal forensics now span multiple domains, including document
intelligence, evidence correlation, predictive analytics, and voice analysis. This section
outlines the core capabilities Al brings to modern legal investigations.

2.1 Document Intelligence and Legal Text Analysis

Legal proceedings often generate large volumes of case files, contracts, and deposition
transcripts. Al-powered Natural Language Processing (NLP) systems automate the
extraction, classification, and synthesis of legal texts, significantly reducing review
times and identifying high-risk elements.

® Automated Legal Review: NLP models flag inconsistencies, contradictions, and
key phrases in contracts, pleadings, and affidavits.

® Fraud Detection: Machine learning algorithms uncover anomalies in financial
statements, insurance claims, and regulatory documents.

¢ Legal Research Augmentation: Al cross-references case law, statutes, and legal
arguments, assisting lawyers in developing precedent-based strategies.

2.2 Cross-Source Evidence Correlation

AT systems excel at fusing and contextualizing evidence from disparate sources.
Whether integrating digital records, surveillance footage, or testimonial transcripts,
AT algorithms reconstruct timelines and identify hidden connections critical to a case.

® Multi-Modal Evidence Analysis: Al integrates text, images, audio, and video
to produce a holistic view of legal scenarios.

® Relationship Mapping: Link analysis engines reveal connections between sus-
pects, co-conspirators, and events through graph-based visualizations.

® Chain-of-Custody Verification: Al ensures evidentiary integrity through meta-
data validation and audit trails.

2.3 Predictive Legal Analytics

Machine learning models can forecast potential legal outcomes based on historical
datasets, judicial behavior, and precedent-driven trends.



® Case Outcome Prediction: Al estimates likelihoods of verdicts or settlements
by analyzing similar past cases.

® Sentencing Trend Analysis: Algorithms evaluate sentencing patterns across
jurisdictions, helping assess the proportionality of punishment.

® Risk Scoring and Strategy Development: AI tools score the reliability of
witnesses or the viability of legal arguments to support trial preparation.

2.4 Challenges and the Path Ahead

Despite its promise, Al-driven legal forensics faces challenges:

¢ Bias and Fairness: Al models must be trained on diverse datasets to avoid
perpetuating systemic biases.

e Data Privacy: Legal applications of AI must align with data protection laws and
maintain evidentiary confidentiality.

® Admissibility and Transparency: Legal systems demand explainable Al, ensur-
ing that algorithmic outputs can be verified, justified, and accepted in court.

As AT technologies evolve, their role in the legal system will expand—enabling
faster case resolution, more equitable justice, and global collaboration in transnational
legal challenges. Legal professionals must be equipped to leverage these tools while
ensuring ethical oversight and legal rigor.

3 Challenges and Ethical Considerations

While AI and ML offer transformative advantages in forensic science, their imple-
mentation introduces critical ethical, legal, and operational challenges. Ensuring
responsible and effective adoption of Al in legal forensics requires addressing the
following key concerns:

e Data Privacy and Security: Al systems must comply with data protection reg-
ulations such as GDPR and HIPAA, especially when handling sensitive legal or
biometric information.

e Bias in AT Models: Algorithms trained on non-representative datasets may rein-
force existing societal biases, leading to wrongful identifications or unfair legal
conclusions.

® Legal and Regulatory Compliance: Forensic tools powered by AI must align
with evidentiary standards to ensure admissibility in courts, necessitating validation,
documentation, and judicial oversight.

® Interpretability and Human Oversight: Al-generated decisions must be
transparent and explainable, allowing forensic experts and legal professionals to
understand and verify system outputs.

e Ethical Use and Accountability: Misuse of AI in surveillance, profiling, or
manipulation of evidence poses risks to civil liberties. Robust ethical frameworks
are required to define acceptable boundaries and accountability mechanisms.



4 Future Directions and Recommendations

The next frontier of Al in legal forensics lies in the convergence of interdisciplinary
innovation, regulatory harmonization, and scalable real-time applications. Key future
directions include:

e Al-Enhanced Biometric Fusion: Integrating facial recognition, voice profiling,
gait analysis, and iris scanning into a unified forensic identity verification framework.

¢ Quantum Computing Integration: Leveraging quantum algorithms to acceler-
ate decryption, data authentication, and secure transmission of forensic data across
jurisdictions.

e Portable AI Forensic Units: Developing mobile, edge-computing-enabled foren-
sic devices for on-site analysis of digital evidence, biosignals, and chemical
signatures.

e Standardization of AI Forensic Protocols: Establishing globally accepted
technical and ethical standards to ensure interoperability and accountability in
cross-border legal investigations.

e Explainable AT (XAI) Implementation: Prioritizing interpretable model design
in forensic applications to build trust, support legal scrutiny, and uphold judicial
integrity.

5 Conclusion

Artificial Intelligence (AI) and Machine Learning (ML) have fundamentally reshaped
forensic science, enabling faster, more accurate, and scalable investigative capabilities
across diverse domains—Ilegal analysis, digital forensics, canine detection, and genetic
profiling. By automating complex processes such as evidence correlation, document
analysis, malware detection, and scent identification, Al-driven systems significantly
enhance the effectiveness of modern forensic investigations.

The ability of AI to extract actionable insights from vast, multimodal datasets
has empowered legal professionals and law enforcement to pursue justice with greater
precision and efficiency. However, the integration of Al into forensic workflows also
demands rigorous attention to issues of fairness, bias, privacy, and legal admissibility.

As research and technology evolve, the future of Al-enabled forensics lies in ethical
innovation, real-time intelligence, and global collaboration. The continued develop-
ment of trustworthy and transparent Al systems will be essential to ensuring that the
pursuit of justice remains both equitable and technologically resilient in the years to
come.
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Abstract

Three Bills namely the Bharatiya Nyaya Sanhita 2023 (BNS), the Bharatiya
Nagarik Suraksha Sanhita 2023(BNSS), and the Bharatiya Sakshya Adhiniyam
2023 (BSA) was passed in the winter session of the parliament. After the assent
of Hon’ble President of India three Acts have been notified in the Gazette of
India on 25 Dec 2023 and promulgated from 01st July 2024. These three new
criminal laws have repealed and replaced the Indian Penal Code 1860, the Code
of Criminal Procedure 1973 and the Indian Evidence Act, 1872. The Bharatiya
Sakshya Adhiniyam 2023 covers the provisions related to admissibility of digital
evidence in the court of Law. The integrity of the digital content due to its
probative value is the essential yardstick for admissibility. This paper examines
the technical and legal implications for the admissibility of digital evidence as
per the new laws and proposes a procedure for establishing the integrity of the
electronic evidence through a proof-of-concept. The framework suggested in this
paper provides reliable procedure for establishing the integrity of the digital
evidence submitted by the custodian in-line with the techno-legal imperatives of
the new criminal laws.

Keywords: BNSS, BNS, BSA, Certificate, Integrity, Hashing, Digital Evidence

1 Introduction

The increasing reliance on digital evidence in criminal investigations and judicial
proceedings necessitates robust mechanisms to ensure its authenticity, integrity,
and admissibility. The enactment of three new criminal laws in India—Bharatiya



Nyaya Sanhita (BNS) 2023, Bharatiya Nagarik Suraksha Sanhita (BNSS) 2023, and
Bharatiya Sakshya Adhiniyam (BSA) 2023—marks a significant transformation in the
Indian criminal justice system, replacing colonial-era statutes and embracing contem-
porary legal and technological realities. Of particular importance is the BSA 2023,
which redefines the evidentiary status of digital records by classifying them as primary
evidence, thereby underscoring the need for reliable standards for digital evidence
integrity.

Prior to these reforms, the Indian Evidence Act, 1872, governed the admissibility
of electronic records under Sections 65A and 65B, with significant ambiguities sur-
rounding the structure and content of digital evidence certificates. The absence of a
standardized format and explicit integrity verification protocols often led to challenges
in court. The BSA 2023 addresses these limitations by prescribing a detailed certificate
structure under Section 63(4)(c), incorporating cryptographic hash value verification
as the foundational method to establish the integrity of electronic evidence.

This paper presents a comprehensive techno-legal framework aligned with the pro-
visions of BSA 2023. It outlines a two-part certificate system involving both the
custodian and an expert, clarifies the legal authority of experts under BNSS and IT
Act 2000, and proposes a proof-of-concept implementation using standard hashing
algorithms such as MD5, SHA256, and SHA512. The methodology ensures that digi-
tal records are verifiably unaltered, reinforcing their admissibility and probative value
in court. Through this framework, the study bridges the gap between legal require-
ments and technological feasibility, offering a scalable and legally sound approach for
handling digital evidence in modern criminal litigation.

2 Background

Section 65A and 65B were inserted in the Indian Evidence Act 1872 (IEA) via an
amendment brought by the IT Act 2000 [1-3]. Section 65B, which deals with the
admissibility of electronic evidence, was heavily drawn from Section 5 of the UK Civil
Evidence Act, 1968. However, Section 5 of the UK Civil Evidence Act was repealed by
the Civil Evidence Act 1995 following the recommendations of the Law Commission
made in 1983 [4].

Since it is a digital record taken from the original source that is admissible under
this special provision for examination by the court, the integrity of the digital content
was a major concern. Section 65B(4) of the IEA covered the requirement with regard
to a certificate [5], however, the format of the certificate was not prescribed. The
certificate submitted under the provisions of Section 65B(4) was expected to be self-
contained in regard to the integrity of the digital content taken from the original
source. However, there was no provision in the certificate to ensure such integrity.

Thus, the certificate did not provide a foolproof mechanism for establishing the
relevancy and accuracy of the digital content for its admissibility in the court of law.
Considering these limitations and in order to ensure the integrity of digital content
[6, 7], a relevant section has been incorporated into the new criminal laws, which
establishes the integrity of the digital record by capturing its hash value.



3 Major Changes in the New Criminal Law for the
Admissibility of Digital Evidence

The Bharatiya Sakshya Adhiniyam 2023 (BSA) replaces the Indian Evidence Act, 1872
(IEA) [8]. The IEA provided for two kinds of evidence: documentary and oral. Docu-
mentary evidence included primary evidence, i.e., original documents, and secondary
evidence, which proves the contents of the original. The BSA retains this distinction.
Importantly, it includes electronic records in the definition of documents [9]. While
the IEA categorized electronic records as secondary evidence, the BSA classifies them
as primary evidence. It also expands the definition of such records to include infor-
mation stored in semiconductor memory, communication devices, and digital records
generated from smartphones, laptops, intermediaries, and cloud platforms [10].

4 Admissibility of Digital Evidence Under New
Criminal Law

The Bharatiya Sakshya Adhiniyam 2023 (BSA) is a procedural law that provides the
rules and regulations governing the relevancy and admissibility of evidence in court
proceedings. It aims to remove ambiguities and help avoid probable intricacies that
may arise during the admissibility of relevant electronic evidence.

Section 63(4)(c) of the BSA requires a certificate to accompany electronic records
for admissibility. This certificate serves to identify the record and describe how it was
produced, among other aspects. A model certificate is annexed in the Schedule of the
Adhiniyam [11]. The certificate is intended to authenticate and verify the contents of
electronic records, in line with Section 63(2) of the BSA.

Furthermore, the certificate submitted by the party under Section 63(4)(c) must
be examined and verified by an expert, as per the same section. The certificate consists
of two parts. Part A must be completed by the custodian of the device and captures
information related to the custodian, identity of the electronic device, legal informa-
tion, and the hash value of the digital record obtained from the original source device.
The custodian may be the individual who owns, manages, or maintains the electronic
device or digital record.

Part B is intended for the expert, who must verify all information regarding the
electronic evidence, including the hash value furnished by the custodian. There are four
major components in the certificate: (1) information about the custodian, (2) technical
information, (3) legal information, and (4) the hash value of the digital record. These
components are illustrated in Figure 1.

5 ‘Expert’ as per the Provisions of New Criminal Law

As the certificate prescribed under Section 63(4)(c) of the BSA mandates verification of
the information furnished under Part A by an expert, it is essential to examine the legal
provisions determining who qualifies as an expert. In this regard, references were made
to the Information Technology Act, 2000 (IT Act 2000) and the Bharatiya Nagarik
Suraksha Sanhita, 2023 (BNSS 2023). It was observed that scientific experts from



PART A PART B

Custodian Information I | Expert Information
Device/Digital Record Device/Digital Record
Technical Information Technical Information
Legal Information I | Legal Information
Hash Value of Hash Value of
Electronic Evidence Electronic Evidence
Signature of the Custodian Signature of the Expert

Fig. 1 Essential components of the Certificate prescribed under Section 63(4) of BSA

Cyber-Forensic Divisions of forensic laboratories, as notified under Section 293(4)(e)
of the Criminal Procedure Code (CrPC) and under Section 79A of the IT Act 2000,
are already engaged in examining, analysing, and reporting such cases [12, 13].

The provisions under Section 293(4)(e) of CrPC now correspond to Section
329(4)(e) of the BNSS 2023. Since both the IT Act and the BNSS govern admissibility
of electronic or digital records, the qualifications for ‘Expert’ must align with Section
T9A of the IT Act 2000 and Section 329(4)(e) of the BNSS 2023.

5.1 Section 79A of the Information Technology Act, 2000

Section 79A of the IT Act stipulates that the Central Government may, by notification
in the Official Gazette, designate any department, body, or agency of the Central or
State Government as an Exzaminer of Electronic FEvidence for providing expert opinion
in court or other legal forums. The Act defines “electronic form evidence” as any
information of probative value that is stored or transmitted in digital format. This
includes computer evidence, digital audio, digital video, cell phones, and digital fax
machines.

5.2 Section 329 of BNSS 2023

Section 329 of the BNSS 2023 pertains to the reports of certain government scientific
experts. Subsection 329(4) enumerates the experts qualified to submit such reports,
including:

) Any Chemical Examiner or Assistant Chemical Examiner to the Government;
) The Chief Controller of Explosives;
) The Director of the Finger Print Bureau;
d) The Director of the Haffkine Institute, Bombay;
) The Director, Deputy Director, or Assistant Director of a Central or State Forensic
Science Laboratory;
(f) The Serologist to the Government;



(g) Any other scientific expert notified by the State or Central Government for this
purpose.

6 Establishing Integrity of Digital Evidence

The information furnished in Part A of the certificate must be verified by the expert. A
cryptographic hash function is a mathematical algorithm used to map data of arbitrary
size onto data of fixed size. It is inherently a one-way function and produces a unique
output for a given input, thereby enabling verification of data integrity [14-17].

Hash values are unique to digital records; hence, they serve as digital fingerprints.
Because the process is non-reversible and deterministic, it is ideal for validating that
a digital record has not been altered [18, 19].

Popular hashing algorithms used for this purpose include MD5, SHA-256, and
SHA-512 [20]. A schematic of the proposed methodology to verify the integrity of
digital records as per the new criminal laws is shown in Figure 2.

PART A: DEVICE CUSTODIAN PART B: EXPERT
Generate Hash Value Generate Hash Value from Original
of Digital Record from Digital Record Received from
the Source Device Custodian

Verify Hash Value of Aand B I-—

Hash Value Verification Failed: No Integrity |-— Hash Value Matched: Integrity Established

Fig. 2 Methodology to establish integrity of the digital record by the expert using hash value
verification

7 Proof of Concept

The new criminal laws are forward-looking legal documents that incorporate techno-
logical advancements to enhance the judicial process. One such advancement is the
requirement for establishing the integrity of electronic evidence through cryptographic
hash values. According to Section 63(4)(c) of the BSA 2023, the custodian of the elec-
tronic evidence must generate and document the hash value in Part A of the prescribed
certificate.

An experimental setup was created to test this process, using the tools listed in
Table 1. This setup facilitated the generation of hash values from selected digital
records, which were then verified by an expert to confirm their integrity.



Table 1 Tools used in experimental setup for integrity verification

Device/Tool Description Remarks

Computer Windows 10 OS, Intel(R) Core i3-9100 | Hash Value Generator was installed
CPU @ 3.60GHz, 12.0 GB RAM

Application for Hash | HashMyFiles (NirSoft Tool) Supports MD5, SHA256, SHA512

Generation

Digital Device USB Drive, File System: exFAT Digital record stored for verification

Record

Nature of Digital | Image files (JFIF, JPG), Video file (MP4) | 2 image files, 1 video file

8 Implementation of Proof of Concept

The generation and verification of hash values are core technology components of the
digital evidence certification process under Section 63(4)(c) of the BSA. The procedure
involves a two-step workflow:

1. Generation: The custodian generates the hash value using a certified application
and records it in Part A of the certificate.

2. Verification: The expert independently regenerates the hash value from the
submitted evidence and compares it against the custodian’s entry in Part A.

This process is illustrated in Figure 3.

Generation of Hash Verification of Hash

.. Recording of Hash Value Value by the Expert
Value OfbDyf::I Record on a Prescribed (Section 79A of IT Act
. Certificate as per BSA 2000/Section 329 of
Custodian(Owned/Main Section 63(4) BNSS)

tained/Managed)

Fig. 3 Hash Value verification process

Three digital files—two images and one video—were processed as part of the proof-
of-concept. Their hash values were computed and compared between the custodian
and the expert, with results summarized in Table ?7.

9 Results of the Hashing Operation

The results of the hashing operation performed on three digital files are shown in
Table 2. The metadata of these files are also included in the same table, along with
their respective hash values. The hash values generated by the custodian align with
the requirements prescribed in the certificate and match exactly with those generated
independently by the expert, as required under Part B of the certificate.



Table 2 Summary of hash value verification for digital content

File Algorithm Custodian Hash (Part | Expert Hash (Part B) Match
A)

Art.jfif MD5 979313...a79f3 979313...a79f3 Yes
SHA256 964alb...b1760 964alb...b1760 Yes
SHA512 50f950...cab62 50f950...cab62 Yes

Metaverse.jpg MD5 204fed...e562 204fed...e562 Yes
SHA256 8da057...b8ea 8da057...b8ea Yes
SHA512 45f6fa...9271 45f6fa...9271 Yes

Final_video.mp4 MD5 642113...3b8e 642113...3b8e Yes
SHA256 fc258e...535 fc258e...535 Yes
SHA512 1b69d5...c4cda 1b69d5...c4cda Yes

This hashing procedure was applied to files of different formats—two images and
one video—each containing distinct digital content. Upon verification, the respec-
tive hash values matched completely, thereby establishing the integrity of the digital
records. This integrity is crucial for the admissibility of electronic evidence in the court
of law.

These results validate the effectiveness of the proposed two-step process to prove
the integrity of digital evidence. The consistency in hash values demonstrates that the
procedure is a robust, full-proof method in alignment with the techno-legal require-
ments as outlined in Section 63(4)(c) of the Bharatiya Sakshya Adhiniyam (BSA)
2023.

10 Conclusion

The adoption of advanced technologies is a defining feature of the new criminal laws
in India. These reforms elevate the status of digital evidence, treating it at par with
physical evidence in terms of probative value. Consequently, the admissibility of digital
evidence now hinges on rigorous procedures to ensure its integrity.

The techno-legal framework proposed in this paper introduces a simplified yet
effective procedure for verifying the integrity of electronic evidence. This framework
is mandatory for admissibility and complies with the provisions set forth in the
BSA 2023. By introducing a certificate-based system that incorporates hash value
verification, the framework strengthens the legal validity of digital records.

Aligned with the modernizing intent of the new criminal laws, this approach lever-
ages scientific technology to support justice delivery. Its adoption will not only simplify
the admissibility process but also expedite legal proceedings in cases that rely heavily
on electronic evidence.
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Abstract

Age and trust behavior have a direct connection to forensic science, particularly within forensic
psychology and digital forensics, as they reflect fundamental neurological and behavioral changes
that influence vulnerability to exploitation. Older adults, due to reduced activity in the brain’s
salience network and a tendency toward positivity bias, often struggle to accurately assess
interpersonal trust, making them prime targets for fraud, financial abuse, and online deception.
This neurobiological understanding enables forensic scientists to better profile perpetrators who
prey on cognitively vulnerable individuals, refine digital evidence analysis related to such crimes,
and develop age-specific investigative strategies. Furthermore, integrating neuroscientific insights
into forensic interviews and assessments can improve evidence interpretation in cases involving
elderly victims, ultimately strengthening legal outcomes and enhancing protections for aging
populations.
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An Evolving Global Age Distribution and New
Implications for Social Cognition and Inter-
personal Trust

In the years to come, there will be a significant global
increase in the number of older adult persons. Some
projections indicate that by 2030, there will be a higher
number of adults age 60 or over than those between
the ages of 10 to 24 [1]. It is critical to proactively ad-
dress the novel challenges that societies will face with
a shifting demography. In particular, understanding
the neuropsychological changes that take place with
advancing age and the effects these changes have on
how older adults function and engage with their sur-
roundings will become increasingly important in de-
signing products, programs, and services to support
the global population in the face of these inevitable
new challenges.

In this paper, we link empirical findings from neuro-
scientific investigations of interpersonal trust behavior
in older adults to incidences of financial exploitation,
health care fraud, and digital deception—consumer
harms for which older adults are preferentially target-
ed by bad actors.

Financial exploitation schemes include efforts to
persuade older adults to provide access to personal
financial accounts through mail, in-person, over-the-
phone, or online spoofing. These schemes resultin the
theft or embezzlement of money or other property,
and while the damage is difficult to estimate, some
have reported that older adults lose about $36.5 billion
each year to such financial abuse [2]. Similarly, health
care fraud tactics exploit older adults through fraudu-
lent billing via Medicare, private insurance, or personal
funds. These older adults can also be subjected to

unnecessary or unsafe medical procedures, resulting
in compromised medical records. Lastly, digital disin-
formation, a more novel form of online victimization,
takes advantage of social media platforms to spread
misleading information that can affect a myriad of
public interest concerns.

There are common problems across these forms
of victimization. The potential victim faces the chal-
lenge of assessing the trustworthiness of the group or
individual with which they interact. It can be difficult
to judge the veracity and credibility of various sourc-
es of information. Finally, assessments of trust occur
over different timelines: via one-time (e.g., unsolicited
robocalls) or continuous (e.g., close friends or fam-
ily members) engagement with individuals or groups
harboring bad intentions. Determining the underlying
reasons for these faulty evaluations of trust may prove
useful in developing tools to combat these forms of
victimization.

Emerging evidence from neuroscientific investiga-
tions of interpersonal trust behavior is revealing how
the capacity to evaluate and subsequently act on un-
trustworthy agents with potentially nefarious inten-
tions changes as we age. Interpersonal trust encom-
passes a person's willingness to be vulnerable to the
risk of treachery based on the expectation that the
actions of another will produce some future positive
outcome due to the possibility of reciprocity. Available
evidence from both cross-sectional and longitudinal
survey studies has shown age-related changes in this
behavior [3].

For example, older adults are less concerned with
information that contradicts their first impressions
about the trustworthiness of others, resulting in poor
evaluations of the trustworthiness of other people [4].
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Further, in experimental economic exchange para-
digms, wherein players assume the role of an investor
(i.e., trustor) and responder (i.e., trustee), older adults
engaged as trustors have been shown to be likelier to
invest in trustees with an untrustworthy reputation (al-
though the evidence is mixed) [5].

Complementing these behavioral findings, research
in social cognitive affective neuroscience has linked
age-related alterations in brain circuitry with changes
in trusting behavior potentially leading to heightened
susceptibility to financial fraud [6].

Collectively, these results—in older adults presenting
with no neurological, medical, or mental conditions—
suggest new public interest mechanisms may need to
be developed to protect older adults from nefarious in-
teractions. Recently, a neurobiological trust framework
has been proposed in which the psychological compo-
nents of trust (i.e., affect, cognition, and motivation)
are linked to brain networks (see Figure 1) [7].

Trust.

worthiness

Strategy

vSTR
Amygdala

Mapping the Neurobiological Components of
Interpersonal Trust

Making individual designations of trust in a social in-
teraction—whether in the physical world or through an
online interface—is the practice of successfully evalu-
ating the potential benefits and costs when interact-
ing with entities. Trusting an entity creates uncertain-
ty, which results from the cost of potential treachery
weighed against the anticipation of benefits after be-
ing trusted. Evidence suggests that older adults weigh
costs and benefits differently from their younger coun-
terparts [8]. Whereas older adults resemble younger
adults in exhibiting increases in neural activity (in the
brain’s reward network) during the anticipation of ben-
efits, they do not resemble younger adults in exhibiting
increases in activity in the anterior insula (a component
of the brain’s salience network associated with evalu-
ating the anticipation of costs and betrayal aversion).
In fact, older adults have lower neural activity in this

dSTR dIPFC —

@ Reward Network @ Central-Executive Network
@ salience Network @ Default-Mode Network

Legend: Al, anterior insula; dACC, dorsal anterior cingulate cortex; dIPFC, dorsolateral prefrontal cortex;
dmPFC; dorsomedial prefrontal cortex; dSTR, dorsal striatum; SN; substantia nigra; TPJ, temporoparietal
junction; VIPFC, ventrolateral prefrontal cortex; vmPFC, ventromedial prefrontal cortex; VSTR, ventral

striatum; VTA, ventral tegmentum area.

FIGURE 1 | Neurobiological Framework of Trust

SOURCE: Adjusted and reprinted with permission from Krueger, F., and A. Meyer-Lindenberg “To-
wards a model of interpersonal trust drawn from neuroscience, psychology, and economics,” Trends

in Neurosciences.

NOTE: Trust arises through the interplay of factors (t-r-u-s-t: treachery, reward, uncertainty, strategy, and trustworthi-
ness)—linked to psychological components (i.e., affect, cognition, and motivation)—that engage key brain regions
(circles) anchored in large-scale brain networks. Vulnerability from trusting another person builds uncertainty (purple
ellipse) due to risk of treachery (red rectangle, affect, salience network), instead of anticipation of reward (green rectan-
gle, motivation, reward network). To remove the uncertainty, the salience network engages either the central-executive
network (dark blue rectangle) to adopt a context-based strategy, or the default-mode network (light blue rectangle) to

evaluate trustworthiness for trusting a partner.
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region when trying to recognize faces that displayed
selfishness rather than cooperation—suggesting a ten-
dency in older adults to overestimate the trustworthi-
ness of others [4].

With these behavioral differences established, we
return to the neurobiological trust framework [7]. Two
different types of cognitive systems are crucial to the
removal of uncertainty that comes with trusting anoth-
er person: the social cognition system (default-mode
network), to evaluate the trustworthiness of a partner,
and the cognitive control system (central-executive
network), to employ context-based strategies for trust-
ing a partner. The social cognition system is essential in
assessing whether to trust an individual or group and
supports the ability to infer and attribute the intentions
and traits of others. Trustors with higher perspective-
taking tendencies not only show greater trust toward
others but also reduce their trust more drastically after
betrayal by others. Age-related changes in the default-
mode network may negatively affect how older adults
navigate their social environments, exposing them to
nefarious actors.

Complementing this first system, the cognitive con-
trol system allows one to adopt goal-directed behav-
ior under changing contexts. Accumulating evidence
indicates that although some cognitive functions are
affected as we age, others are spared. Specifically,
whereas crystallized cognitive abilities (e.g., conceptual
knowledge) are preserved, fluid cognitive abilities (e.g.,
executive control, working memory, and attention)
steadily decline with age [8]. Consequently, older adults
may experience particular difficulties when faced with
trust decisions involving the simultaneous processing
and evaluation of disparate pieces of information—a
scenario that taps into fluid cognitive abilities.

In summary, based on the neurobiological trust
framework, age-related findings in studies of interper-
sonal trust behavior are likely driven by the impair-
ment of the affective component of trust in the sa-
lience network (but not in the motivational component
in the reward network), which therefore can impact the
socio-cognitive components of trust in default-mode
network and central-executive network.

This conclusion about age-related changes in inter-
personal trust behavior is in accordance with the gen-
eral assumption of socioemotional selectivity theory
[9], which proposes an increase of positive emotional
and social experiences in ways that foster well-being
with advancing age and narrowing time horizon. Ac-
cording to this theory, older adults demonstrate a posi-

tivity bias that enhances the salience of more positive
than negative valanced information, increases atten-
tion to socioemotional cues, and improves memory for
positive stimuli or events in later life [10]. While these
changes are associated with emotional and mental
well-being, this bias may lead to greater likelihood of
victimization due to excessive trust afforded to individu-
als and groups. Although the present commentary spe-
cifically focuses on changes in trust behavior across the
life span that could potentially lead to various forms of
victimization, we do acknowledge other factors, such
as declines in functional capacity and mental well-be-
ing, that may also contribute to an overall greater risk
of victimization [11].

A Case for Policy to Combat Public Interest
Harms Related to Changes in Interpersonal
Trust Associated with Age

Mounting evidence from neuropsychology is uncov-
ering the mechanisms by which older adults engage
in interpersonal trust behavior. The development of
predictive neural markers building on individual brain
differences associated with age-related changes in
this behavior may permit the identification of neural
phenotypes that in turn serve as targets for interven-
tions. Such approaches may inform the development
of more targeted behavioral and neural interventions
that incorporate cognitive capacities that are preserved
across the life span. Understanding the mechanisms
and conditions under which older adults differ from
younger adults in their processing and evaluations of
interpersonal trust behavior can also impact features
of programs and policies. For example, law enforce-
ment and regulatory entities operating in financial and
healthcare industries can collect trust-related-behav-
ior-based fraud indicators and incorporate relevant
data into loss prevention internal controls in the ser-
vice of protecting vulnerable older adults.

Further exploration into the various mechanisms
through which older adults process different forms of
fraudulent behavior may prove helpful. Indeed, while
such fraud-related incidents as the digital disinforma-
tion problem have been shown to affect older adults
more than others, there is scant analysis that charts
how cognitive processes relating to disinformation in
older adults differ from processes including financial
exploitation. While both financial exploitation and dis-
information are activities instigated by nefarious ac-
tors, they occur in divergent ways—e.g., in motivation,
platform, and demands placed on the victim—which
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may affect how older adults respond to such instiga-
tions. Furthermore, ongoing policy, programmatic,
and research efforts have not—to our knowledge—in-
tegrated the relative degrees of social pressure these
various forms of fraud might instigate. Financial exploi-
tation, for example, often involves an individual target,
whereas the disinformation problem occurs on inter-
net platforms and is disseminated to large classes with
one mouse click.

Ultimately, we see this commentary as starting a con-
versation among stakeholders in the academic, public,
and private sectors to identify how findings from neu-
ropsychology can potentially inform and shape future
public policies around issues that have touchpoints
with interpersonal trust behavior. Greater engagement
among these stakeholders has the benefit of cultivat-
ing an environment in which scientific investigators de-
sign questions that readily allow for translation of their
findings to practice, the development of programmatic
and policy interventions that incorporate the latest
advances from research and practice, and, in the neu-
roscientific research community, the advancement of
the importance of viewing their findings from a public
health and policy lens.
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Abstract. A common assumption in data used for popular behavioral
analysis modalities like typing, gaits and swipes is that features ex-
tracted from the data follow the normal distribution. The assumption
of normality impacts key facets of research, such as decisions of sam-
pling techniques and classification models; and performance and results
from the resulting systems. Through the analysis of eight open-access
datasets collected on tablets and phones (gait, swipes, and typing), and
desktops (typing), we question the assumption of normality in the ex-
tracted features. Using non-parametric normality tests (Lilliefors test and
Shapiro-Wilk test), we test the null hypothesis "the test sample comes
from a normal distribution" and examine features that have been popu-
larly used in the literature from these activities. In most cases, less than
25% of the tested samples have p values > 0.05, which asserts that a
majority of features do not follow a normal distribution. Although non-
normality in keystroke latencies on the desktop has been shown in the
literature, no previous work examined a large umbrella of biometric data,
such as keystroke latencies, gait, and swipe data on desktops, phones and
tablets. We also provide alternate solutions to address the non-normality
in mobile or wearable device-based behavioral biometric data.

Our work raises the questions, "Should the assumption of normality be
the norm in behavioral biometric modalities?". We posit that our results
will change how behavioral data analysis is approached by emphasizing
the validity of assumptions about the underlying data. This study can
potentially impact a large body of work in desktop, mobile and wearable
devices-based behavior analysis.

Keywords: Keystroke - Gait - Stairs - Swipe - Phone - Tablet - Desktop
- Normality Assumption - Gaussian Distribution

1 Introduction

With the ubiquitous availability and spread of desktops, mobile devices-such as
smartphones, tablets-and smartwatches, keyboards, both physical and on-screen,
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and touch screens have emerged as the most common interface to these devices.
In addition, many applications use onboard inertial sensors, such as accelerom-
eters and gyroscopes, for tasks related to health monitoring, gait analysis, etc..
Many studies assume the underlying distribution of features from keystrokes,
swipes, accelerometer and gyroscope readings to be normal [12,13]. Such as-
sumptions are made for theoretical or calculational simplicity discussed in later
sections. However, the effects of assuming an underlying normal distribution in
data when it is not have been explored in various fields [86, 17, 18]. This misas-
sumption can be a source of error in classifications when it influences the decision
rules in the classifier, and in an adversarial approach lead to inefficient attacks
if the generative model depends only on the mean and standard deviation.

We use a collection of open source benchmark datasets that include single-
activity or single-device datasets [115,116,118,117,125,126,119], and a large
multi-modality dataset (SU-AIS BB-MAS [19]), which consists of data from 117
users providing keystrokes data on desktop, phone and tablet; accelerometer and
gyroscope data while walking, climbing upstairs and downstairs with a phone and
a tablet; and touch screen swiping data on phone and tablet, for our experiments.
We defined the null hypothesis Hy to be "the test sample comes from a normal
distribution" and performed a large number of Lilliefors tests and Shapiro-Wilk’s
tests on all modalities in these datasets. To summarize results, we categorize the
features into four different categories: a) less than 25% of samples with p-value
>0.05; b) 256% to 50% of samples with p-value >0.05; ¢) 50% to 75% of samples
with p-value >0.05; and, d) above 75% samples with p-value >0.05. We find
that except for the features from samples taken from climbing upstairs and
downstairs data, almost all features from samples of all other activities were
in the first category. It means that less than 25% of the samples cannot reject
the null hypothesis (the sample comes from a normal distribution) at a 0.05
significance level.

Although many other fields have witnessed research work cautioning the
naivety in the assumption of normality, this assumption has hardly been ex-
amined in behavioral biometric modalities. Lesser so in the case of multiple
activities that span multiple devices. We present related literature, and briefly
explore why studies assume normality in data, why these features depart from
the normal distribution, and what distributions approximate best to these fea-
tures. We also give brief descriptions of the eight datasets that we used and
popularly used features extracted from these activities, explain our experiments
in detail, analyze and discuss the experimental results, and conclude with the
impacts of our findings.

1.1 Key Contributions

— We show, with suitable non-parametric tests, that the most commonly de-
scribed features for mobile device-based biometric data from activities like
typing, gait and swiping do not have an underlying normal distribution.

— We discuss why the assumption of normality is widely accepted in this field,
why these features depart from the normal distribution, and perform the chi-
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square statistics to get distributions that best approximate these features,
which provide an overall perspective of what kind of distribution these fea-
tures conform to.

— We perform our tests on the large multi-modality BBMAS dataset [19], as
well as seven single-modality datasets for gait [115,116], Swipe [118,117],
and Typing [125, 126, 119]. The results show that our findings are consistent
and can be generalized.

— We discuss alternate approaches to mitigate or avoid the negative effects of
assuming a non-existent normal distribution in data.

— We present the important implications of our findings for modeling distri-
butions and classifier choices.

2 Motivation and related work

Behavioral biometrics includes a broad spectrum of modalities involving human
behavior while performing day-to-day tasks. With the spread of mobile devices,
such as smartphones and tablets, gait, keystrokes, and swiping patterns are the
most explored biometrics with the interface to these mobile devices in recent
years. Studies have focused on utilizing various aspects of these behavioral bio-
metrics for authentication [100, 103], verification [106], continuous authentication
[52], gender detection [54,107], age detection [56], fatigue detection [55], mood
disturbance detection [58], lie detection [57] and detection of various health con-
ditions. Many of these works have either purposefully or inadvertently assumed
an underlying normal distribution in the features extracted from the data, re-
flected in their analysis methods or their choice of classifiers. Although assuming
a normal distribution helps simplify the problem, it may not always lead to the
best results.

The adverse effects of assuming a normal distribution have been significantly
studied in different fields. In the Constraint Satisfaction Problems (CSP) field,
[17] proves that in the results produced by many heuristic combinations on
random binary CSPs and 3-coloring problems, the benchmarks for CSP, the as-
sumption of normality does not hold. The authors also appeal for statistics that
do not rely on the normality assumption to analyze empirical results for CSP. In
processes involving the classification of remotely sensed data from different spec-
tral bands (image classification is a subset of this problem family), [18] showed
that the brightness values distributions did not follow a normal distribution.
They further remarked that this fallacy was a major source of error in land
cover classification when decision rules employed in the classifier assumed an
underlying normal distribution. In Dunning’s [86] work on the statistical analy-
sis of text, they pointed out that the assumption of normal distribution limits
the ability to analyze rare events and that those rare events were a significant
fraction of real text.

When dealing with the solution space for the economic design of X-bar control
charts, [87] show that the non-normality assumption also has a more significant
effect on the Type II error probability than the Type I error probability. In the
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research of Human Cancer Genomes, wrongly assuming a normally distributed
Gene expression was shown to affect multiple facets, including identification
of expression patterns, annotation, and classification [88]. They also concluded
that small departures from normality were not analytically insignificant. [93]
questioned the adequacy of data characterization using normal distributions and
argued that an asymmetric view would increase recognition of data distributions
and the quality of interpretation.

2.1 Why prior works might have assumed normal distribution in
data?

We found two main concepts that many studies used to justify their assumption
of normality in most datasets: the Central Limit Theorem (CLT) [89] and the
Cramer-Rao Lower Bound (CRLB) [90].

The popularity of the assumption of normality can be attributed to the fact
that noise in many systems has been represented well using a normal distribution.
The Gaussian assumption is a good conservative choice when not much is known
about the data, which is also supported by CLT stating that the distribution
of sample means tends to form a normal distribution as the sample size gets
larger. A Gaussian distribution also minimizes the Fisher Information, which is
the inverse of CRLB. In other words, the CRLB under the Gaussian distribution
works for the worst-case scenario, maximizing the CRLB (see [15]). Therefore,
minimizing the largest CRLB is interpreted as min-max optimal [16]. To relate
our discussions and analysis, we briefly introduce both of these concepts below.

Central Limit Theorem

If (X1, X, ..., X,,) is a random sample of size n taken from a population with
mean p and finite variance o2, and if X is the sample mean, the limiting form
of the distribution of Z = (X — pu)/(0/+/n), as n — 0o, is the standard normal
distribution (see Theorem 7.2 in [108]).

It is often assumed that estimated population means and variance are inde-
pendent for simplicity, implying sample variance means and variance are inde-
pendent, which is valid only for normal distribution.

Many research works inadvertently back on CLT for their modeling choices. A
good example of this scenario is the use of Gaussian Mixture models for keystroke
analysis [110-112] and touchscreen swipe analysis [113,114]. A Gaussian Mixture
model assumes the data follows a mixture of individual multivariate Gaussians
or Gaussian Mixture distribution, which is only a good choice if the data is a
mixture of Gaussians and has a sufficiently large number of samples, implicitly
invoking CLT.

Fisher Information and Cramer-Rao Lower Bound

Fisher information for a random sample from f(x|0), where 6 is an unknown
parameter and n — oo, is expressed as I(0) = -E[(9%/90%) log f(X|0)], (see
Theorem 5.8 [109]).
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If § is an unbiased estimator of 6, and [90] states that the variance of  is
bounded by the reciprocal of Fisher Information, i.e. var(d) > 1/(nI(6), using
CLT, it follows that as sample size tends to infinity, the maximum likelihood
estimator is asymptotically unbiased and asymptotic distribution of 6 is normal.

i.e. for a true value 6 for 6 , /nI(60)(8 — 6y) ~ N(0,1) .

Some examples from literature

The Gaussian assumption is often applied in the modeling of keystroke latencies.
For example, the work in [12] modeled the latencies of 142 pairs of characters
under the assumption that, "probability of the latency y between two keystrokes
of a character pair forms a uni-variate Gaussian distribution", and thereby deriv-
ing the p and o parameters for each character pair, to be used further down for
information gain estimation. Similarly, [13] started their bot simulations under
the assumption that the keystroke duration of a character in a word is modeled
as a random variable which is Gaussian or a constant with additive uniform
noise. Thus, their typing event injections for synthetic forgeries or bot attacks
were already under assumptions that should not be made casually.

2.2 Prior works that questioned the assumption of normality in
behavioral biometrics

In [6], the authors examined keystroke features such as Key Interval Times (Di-
graph) and Key Hold Times (Unigraph) extracted from keystroke data recorded
on desktops to test if they followed a normal distribution. The authors performed
Lilliefors test [1] and Cramer-von Mises test [91] and established that Key Hold
Times and the Key Interval Times from desktop typing did not follow a Gaussian
distribution for all Unigraphs and Digraphs. As research in keystroke dynam-
ics is a popular component of behavioral biometrics, this can be considered a
pioneering step toward questioning the normality assumption in behavioral bio-
metrics.

2.3 Why does the distribution in data depart from the normal
distribution?

Reasons for why the data might not conform to the normal distribution can be
approached from two directions.

First, the data collection process. There can be various factors that affect
the way that data is collected. For instance, most sensor-based gait data come
from the accelerometers and gyroscopes inside mobile devices or IMUs (Inertial
measurement units). However, the way or the position that the device is put
in can have influences on the data collected from these sensors. For example,
the phone is put in the pocket for some of the datasets, while it is held in
hand for some other datasets. As shown in Figure lc and Figure 1f, both of
these figures are the histogram of the energy of the x-axis. However, they show
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different distributions due to different places the phone was put while collecting
data. Figure 1c shows the histogram of "x-energy" values extracted from the
phone in hand. We can see that nearly all the values in the range of (0,0.2).
However, the histogram of "x-energy" values extracted from the phone put in
the pants’ pocket shows that there are around 1/3 of values in the range of (0.2,
0.4), as shown in Figure 1f. It results in different distributions that approximate
values of this feature. Also, the data from the accelerometers and gyroscopes
might vary significantly even though values are recorded at specific frequencies
as people walk at different speeds.

For keystroke data, the type of the keyboard can influence the speed that
people type: a higher keycap might take someone more time to press the key,
while other people might be used to it and type as usual. Additionally, typing
on the screen significantly differs from typing on the physical keyboard. A slight
touch is sufficient for the screen to capture the keystroke, resulting in the keyhold
time concentrating in a very small range.

For swiping data, the screen size and the device’s orientation can affect the
length or the duration that people can swipe. The finger people like to use
for swiping and the hand people use to hold the device also matter. All these
factors can affect the data collection process and result in the samples not being
normally distributed.

Second, some of the features are directly extracted from the raw dataset,
while other features are calculated features. Sometimes, these calculated features
do not conform to known distributions. For example, in the swiping feature sets,
the coordinates of the starting point and the ending point are extracted from the
raw data, while the first, second, and third quantiles for velocity are statistical
variables. In fact, statistical variables can be from any distributions. There are
also similar calculated features in gait feature sets.

2.4 What distributions best approximate these features if they do
not conform to the normal distribution?

Our discussion from Sections 2.2 and 2.3 naturally leads to the question: "What
distribution do we expect to get if the data does not conform to the normal
distribution?". Since histograms give us an approximate representation of how
the samples are distributed, we plot the histograms for some of the features and
find that they conform to many different types of distributions besides normal
distribution. In Figure 1, histogram plots are shown on the left side of each
figure.

We use the chi-square statistics to approximate the probability distribution
function for each feature. The chi-square (y?) statistic provides a way to test
how well a sample of data matches the (known or assumed) characteristics of
the larger population that the sample is intended to represent. The formula for
chi-square statistics is:

(0i — Ei)?

2
- ¥
Xe E,
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Fig. 1: Histogram plots and the probability density function plots that are ap-
proximated by chi-square statistics. (a) Typing data on hand-phone, Flight3 time
for pair ("e","s") (dg) Digraph, approximated by Log-normal distribution; (b)
Swiping data, minimum value of y coordinates, approximated by Inverse Gaus-
sian distribution; (c) Gait data, energy value of x-axis of accelerometer signal
from hand-phone while walking, approximated by F-distribution; (d) Typing
data on hand-tablet, Flightl time for pair ("o","SPACE") (d1o9) Digraph, ap-
proximated by Inverse Gaussian distribution; (e) Swiping data, total time for
completing a swipe, approximated by F-distribution; (f) Gait data, energy value
of x-axis of accelerometer signal from pocket-phone while walking, approximated

by Log-normal distribution.
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where c is the degree of freedom, O is the observed value and F is the expected
value.

There are two main kinds of chi-square tests: the test of independence and the
goodness-of-fit test, we use the latter. We select several common distributions
to approximate each feature for all subjects. Then we select the most frequent
distribution that appears as the distribution of each feature it conforms to. In
Figure 1, the approximated probability density functions (PDFs) are shown on
the right side of each figure. For example, in Figure 1a, the histogram plot shows
that nearly all of the samples are in the range of (0,4), while there are still a few
samples that do not in this range. It suggests that it does not conform to the
normal distribution. By using the chi-square statistics, it is best approximated
by the Log-normal distribution, which is shown on the right side. The most fre-
quent distributions that we get for each modality are shown in Table 1. The
distributions we selected for matching include: Normal distribution, Uniform
distribution, Exponential distribution, Beta distribution, Gamma distribution,
Cauchy distribution, F-distribution, Student’s t-distribution, Chi-square distri-
bution, Inverse Gaussian distribution, Log-normal distribution, Weibull mini-
mum distribution, and Weibull maximum distribution.

Table 1: Top ranked distributions that are approximated by Chi-square statistic
for each modality. The number in brackets are the number of features that
conform to this kind of distribution. (Acc: Accelerometer, Gyr: Gyroscope, DT
Desktop, HP: HandPhone, PP: PocketPhone, HT: HandTablet)

lActivity [Feature set [Top ranked distributions ‘

Acc|HP: t (8), PP: Weibull Min (11), HT: Beta (8)

Walk Gvr HP: Inverse Gaussian (16),
Cait (44) Y'PP: Weibull Min (13), HT: Log Norm (16)
Upstairs Acc|HP: Beta (12), PP: Beta (7), HT: Weibull Min (8)
G HP: Beta (13), PP: Beta (20),
Y'IHT: Inverse Gaussian (13)
Downstairs Acc|HP: Beta (8), PP: Chi Square (7), HT: Beta(18)
Gyr|HP: Beta (10), PP: Beta(19), HT: Beta(18)
.. Phone Cauchy (4), Inverse Gaussian (4
Swiping (27) bt Weibull g\/I)m (4), Beta (4), Cal(lcily 0)

DT |Weibull Max (5), t (4)
Unigraph (12)[HP |t (7)
oo AT [t (10)
ypme o | Weibull Min (16), Log Norm (14),
Digraph (72) Inverse Gaussian (14)
HP |Weibull Min (14), Inverse Gaussian (13), Beta (12)
HT |Weibull Min (21), Inverse Gaussian (11), t (8)
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2.5 How our analysis differs from related work discussed in Section
2.2

Although many other fields have questioned the naivety of the assumption of
normality, the field of behavioral biometrics has been lagging in this aspect. We
found that a Section (5.1) of the research in [6], was the only exploration in
this direction for keystroke dynamics on desktops. Behavioral biometrics is an
emerging area with many different modalities, devices and activities. For ex-
ample, typing is no more limited to a desktop, keystroke dynamics have been
studied separately on phones and tablets and other touch devices; gait as a be-
havioral biometric has been studied with different sensor placements, different
sub-activities and different devices; and, swiping patterns for behavioral biomet-
rics have been studied on different smart-screens or touch surfaces.

We examine the assumption of normality, in a large dataset consisting of a
wide range of activities and devices, as well as seven single-modality datasets col-
lected from different mobile or wearable devices. By performing a large number
of statistical tests, we show the following:

— Features extracted from accelerometers and gyroscopes in tablets and phones
(in the pocket and in hand) do not follow a Gaussian distribution while
freely walking on a flat floor. However, in a large number of samples from
activities of climbing up and down the stairs, and walking on a treadmill
at fixed speeds, the null hypothesis, that the data comes from the normal
distribution, cannot be discarded.

— Swipe features extracted from swipe trajectories, pressure, acceleration and
touch area data do not follow normal distribution on smart-phone and tablet
surfaces.

— Keystroke features on mobile devices might have different distributions from
that on desktops. On mobile devices (on-screen keyboard), keyhold times are
more likely to conform to the normal distribution, while most flight times do
not. However, these features on the desktop (physical keyboard) do not follow
the normal distribution based on our non-parameter test. Our experiments
reaffirm the findings in [6] that showed the non-normal nature of keystroke
features on desktop. We observe the same occurrence in keystroke features,
such as flight times, from phones and tablets, which have not been examined
in the literature.

— Implications of our findings and alternate approaches to handle non-normal
distributions in data.

3 Description of test datasets and popularly used features
in gait, swipe, and keystroke

In this section, we briefly describe a multi-modality dataset (SU-AIS BB-MAS
[19] dataset) and seven single-modality datasets [115,116,118,117,125,126,119|,
as well as the features that we have analyzed. These features are the most pop-
ularly used features from each of the modalities.
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Table 2: The brief description of the SU-AIS BB-MAS [19] dataset, which in-
cludes the different data types we analyzed from multiple devices and activities.
The gait activity consists of three sub-activities, walking, climbing upstairs, and
downstairs.

lActivity[Sensors / Interface[Devices [Details ‘

Accelerometer Phone in Pocket|2 sessions / user, & 5 min./ session
Gait Gyroscope Phone in Hand [Phone in Pocket for both sessions

Phone in Hand and Tablet in Hand
for one session

Tablet in Hand

.. Phone ~ 25 minutes with typing
Swiping | Touchscreen Tablet ~ 25 minutes with typing
Desktop ~ 50 minutes with mouse usage
Typing |Keystroke Phone ~ 25 minutes with swiping
Tablet ~ 25 minutes with swiping

3.1 Description of the multi-modality dataset (SU-AIS BB-MAS
[19] Dataset)

As [92] has described all aspects of this dataset in great detail, we only provide
a gist of this dataset in this section. A total of 117 users participated in the
data collection and performed several activities on different days. The activities
included typing and mouse clicking on the desktop, typing and swiping on phones
and tablets, and walking, climbing upstairs and downstairs with phones and
tablets in their pants’ pockets and hands. The dataset consists of a total of
about: 3.5 million keystroke events, 57.1 million data points for accelerometer
and gyroscope each; 1.7 million data points for swipes; and enables researchers
to explore previously unexplored directions in inter-device and inter-modality
biometrics.

3.2 Description of seven single-modality datasets

These seven datasets [115,116, 118,117,125, 126, 119] are single-activity or single-
device datasets that have been elaborately described in the literature, we only
provide a brief description of each of them. Please see Table 4 for more details.

Description of two gait datasets ([115] and [116])

The gait dataset collected in [115] consists of walking data from 20 subjects
performing two separate 15-minute walks on two different days with a mobile
phone in their pocket. The accelerometer and magnetometer in the mobile phone
collected the data while the subjects were walking. This dataset is very similar to
the walking (on a flat corridor) phase in BBMAS dataset [19]. The other dataset,
collected in [116], has data from 21 healthy heel-striking subjects walking on
a split-belt treadmill at 12 different walking speeds in the interval [0.6,1.7]m/s
with 0.1m/s increments, and each speed maintained for one minute. The subjects
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wore shoes equipped with eight markers (sensors) to keep track of the movement
of these markers.

Description of two swipe datasets ([118] and [117])

[118] collected a dataset that consisted of swiping data from 66 users per-
forming at least 80 swipes each on a smartphone. They also collected another
swipe dataset in [117], which has data separated into two categories based on
the device’s orientation. Around 100 participants gave swipes in portrait mode,
and 45 gave swipes in landscape mode, with about 80 swipes per participant.

Description of two typing datasets ([125] and [126]) on mobile devices
and one typing dataset ([119]) on desktops

The two typing datasets on mobile devices are collected in [125] and [126],
and the typing dataset on desktops is collected in [119]. All these datasets asked
participants to type ".tiebRoanl", which is chosen to be a representative of strong
passwords in [127].

The dataset in [125] consists of 51 users with 51 trials per user. The other
dataset in [126] consists of data from 54 participants. Each participant performed
at least three sessions and provided at least 60 trials in total. Though participants
were asked to type the same password on mobile phones, the keyboard layout for
these two datasets is not the same, resulting in different unigraph and digraph
features. The dataset in [119] consists of 51 users typing the same password on a
physical keyboard in eight different sessions, for a total of 400 samples per user.

3.3 Description of features that we analyzed in gait, swipe, and
keystroke

The feature extraction for this dataset can be grouped into three parts, namely
gait , swipe, and keystroke features. For each modality, we selected the most
popular features that have been studied for several years [121] [122] [123] [124].
We briefly describe the features and their storage below. A summary of the
features is presented in the Table 3.

KeyHold K; KeyHold K.
Flight1 K;,Ki.4

Flight2 K;,K;.,
Flight3 KKy |
Flight4 K, Ki.,

y
Ki Press KiRelease Ki+1 Press  Ki+1 Release

Fig. 2: Features extracted from keystroke data.
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Table 3: List of features extracted and examined in our experiments for an
underlying normal distribution.
l Data[ Features [Detaﬂs [
eMean
eStandard Deviation —Features were extracted from x, y, z and m
eBand Power (m=+/22 + y? + 22) signals from both the
eEnergy accelerometer and gyroscope.
eMedian
5 elnter Quartile Range —All features were extracted from each of the
@) eRange directional signals except for DTW distance,
eSignal to Noise Ratio Mutual Information and Correlation which
eDynamic Time Warp Dist. |were extracted between pairs of these
eMutual Information signals, i.e., x-y, x-z, x-m, y-z, y-m and z-m.
eCorrelation

eMin. x and y coordinates
eMax. x and y coordinates
eFuclidean Distance
eAngle of the swipe
oTime

eVelocity Mean and Std.
eVelocity Quartiles

—Features were extracted from a variety of
information making up a swipe.

—Features such as coordinates, angles and
direction are dependent on the touch points on
the screen and the end points of a swipe.

[}
= eAcc. Mean an . . .
£ ce. eart a d Std —Velocity, Pressure, Acceleration and Area are
2 |eAcc. Quartiles . .
n calculated with the data from corresponding
ePressure Mean and Std. .
. sensors on the touch surface of the devices.
ePressure Quartiles
eArea Mean and Std. . .
. S —The Direction feature was only used to group
eArea Quartiles . . . : -
. A the swipes into vertical and horizontal swipes.
eDirection
eKeyhold Keyhold times were ext.racted from
00 twelve most occurring unigraphs.
=] Fl. .
= . . —Flight times were extracted from
2 |eFlight 1 to Flight 4 8 . .
& eighteen most occurring digraphs.

Gait Features: As the raw data for the gait is a pair of signals from the
accelerometer and gyroscope we extract features from both. The gait data
is further subdivided into three activities; "Walking" (on a flat corridor);
"Downstairs" (going down the staircase); and, "Upstairs" (going up the
staircase). For both accelerometer and gyroscope, they keep track of the
movement along three basic directions, x, y, and z. Based on these three
directions, we can calculate an overall direction, called m, which we have
m = /22 + y2 + 22. We use a window size of two seconds with a one second
overlap between two consecutive windows. For each two second window we
extract a host of features from the accelerometer and the gyroscope along
each of these four directions. In general, statistical variables can describe
some characteristics of the data, so we extract Mean, Standard deviation,
Median frequency, Inter quartile range, Range from four directions sepa-
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rately. These data are time-series data, so Band power, Energy, Signal to
noise ratio can be extracted from these four directions. Besides, we calculate
Dynamic time warping distance between pairs of signals x-y, y-z and x-z,
Mutual information is calculated between pairs of signals x-y, x-z, x-m, y-z,
y-m and z-m, and Correlation coefficients are calculated between pairs of
signals x-y, y-z and x-z. The list of features extracted is given in Table 3.

— Swipe Features: For each swipe performed by users on tablet and phone,
various features related to the speed and trajectory of the swipes are ex-
tracted. The last row of Table 3 summarizes them. While people swipe on
the screen, it records the coordinates of the finger on the screen at certain
frequencies, so it’s natural to extract features as the minimum and the max-
imum x and y coordinates; the Euclidean distance between the start and
stop points; the tangent angle of the swipe; the total time taken to finish the
swipe; the mean and standard deviation and the quartiles of velocity, accel-
eration, pressure and area between the finger and screen; and the direction
of the swipe used to group them into horizontal or vertical swipes.

— Keystroke Features: We select the most occurring twelve unigraphs (single
key) and eighteen digraphs (pair of consecutive keys) that occurred the most
number of times in all user’s keystroke data.

The unigraphs are : "BACKSPACE", "SPACE", "a", "e", "h" "i" "I", "n",
HOU7 ||r||7 HSH and "tll.
The digraphs are: 'BACKSPACE’, 'BACKSPACE’), "SPACE’, ’a’), ("SPACE’,
"), CSPACE’, ’s’), 'SPACE, 't’), (’¢’, 'SPACE’), (’¢’, 'n’), (’¢’, '1’), (’e’, ’s’),
(n’, ’SPACE’), (’o’, 'SPACE’), (’0’, 'n’), ('r’, ’¢’), (’s’, 'SPACE’), (’s’, ’¢’),
(t’, ’SPACE’), (’t’, ’¢’) and (’t’, 'h’).
For a unigraph K; we extract the Keyhold time of the key as a feature:

o Keyholdy, : K;Release - K;Press
For a digraph K; and K;; the following temporal features are extracted:

o Flightlk,k,,, : Kiy1Press - K;Release

o Flight2k.k,,, : K;+1Release - K;Release

o Flight3k,k,,, : Ki+1Press - K;Press

o Flightdi,k,,, : Kiy1Release - K;Press
Figure 2 illustrates the temporal features extracted form keystrokes.
Outlier removal for Keystroke Features: We use a simple filter to re-
move any instances of keys that were held down for two seconds or more.
We also remove instances of the inter-key pauses that are greater than two
seconds. We assume that these were caused by pauses, where the user is
either thinking or receiving instructions during the data collection.

i1
it+1

i+1

4 Non-parametric tests and experimentation

This section describes the tests and procedures used to examine the hypothesis
that a sample comes from the normal distribution.

Non-parametric tests: To test if the feature values have an underlying
normal distribution, we use two non-parametric tests of normality namely: a)
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Lilliefors test [1], a modified form of Kolmogorov—Smirnov test [3| that is
suitable for large datasets for non-parametric testing of the null hypothesis that
the data comes from a normally distributed population; and b) Shapiro-Wilk
test [2] which is also a non-parametric test and is more suitable for testing the
null hypothesis on a smaller data (n < 50).

Hypothesis testing: For all tests we begin with the null hypothesis Hy,
that the sample comes from a normal distribution. If the p-value from the test
is below the critical value of 0.05, we can say that Hy can be rejected, which
means that the test sample does not conform to a normal distribution.

Sampling and Testing Procedure: In our tests, we draw random samples
consisting of 75% of the feature set for each modality and for each user. Since the
patterns for each user differ from others, and we are concerned with individual
patterns, we perform the test for each feature within-user. We then perform a
suitable normality test (Lilliefors test if the number of samples > 50 or Shapiro-
Wilk test otherwise) and store the p-values with corresponding annotations. We
repeat the process ten times for all features, modalities, and users to arrive at
more accurate conclusions for evidence of normality in the underlying distribu-
tion. This form of random sampling is inspired by much other statistical research
([4-6]), which shows that it is hard for goodness-of-fit tests to provide meaningful
results on large datasets due to their loosely fitting statistical descriptions.

Grouping of Features: As the tests help us to reject Hy, based on the
percentage of samples that had p-value >0.05, we categorize features into four
broad categories; a) less than 25% of samples with p-value >0.05; b) 25% to 50%
of samples with p-value >0.05; ¢) 50% to 75% of samples with p-value >0.05;
and, d) above 75% samples with p-value >0.05. The values have been color-coded
based on these categories for visual clarity.

5 Analysis on the multi-modality dataset - SU-AIS
BB-MAS dataset

As shown in Figure 3, for a majority of test samples for features in gait, swiping,
and typing, we found that Hy could be rejected at the significance level of 0.05,
implying the samples did not conform to a Gaussian distribution.

Samples from gait activity were further divided into walking (on a flat cor-
ridor), downstairs, and upstairs samples before testing each for normality. We
found that the majority of the features of the walking tasks belonged to the
first category and had less than 25% samples with p > 0.05. However, upstairs
and downstairs samples had a considerable number of features in the third and
fourth categories: 50% to 75%; and above 75% samples where the Hy could not
be rejected respectively. This phenomenon was observed on all three devices
used for these tasks: Hand-Phone, Pocket-Phone, and Hand-Tablet. We posit
that this could be due to individuals walking at different paces on a flat floor.
Thus, there might be differences between step sizes, as some may be large and
others may be short. In contrast, when people go downstairs or upstairs, they are
more likely to keep each step the same since they need to maintain their balance
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Desktop Tablet Hand Phone

@ 7

b) Swiping (c) Upstairs
Hand_Phone
@ -
[ 25% to <50%
50% to <75%
T >=75%
(d) Walking ) Downstairs (f) Legend

Fig. 3: Illustration summarizing the amount of features in each activity and per-
centage of their samples with p > 0.05, or in other words, where the null hy-
pothesis Hj, that the samples came from a normal distribution could not be
discarded. The categories and their corresponding color codes are; red- less than
25% of samples with p-value >0.05; orange- 25% to 50% of samples with p-value
>0.05; - 50% to 75% of samples with p-value >0.05; and, green- above 75%
samples with p-value >0.05. A full doughnut in the doughnut chart represents
all the features for an activity on the labeled device. For example, the outer
most doughnut in Figure 3a, represents all the features examined for keystrokes
latencies on desktop, the second doughnut for tablet and innermost doughnut
for phone respectively. The area covered by each color/category on a doughnut
represents the amount of features that in the color/category as described above.

to avoid falling on the stairs, increasing the possibility of data conforming to the
normal distribution. Individual values for the features of walking, upstairs and
downstairs are shown in Appendix A, in Tables 10, 11 and 12 respectively. Their
summary is illustrated in Figures 3d, 3e, and 3c, respectively.

In the case of swiping activity, we first separated the samples into vertical and
horizontal swipes before testing the features for normality. We found a negligible
amount of them belonged to the fourth category (above 75% samples where
p > 0.05) on phones. However, most of the features belonged to the first and
second category of: less than 25%; and, 25% to 50% of samples with p > 0.05
respectively. Table 9 in Appendix A, shows the results for individual features, and
Figure 3b summarizes the categorical distribution for both phones and tablets.

In the case of keystroke features, we found that all but one feature was in
the first category with less than 25% samples where Hy could not be rejected.
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In table 5, we observe that the highest percentage of samples where Hy could
not be rejected was for unigraph "n", with about 27%, which is still a very low
number of tests when compared to the total number in our experiments, and
thus can be ignored. As the case with desktop was an expected result following
the lines of work in [6], these results reaffirm the findings and extend it further
to hand-held devices such as phones and tablets. The detailed results for each
feature and device are shown in Table 5 to Table 8 in Appendix A. While Table
5 shows the percentage of tests with p > 0.05 for unigraphs on phones, tablets,
and desktops, Table 6 to 8 show the results for digraphs on desktops, tablets,
and phones respectively. Figure 3a summarizes all the features of typing activity
with respect to their categories.

From our results, it is clear that most features extracted from the behavioral
biometrics data for gait, swiping, and typing activities on mobile devices, such as
phones and tablets, do not follow a normal distribution. An elaborate discussion
on the implications of our results and alternate approaches of non-normality is
shown in Section 7.

6 Analysis on single-modality datasets

To further substantiate our observations discussed in the previous sections, we
keep the null hypothesis Hy that "the sample comes from a normal distribution"
and perform similar analyses on six single-modality datasets collected from mo-
bile or wearable devices, and one typing dataset collected from desktops. For
datasets collected from mobile or wearable devices, we choose two datasets for
each type of modality (gait, , swipe, and keystroke). Our observations from
these single-modality datasets were similar to the ones we made on the BBMAS
dataset. The datasets and observations are summarized in Table 4. Elaborate
details and observations follow.

6.1 Analysis on two gait datasets

For the first gait dataset [115], most features from both sensors into the first
category, which has less than 25% samples with p > 0.05. It shows that we
can reject Hy at a significance level of 5%. This result is consistent with our
observation on our dataset [19]. For the second gait dataset [116], we found that
a large proportion of features belong to the third and fourth category: 50% to
75%; and above 75% samples that have p > 0.05. Only around one-fourth of
features belong to the first category: less than 25% with p > 0.05. This result is
similar to our observations in upstairs and downstairs data in BB-MAS dataset
[19]. One possible explanation for this observation is similar to the case of going
upstairs and downstairs that we discussed in Section 5. Participants in [116]
were asked to walk at pre-set speeds on a treadmill. Thus, the step sizes between
steps would have little difference within each fixed speed, resulting in all steps
being in a smaller range, which increases the possibility of the data conforming
to the normal distribution. Detailed results for these two datasets are shown in
Appendix B, in Table 13 and Table 14 respectively.
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Table 4: Analysis for underlying normal distribution in data on seven single-
modality datasets. First category: less than 25% of samples with p-value >0.05;
Second category: 25% to 50% of samples with p-value >0.05; Third category:
50% to 75% of samples with p-value >0.05; and, Fourth category: above 75%
samples with p-value >0.05.

| [ [Dataset[Details [Observations ‘

- Two sessions, 20 users. All the features have 0% of
'3|[115]  |Walking for 15 minutes/session. |samples with p > 0.05.

O Sensor: mobile phone in pocket. |Appendix B Table 13

One session, 21 users.
Walking at 12 different speeds. |Most samples in the third
Walking for one minutes/speed. |category. About 25% samples
Sensor: markers on shoes. in the first category.

No. of sensors: Appendix B Table 14

Four sensors / shoe.

[116]

Half samples in the first
category. The other half in
the second category.
Appendix C Table 15

One session.
[118]  |More than 80 swipes/user.
No. of users: 66

Mobile and Wearable devices

Swipe

Two sessions.

At least 80 swipes / user.

[117]  |No. of users:

Portrait - Horiz.: 106, Vert. 118
Landscape - Horiz.: 41, Vert. 50.

Most samples in the first
category with 0% of them have
p > 0.05.

Appendix C Table 16

Unigraph: Most samples in
the fourth category.

%D 56 users, 51 trials/user. Digraph: Most flight1 features
g [125] Fixed password (.tie5Roanl) in the fourth category, and
& ' ’ all of the other features in
the first category.
Appendix D Table 17 Table 18
Unigraph: Most samples in
54 users. the fourth category.
[126] At least 3 sessions/user. Digraph: All features in the
At lease 60 trails/user. first category.
Fixed password (.tie5Roanl). Appendix D Table 19
Table 20
Unigraph: All features have less
S Eight sessions, 51 users. than 30% with p > 0.05.
Em E [119]  |400 password samples/user. Digraph: Nearly all features
A& Fixed password (.tieSRoanl). have 0% with p > 0.05.

Appendix E Table 21 Table 22
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6.2 Analysis on two swiping datasets

Most of the features for both datasets ([118] and [117]) into the first category,
with less than 25% samples with p > 0.05. Very few, a negligible number of
features in the second category of 50% samples with p > 0.05. It shows that we
can reject Hy at a significance level of 5% in most cases. This result is consistent
with our observation in dataset [19]. Detailed results for these two datasets are
shown in Appendix C, in Table 15 and 16, respectively.

6.3 Analysis on two typing datasets on mobile phone and one
typing dataset on desktop

For both datasets, we found that most unigraph features into the fourth category,
with more than 75% samples having p > 0.05. Moreover, most flightl features
in dataset [125] also into the fourth category. These results suggest that we
cannot reject Hy at a significance level of 5%. We posit that, this occurs due
to the inherent differences in the typing surfaces. The on-screen keyboard does
not require the user to press the key down to let the keyboard know that this
key is pressed. One slight touch is sufficient for mobile devices to know that one
key is pressed. Thus, pressing different keys on the on-screen keyboard becomes
one single activity: touching or tapping. As users are familiar with touching
the screen, features extracted from this action are more likely to conform to
the normal distribution. However, most digraph features into the first category,
with less than 25% samples with p > 0.05. It shows that we can reject Hy at
a significance level of 5%, as flight time between pressing or tapping different
keys differs. This result is consistent with our observations for typing data in
dataset [19]. Detailed results from our test on these datasets ([125] and [126])
are shown in Appendix D, in Table 17 and Table 18, and Table 19 and Table 20,
respectively.

To verify that typing on the physical keyboard is different from typing on the
on-screen keyboard, we used one additional typing dataset on desktop collected
in [119] to see that whether unigraph and digraph features conform to normal
distribution on desktop typing. The typing text used in this dataset is the same
as that used in the above two datasets ([125] and [126]). Detailed results from
our test on this dataset ([119]) are shown in Appendix E, in Table 21 and Table
22, respectively.

We found that almost all features from the dataset [119] into the first cat-
egory, with less than 25% samples with p > 0.05. It shows that we can reject
Hy at a significance level of 5%. This result is consistent with our observations
for typing data in our dataset [19]. In the cases of keyhold time for ".", "t",
and "Right shift", we observed a slightly higher percentage of samples, but still
within 30%, with p > 0.05. Results from this dataset suggest that typing on the
physical keyboard differs significantly from typing on the on-screen keyboard.
Additionally, results from these three datasets show that extraction from differ-
ent devices can lead to entirely different distributions even for the same features,
further illustrating that we need to be cautious about normality assumption on
every feature.
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7 Conclusion and Discussion on Alternate Approaches

The implications of assuming the normal distribution in data when the data is
actually from a different distribution have been studied across various domains
[7-11]. If methods wrongly assume a normal distribution, the findings may be
misleading or wrong. In the past, several studies in behavioral biometrics have
assumed a normal distribution in data [12,13] and could improve results by ei-
ther extracting features that followed normal distribution or by implementing
methods more suitable for non-normal distributions [14]. Our experiments show
that it would be wrong to assume an underlying normal distribution in the case
of gait and swipes using phones and tablets and keystrokes using desktops. Low
values of p from our non-parametric normality tests across activities and devices
show that studies in mobile device-based behavioral biometrics must not assume
the data to be from a Gaussian distribution to get better and more accurate
insights. However, upstairs and downstairs activity data and some typing on
the on-screen data showing higher percentages of samples where an underlying
normal distribution cannot be discarded are intriguing. Further elaborate re-
search is needed to establish why this occurs. Knowing that the data does not
follow the normal distribution leaves the discussion incomplete, which can only
be completed by learning alternate ways to handle a non-normal dataset.

Alternate approaches and solutions: One should first test for conditions
of normality in data before making such an assumption. If the conditions are
not met, there are numerous ways to work around the absence of normal distri-
bution. We discuss concepts that have been successfully applied in related fields
and other intuitive methods to perform more accurate analyses of mobile device-
based behavioral biometric data. Several techniques are found in the literature
regarding the analysis and modeling of the data itself. Different types of distribu-
tions like Weibull, Gamma, Exponential or Pareto distributions have been used,
with theoretical and empirical justifications [95,96]. However, a goodness of fit
test beforehand is advised. Methods like Heteroscedastic Corrected Covariance
Matrix and Bootstrapping are forms of altering the estimator to describe non-
normal data better. Winsorizing and trimming data is an intermediate technique
that replaces the parameters of the original data by virtue of replacing extrem-
ities in a sample. Data transformation methods like Johnson Transformation
[97], Box-Cox Transformations [98] and other forms of algorithmic and para-
metric transformations [94] have shown promising results in other data-intensive
research.

Apart from data modeling and transformation, attention to the choice of
classifiers can significantly improve performance in research involving identifi-
cation, verification, or classification tasks. It is common to use Gaussian Naive
Bayes classifiers or Linear classifiers with Linear Discriminant Analysis, which
are prevalent tools for baseline metrics. However, these classifiers assume that the
data has an underlying normal distribution, and the lack of such a distribution
can cause their performance to deteriorate heavily. Modified, non-parametric
versions of the Gaussian Naive Bayes classifier described in [99] have shown to
perform well. Standard classifiers that are not designed with the assumption of
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normality in data, like Support Vector Machines, K Nearest Neighbor Classi-
fiers, or Neural Networks, are intuitively a better choice in mobile device-based
behavioral biometrics, such as gait and swipes on mobile devices.

Our results question the common assumption that the data in mobile device-
based behavioral biometrics, such as gait and swipes, follows a normal distri-
bution. We have discussed the implications and alternate approaches for such
scenarios. We hope that insights from our work help future studies make the right
choices in data models, transformations, and classifiers to achieve better results
and correct interpretations. We come full circle to the question that we began
with, "Should the assumption of normality be the norm in mobile device-based
behavioral biometrics?", and equipped with the knowledge from our experiments
discussed above, we answer, "no”, with a caveat that careful examination of the
validity of assumptions about underlying distributions is a must.
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For visual clarity, cells in each table in all following Appendixes are colored
in four different colors based on four categories we defined in Section 4. These
four categories and their corresponding colors are: First category: less than 25%
of samples with p-value >0.05; 25% to 50% of samples with
p-value >0.05; 50% to 75% of samples with p-value >0.05; and,

above 75% samples with p-value >0.05.

A Detailed results from our experiments on each feature,
activity and device in SU-AIS BB-MAS [19] dataset.

We use symbols d1 through d18 to denote the digraphs (d1: (BACKSPACE’,
"BACKSPACE’), d2: ("SPACE’, 'a’), d3: ("SPACE’, '1’), d4: ('SPACE’, ’s’), db:
(’SPACE’, ’t’), d6: (’¢’, 'SPACE), d7: (’¢’, 'n’), d8: (’¢’, '1’), d9: (¢’,’s’), d10: ('n’,
'SPACE’), d11: (’o’, ’SPACE’), d12: (’0’, 'n’), d13: (1", ’¢’), d14: (’s’, 'SPACE’),
d15: (’s’, ’¢’), d16: ('t’, 'SPACE’), d17: (’t’, ’¢’) and d18: (’t’, 'h’))

Table 6: Percentage of test samples
with p > 0.05 for F1-F4: flight1-flight4
features from digraphs on desktop.

Table 5: Percentage of test samples

with p > 0.05 for keyhold feature I
from unigraphs on desktop, tablet and 0% 0% 0% 0%
phone. d2 | 0% 0% 0% 0%
Uni.  |Desktop Tablet Phone d3 | 1% 2% 1% 1%
SPACE| 0% 1% 11% dd | 0% 0% 0% 0%
Bspace | 0% 0% 2% ds | 0% 0% 0% 0%

a 0% 15% 20% dé | 0% 0% 0% 0%

e 0% 0% 5% d7 | 2% 3% 3% 2%

h 0% 9% 18% d8 | 0% 2% 2% 3%

i 0% 2% 9% d9 | 0% 1% 3% 4%

1 0% 9%  15% d10| 0% 0% 1% 0%

n 0% 2% 2% dil] 1% 1% 1% 1%

0 0% 5% 22% d12| 3% 2% 2% 4%

r 0% % 22% d13| 0% 2% 1% 3%

S 0% 4% 16% d14| 0% 0% 0% 1%

t 0% 1% 9% di5| 0% 1% 0% 0%

d16| 0% 0% 0% 0%

d17| 2% 5% 4% 6%

di8| 0% 2% 0% 0%
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Table 7: Percentage of test samples Table 8: Percentage of test samples
with p > 0.05 for F1-F4: flight1-flight4 with p > 0.05 for F1-F4: flight1-flight4

features from digraphs on tablet. features from digraphs on phone.
Tablet Phone

Di.|[F1 F2 F3 F4 Di.|[F1 F2 F3 F4
dl | 0% 0% 0% 0% dl | 0% 0% 0% 0%
a2 [ 0% 0% 0% 0% 2 | 1% 0% 2% 0%
a3 [ 2% 1% 1% 1% d3 | 0% 0% 1% 1%
dd 1% 1% 2% 1% d4 | 1% 1% 0% 0%
s [ 0% 0% 0% 0% ds | 0% 0% 0% 0%
6 | 1% 1% 1% 1% d6 | 0% 1% 1% 1%
a7 | 5% ™% 6% 9% d7 | 6% 5% 8% 8%
a8 | 9% 7% 13% 11% d8 | 15% 17% 22% 23%
d9 | 5% 3% 4% 4% d9 | 5% 8% 6% 11%
dio} 3% 1% 2% 3% d1oj 0% 2% 1% 1%
il 0% 1% 0% 1% dil| 1% 3% 2% 4%
di2| 8% 6% 3% 9% d12| 14% 16% 15% 17%
di3| 5% 4% 5% 5% di3| 7% 5% 9% 12%
d14| 0% 0% 0% 1% di4| 0% 3% 1% 3%
di5| 4% 3% 3% 4% dl5| 0% 6% 2% 8%
di6| 0% 0% 0% 0% di6| 1% 1% 1% 1%
di7| 18% 1% 16% 19% d17| 18% 20% 19% 17%
di8| 8% 6% 3% 3% dl8| 6% 4% 6% 6%

Table 9: Percentage of test samples with p > 0.05 for features from Swiping
activity on phone and tablet.

Features |Phone Tablet|Features Phone Tablet
minx 2% 3% |aquarts_0 1% 7%
miny 21% 32% |aquarts_1 0% 0%
maxx 5% 2% |aquarts_2 0% 0%
maxy 6%  16% |pmean 2% 26%
eucliddist | 40% 26% |pstd 76% 33%

tanangle | 0% 1% |pquarts 0O 65% 29%
tottime 0% 0% |pquarts_1 65% 26%
vmean 2% 9% |pquarts_2 66% 21%
vstd 6%  14% |areamean 56% 33%
vquarts_0| 0% 1% |areastd 46% 37%
vquarts_1{ 0% 5% |areaquarts_0| 9% 1%
vquarts 2| 2%  14% |areaquarts 1| 4% 0%
amean 0% 0% |areaquarts 2| 4% 0%
astd 0% 0%




Beyond Normality: Rethinking Behavioral Biometric Data

31

Table 10: Percentage of test samples with p > 0.05 for features from Walking
activity phone in hand, phone in pocket and tablet in hand. (Acc: Accelerom-
eter, Gyr: Gyroscope, DT: Desktop, HP: HandPhone, PP: PocketPhone, HT:

HandTablet)
Feature HP PP HT Feature HP PP HT ‘
Acc Gyr | Acc Gyr | Acc Gyr Acc Gyr | Acc Gyr | Acc Gyr
xmean | 36% 25%| 21% 6% | 32% 28%|ziqr 50% 24%| 30% 17%| 50% 27%
ymean | 39% 9% | 28% 6% | 38% 11%|miqr 53% 11%| 12% 15%| 54% 4%
zmean | 32% 4% | 16% 12%| 26% 2% |xrange | 29% 36%| 9% 3% | 36% 38%
mmean | 33% 18%| 28% 8% | 34% 10%|yrange | 26% 17%| 10% 9% | 26% 28%
xstd 35% 41%| 9% 3% | 37% 44%|zrange | 30% 23%| 9% 11%| 27% 25%
ystd 21% 15%| 9% 13%| 31% 32%|mrange| 32% 20%| 7% 4% | 23% 13%
zstd 37% 25%| 8% 7% | 38% 19%|xsnr 17% 10%| 5% 1% | 15% 12%
mstd 38% 16%| 5% 9% | 40% 4% |ysnr 12% 13%| 3% 3% | 11% 3%
xbp 3% 9% | 35% 11%| 4% 12%|zsnr % 8% | 3% 4% | 5% 12%
ybp 15% 2% | 31% 15%| 11% 2% |msnr ™% 31%| 1% 9% | 3% 32%
zbp 31% 3% | 2% 26%| 25% 0% |xydtw | 17% 24%| 3% 15%| 17% 28%
mbp 31% 5% | 24% 13%| 36% 3% |yzdtw | 18% 16%| 3% 8% | 4% 15%
xenergy | 7% 18%| 15% 3% | 11% 27%|xzdtw | 3% 5% | 9% 13%| 2% 2%
yenergy | 26% 3% | 3% 12%| 23% 4% |xymi 0% 12%| 0% 1% | 9% 23%
zenergy | 0% 2% | 15% 21%| 0% 0% |xzmi 0% 5%| 2% 1% | 3% 1%
menergy| 0% 8% | 0% 2% | 0% 3% |xmmi | 0% 0% | 2% 2% | 0% 2%
xmfreq | 3% 0% | 14% 8% | 0% 0% |yzmi 0% 9% | 2% 1% | 3% 11%
ymireq | 1% 0% | 17% 6% | 0% 0% |ymmi 0% 0%| 0% 2% | 1% 1%
zmfreq | 6% 1% | 11% 3% | 0% 0% |zmmi | 0% 0% | 2% 1% | 0% 2%
mmfreq | 65% 58%| 62% 68%| 98% 74%|xycorr | 55% 50%| 19% 8% | 656% 60%
xiqr 26% 38%| 26% 10%| 35% 52%|yzcorr | 45% 56%| 12% 11%| 59% 53%
yiqr 29% 16%| 14% 22%| 38% 37%|xzcorr | 46% 16%| 12% 9% | 57% 42%
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Table 11: Percentage of test samples with p > 0.05 for features from Upstairs
activity with phone in hand, phone in pocket and tablet in hand. (Acc: Ac-
celerometer, Gyr: Gyroscope, DT: Desktop, HP:
HT: HandTablet)

HandPhone, PP: PocketPhone,

Feature HP PP HT Feature HP PP HT
Acc Gyr | Acc Gyr | Acc Gyr Acc Gyr | Acc Gyr| Acc Gyr
xmean | 79% 76%| 62% 67%| 74% 78%|ziqr 79% 83%| 76% 69%| 85% 83%
ymean | 83% 60%| 77% 20%| 79% 56% |miqr 87% 67%| 710% 70%| 85% 52%
zmean | 89% 16%| 56% 51%| 80% 11%|xrange | 70% 68%| 50% 58%| 66% 74%
mmean | 89% 63%| 75% 60%| 91% 44%|yrange | 68% 70%| 51% 62%| 69% 75%
xstd 68% 79%| 67% 60%| 72% 83%|zrange | 73% 80%| 60% 56%| 2% 73%
ystd 5% T6%|69% 64%| 72% 79%|mrange| 72% 60%| 53% 53%| 70% T1%
zstd 79% 85%| 66% 62%| 88% 85%|xsnr 8% T4%| 61% 68%| 74% 80%
mstd 85% 63%| 65% 57%| 91% 61%]|ysnr 81% 62%| 44% 27%| 85% 59%
xbp 67% T2%| 67% 62%| 61% 68% |zsnr 72% 19%| 63% 66%| 63% 12%
ybp 4% 49%| 7% 45%| 64% 59%|msnr 1% 78%| 53% 74%| 59% 85%
zbp 85% 21%| 69% 56%| 80% 19%|xydtw | 69% T79%| 74% 73%| 62% 7%
mbp 85% 44%| 74% 56%| 86% 28%|yzdtw | 86% 46%| 71% 55% | 78% 38%
xenergy | 68% 71%| 68% 62%| 62% 67%|xzdtw | 81% 30%| 74% 69%| 76% 20%
yenergy | 74% 49%| 76% 45%| 60% 59%|xymi | 86% 88%| 74% 78%| 90% 86%
zenergy | 85% 21%| 69% 56%| 76% 19%|xzmi 89% 85%| 79% T7%| 87% 85%
menergy| 85% 46%| 76% 56% | 1% 28%|xmmi | 87% 80%| 79% 74%| 87% 90%
xmfreq | 31% 11%| 61% 44%| 4% 19%|yzmi 87% 90%| 79% 74%| 88% 85%
ymfreq | 25% 16%| 63% 43%| 16% 11%|ymmi | 89% 84%| 67% 75%| 91% 89%
zmfreq | 36% 16%| 52% 26%| 3% 5% |zmmi | 88% 83%| 76% 79%| 81% 82%
mmfreq | 86% 81%| 76% 79%| 96% 91%|xycorr | 8% 92%| 67% 61%| 86% 91%
xiqr 4% 80%| 74% 60%| 74% 86%|yzcorr | 85% 91%| 63% 56%| 87% 85%
yiqr 1% 79%| 74% T4%| T0% 79%|xzcorr | 91% 85%| 69% 46%| 88% 91%
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Table 12: Percentage of test samples with p > 0.05 for features from Downstairs
activity phone in hand, phone in pocket and tablet in hand. (Acc: Accelerom-
eter, Gyr: Gyroscope, DT: Desktop, HP: HandPhone, PP: PocketPhone, HT:

HandTablet)
Feature HP PP HT Feature HP PP HT
Acc Gyr | Acc Gyr | Acc Gyr Acc Gyr | Acc Gyr| Acc Gyr
xmean | 84% 85%| 74% 72%| 74% 85%|ziqr 85% 85%| 85% 84%| 89% 78%
ymean | 85% 61%| 81% 14%| 83% 61%|miqr 90% 74%| 82% 78%| 88% 59%
zmean | 88% 24%| 57% 76%| 84% 21%|xrange | 79% T4%| 67% 64%| 70% 74%
mmean | 90% 78%| 90% 72%| 91% 56%|yrange | T7% 65%| 64% 71%| 70% 79%
xstd 81% 87%| 79% 80%| 74% 87%|zrange | 2% 82%| 69% T0%| 76% 79%
ystd 86% 74%| 83% T75%| 78% 8T7%|mrange| 7T7% T2%| 71% 56%| 74% 76%
zstd 89% 85%| 82% 76%| 89% 83%|xsnr 90% 76%| 2% T2%| 79% T72%
mstd 91% 83%| 80% 74%| 87% 68%|ysnr 78% 57%| 50% 19%| 81% 61%
xbp Tt% 72%| 80% T7%| 60% 79%|zsnr 56% 29%| 74% T7%| 56% 32%
ybp 82% 59%| 85% 50%| 67% 70%|msnr 53% 84%| 54% 74%| 55% 79%
zbp 86% 32%| 85% 76%| 81% 14%|xydtw | 81% T76%| 85% 73%| 1% 87%
mbp 91% 62%| 90% 67%| 89% 48%|yzdtw | 84% T3%| 79% 67%| 84% 44%
xenergy | 77% 71%| 80% 75%| 60% 77%|xzdtw | 85% 60%| 82% 78%| 78% 27%
yenergy | 81% 61%| 87% 48%| 68% T70%|xymi | 85% 84%| 79% 78%| 85% 85%
zenergy | 87% 31%| 85% 76%| 81% 15%|xzmi 89% 85%| 80% 76%| 85% 80%
menergy| 89% 62%| 88% 68%| 88% 44%|xmmi | 90% 83%| 80% 74%| 91% T75%
xmfreq | 24% 20%| 68% 50%| 6% 8% |yzmi 83% 85%| 80% 75%| 78% 85%
ymfreq | 27% 21%| 68% 40%| 16% 19%|ymmi | 87% 89%| 75% 80%| 88% 88%
zmfreq | 48% 15%| 72% 33%| 1% 12%|zmmi | 89% 84%| 79% 78%| 71% 84%
mmfreq | 91% 91%| 83% 88%| 98% 92%|xycorr | 86% 93%| 78% 79%| 88% 91%
xiqr 86% 91%| 83% 82%| 70% 90%|yzcorr | 87% 93%| 7% T9%| 82% 89%
yiqr 82% 85%| 84% 79%| 73% 89%|xzcorr | 91% 85%| 84% T6%| 89% 92%
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B Detailed results from our experiments on two gait
datasets ([115] and [116]).

Table 13: Percentage of test samples with p > 0.05 for features from Gait Dataset
[115].

Features|Acc Mag|Features|Acc Mag
xmean | 0% 0% |ziqr 0% 0%
ymean | 0% 0% |miqr 0% 0%
zmean | 0% 0% |xrange | 0% 0%
mmean | 0% 0% |yrange | 0% 0%
xstd 0% 0% |zrange | 0% 0%
ystd 0% 0% |mrange | 0% 0%
zstd 0% 0% |xsnr 0% 0%
mstd 0% 0% |ysnr 0% 0%
xbp 0% 0% |zsnr 0% 0%
ybp 0% 0% |msnr 0% 0%
zbp 0% 0% |xydtw 0% 1%
mbp 0% 0% |yzdtw | 0% 0%
xenergy | 0% 0% |xzdtw | 0% 0%
yenergy | 0% 0% |xymi 0% 0%
zenergy | 0% 0% |xzmi 0% 0%
menergy| 0% 0% |xmmi | 0% 0%
xmfreq | 0% 0% |yzmi 0% 0%
ymfreq | 0% 0% |[ymmi | 0% 0%
zmfreq | 0% 0% |zmmi 0% 0%
mmfreq | 5% 0% |xycorr | 0% 0%
xiqr 0% 0% |yzcorr | 0% 0%
yiqr 0% 0% |xzcorr | 0% 0%
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Table 14: Percentage of test samples with p > 0.05 for features from GaitPhase
Dataset[116].

Features

L FCCL _FMIL FM2L_FM5

R_FCCR_FMIR_FM2R_FM5

Xmean
ymean
zmean
mmean
xstd
ystd
zstd
mstd
xbp
ybp
zbp
mbp
xenergy
yenergy
zenergy
menergy
xmfrep
ymfrep
zmfrep
mmfrep
xiqr
yiqr
ziqr
miqr
xrange
yrange
zrange
mrange
xsnr
ysnr
zsnr
msnr
xydtw
yzdtw
xzdtw
xymi
xzmi
xmmi
yzmi
ymmi
zmmi
Xycorr
yZCorr
XZCOrT

73%
78%
14%
2%
80%
51%
11%
87%
69%
7%
12%
1%
1%
8%
11%
1%
8%
76%
31%
4%
63%
20%
6%

80%
54%
60%
68%
68%
0%

42%
7%

3%

66%
46%
83%
68%
4%
3%

33%
64%
82%
1%
2%

74%

73%
7%
68%
4%
61%
46%
78%
76%
1%
76%
70%
72%
73%
6%
1%
1%
75%
73%
19%
73%
20%
21%
51%
55%
54%
60%
74%
67%
0%

38%
1%

1%

73%
64%
79%
1%
75%
14%
47%
88%
73%
67%
13%
1%

2%
7%
59%
2%
63%
44%
72%
4%
72%
75%
62%
72%
2%
76%
64%
2%
4%
73%
13%
4%
21%
21%
51%
57%
54%
61%
76%
68%
0%

35%
2%

1%

69%
59%
80%
70%
76%
3%

44%
87%
7%
70%
2%

72%

73%
7%
52%
74%
63%
40%
59%
75%
4%
76%
51%
72%
1%
7%
51%
73%
4%
76%
15%
72%
20%
17%
36%
60%
57%
61%
76%
66%
0%

26%
1%

0%

69%
66%
81%
72%
75%
29%
47%
83%
67%
70%
28%
73%

68%
78%
16%
70%
85%
42%
13%
88%
69%
78%
13%
69%
71%
78%
13%
68%
68%
76%
31%
70%
65%
19%
6%

82%
62%
62%
66%
75%
1%

43%
6%

3%

68%
51%
84%
71%
72%
4%

37%
61%
84%
64%
4%

73%

72%
78%
66%
72%
64%
45%
75%
76%
71%
79%
65%
72%
73%
80%
65%
71%
1%
74%
26%
1%
21%
21%
59%
48%
57%
60%
76%
72%
0%

29%
1%

0%

71%
64%
82%
72%
73%
10%
46%
87%
72%
58%
9%

1%

1%
78%
57%
2%
67%
46%
70%
75%
70%
79%
57%
70%
72%
80%
57%
1%
70%
74%
16%
2%
22%
21%
55%
46%
59%
59%
73%
73%
0%

31%
3%

0%

73%
49%
83%
70%
73%
2%

39%
83%
74%
57%
1%

1%

73%
78%
60%
70%
67%
39%
59%
76%
72%
78%
60%
2%
72%
79%
60%
2%
72%
1%
16%
68%
22%
14%
37%
46%
60%
62%
2%
73%
0%

26%
1%

1%

73%
62%
81%
1%
74%
25%
50%
85%
68%
53%
24%
73%
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C Detailed results from our experiments on two swipe
datasets ([118] and [117]).

Table 15: Percentage of test samples with p > 0.05 for features from Swiping
activity on phone for dataset [118]

Features |Phone|Features Phone
minx 27% |aquarts 0 18%
miny 48% |aquarts 1 22%
maxx 26% |aquarts_ 2 22%
maxy 41% |pmean 61%
eucliddist | 46% |pstd 47%

tanangle 14% |pquarts_0 41%
tottime 12% |pquarts 1 35%

vinean 24% |pquarts 2 36%
vstd 26% |areamean 32%
vquarts 0| 18% |areastd 26%

vquarts 1| 22% |areaquarts 0| 25%
vquarts 2| 27% |areaquarts_1| 20%
amean 24% |areaquarts 2| 18%

Table 16: Percentage of test samples with p > 0.05 for features from Swiping
activity on phone in portrait and landscape for dataset [117]

Features |Portrait Landscape|Features Portrait Landscape
minx 0% 1% |aquarts_0 0% 0%
miny 4% 2% |aquarts 1 0% 0%
maxx 8% 2%  |aquarts 2 1% 1%
maxy 17% 3% |pmean 48% 58%
eucliddist | 47% 51% |pstd 18% 13%
tanangle 0% 0% |pquarts_0 36% 73%
tottime 0% 0% |pquarts 1 41% 24%
vmean 0% 0% pquarts_ 2 52% 59%
vstd 1% 0% |areamean 31% 46%
vquarts_ 0| 0% 0% |areastd 6% 13%
vquarts_ 1| 0% 0% |areaquarts 0| 0% 0%
vquarts_ 2| 1% 0% |areaquarts 1| 0% 0%
amean 0% 0%  |areaquarts_2| 0% 0%

D Detailed results from our experiments on two mobile
phone keystroke datasets ([125] and [126]).
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Table 17: Percentage of test samples
with p > 0.05 for keyhold from uni-
graphs in desktop dataset [125].

Uni.

PERIOD

t

i

e
SHIFT
5
CAPS
r

o
a
n
1

ENTER

Phone
76%
84%
78%
74%
78%
2%
7%
80%
78%
7%
80%
76%
1%

Table 18: Percentage of test samples
with p > 0.05 for F1-F4: flight1-flight4
from digraphs in desktop dataset [125].

Phone

Di. F1 F2 F3 F4

(PERIOD, t) 6% 5% 5% 6%
(t, 1) 82% 15% 13% 17%
(1, e) 79% 13% 13% 10%
(e, SHIFT) 4% 3% 3% 3%
(SHIFT, 5) 8% % 6% 6%
(5, SHIFT) 83% 4% 3% 4%
(SHIFT, CAPS)| 9% 1% 2% 1%
(CAPS, 1) 78% 13% 12% 15%
(r, 0) 80% ™% % 6%
(o, a) 8% 12% 10% 10%
(a, n) 7% 15% 12% 17%
(n, 1) 81% 19% 19% 23%
(I, ENTER) 4% 5% 6% 6%

Table 19: Percentage of test samples Table 20: Percentage
with p > 0.05 for keyhold from uni-with p > 0.05 for F1-F4: flight1-flight4
from digraphs in desktop dataset [126].

graphs in desktop dataset [126].

Uni.

PERIOD

t

i

e

1237

5

abc
SHIFT

— B ® O

Phone
79%
81%
82%
75%
7%
73%
81%
5%
5%
2%
7%
80%
85%

of test samples

Desktop

Di. F1 F2 F3 F4

(PERIOD, t)| 1% 1% 1% 3%
(t, 1) 9% 11% 12% 13%
(1, e) 6% % 6% %
(e, 1237) 1% 1% 1% 1%
(1237, 5) 3% 3% 3% 4%
(5, abc) 1% 1% 2% 2%
(abc, SHIFT)| 4% 4% 6% 7%
(SHIFT, R) |19% 17% 18% 19%
(R, 0) 2% 2% 4% 3%
(o, a) % 9% % 8%
(a, n) 5% 7% 10% 11%
(n, 1) 8% 10% 10% 13%
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E Detailed results from our experiments on a desktop
keystroke dataset ([119]).

Table 22: Percentage of test samples
with p > 0.05 for F1-F4: flight1-flight4
features from digraphs on desktop from
dataset [119].

Table 21: Percentage of test samples
with p > 0.05 for keyhold feature from
unigraphs on desktop from dataset [119].

Uni. Desktop

Desktop

f ERIOD ;gg’ Di. F1 F2 F3 F4
i 15%(; (PERIOD, t) 0% 0% 0% 0%
e 14% (t, 1) 0% 1% 0% 1%
5 14% (I e) 0% 0% 0% 0%

(e, 5) 0% 0% 0% 0%
?IGHT SHIFE f;gg (5, RIGHT SHIFT)| 0% 0% 0% 0%
a 18% (RIGHT SHIFT, o)| 0% 0% 0% 0%
n 15% (0, a) 0% 0% 0% 0%
1 10% (a, n) 0% 0% 0% 0%

(n, 1) 0% 0% 0% 0%
AR 1% (1, RETURN) 0% 0% 0% 0%
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Abstract

In an era defined by ubiquitous digital interactions and the growing menace of
synthetic media, traditional forensics is rapidly evolving into a dynamic, data-
driven discipline. One of the most promising developments in this transformation
is the integration of behavioral biometrics into multimedia forensics. Behavioral
biometrics—patterns in how individuals interact with devices—are inherently
difficult to mimic or forge and offer a new dimension of identity validation in
cyber investigations.

The SU-AIS BB-MAS Dataset, a large-scale collection of behavioral data com-
piled by Syracuse University and Assured Information Security, exemplifies this
new frontier. With over 62 million data points including keystrokes, swipes, and
motion data, it serves as a critical resource for forensic researchers, security ana-
lysts, and law enforcement agencies. Recognized by IEEE Dataport as one of
the three most popular datasets on their portal, SU-AIS BB-MAS has already
gained global attention for its scale, quality, and potential impact on Al-based
forensic research.

This article explores the emerging role of Al-powered behavioral biometrics
in digital forensics and their potential to shape the future of cybercrime
investigation and justice delivery.

Keywords: Behavioral Biometrics, Multimedia Forensics, Artificial Intelligence,
SU-AIS BB-MAS Dataset



1 Introduction

As digital technology continues to permeate nearly every dimension of human life, the
nature of criminal evidence has witnessed a profound transformation [1-5]. The foren-
sic paradigm is no longer confined to conventional forms of proof—such as eyewitness
testimonies, fingerprints, or signed documents—but is increasingly influenced by an
explosion of digital traces. These may include device logs, browser histories, geolo-
cation metadata, transactional records, or interactions across social platforms. Each
digital footprint represents a potential thread in reconstructing events, behaviors, and
even psychological intent in modern investigations.

Simultaneously, the sophistication and scale of cybercrime have escalated exponen-
tially, driven by the increasing connectivity of devices and the global nature of digital
networks. Offenses that once occurred solely in physical domains—such as extortion,
identity theft, and blackmail—have found potent digital analogs [6-12]. Today’s cyber
threats encompass a wide array of malicious activities: ransomware campaigns that
hold critical systems hostage, phishing schemes with social engineering payloads, syn-
thetic identities for financial fraud, and deepfake content designed to deceive, discredit,
or destabilize public trust [13-18]. These challenges underscore the necessity of foren-
sic tools that are not only reactive but anticipatory—capable of real-time detection,
behavioral anomaly recognition, and adaptive analysis in adversarial settings.

In this evolving context, multimedia forensics has become a cornerstone in digital
investigations [19-24]. This discipline aims to analyze digital artifacts—such as images,
audio recordings, and video streams—to detect signs of tampering, authenticate
sources, and attribute actions to individuals with forensic rigor. However, as artificial
intelligence enables the creation of increasingly lifelike synthetic content, traditional
forensic techniques face significant limitations. Deepfake technologies can replicate
facial expressions, mimic voices, and fabricate convincing video sequences, often out-
pacing existing detection tools and eroding the evidentiary trust in multimedia data
[25-27].

In response to these challenges, behavioral biometrics have emerged as a promis-
ing frontier in digital forensics. Unlike physical biometrics—such as fingerprints or
facial features—that can be duplicated or synthesized with sophisticated spoofing tech-
niques, behavioral biometrics are inherently dynamic and contextual [28, 29]. These
include an individual’s unique patterns of keystroke dynamics, mouse movements,
touchscreen gestures, gait analysis, and interaction rhythms with digital environments.
Such traits are exceedingly difficult to replicate accurately because they are influenced
by cognitive, physiological, and situational factors.

By integrating behavioral biometrics into multimedia forensics, researchers and
investigators unlock a robust, continuous, and passive authentication layer—one that
offers resistance to impersonation attacks and Al-generated deception. This fusion not
only enhances the attribution of digital actions but also enriches the interpretability of
forensic findings by aligning analysis with natural human-computer interaction. As we
stand at the intersection of artificial intelligence, cybersecurity, and forensic science,
the adoption of behavioral biometrics offers a critical pathway toward safeguarding
truth, accountability, and trust in the digital age.



2 SU-AIS BB-MAS (Syracuse University and
Assured Information Security - Behavioral
Biometrics Multi-device and multi-Activity data
from Same users) Dataset

The SU-AIS BB-MAS (Behavioral Biometrics Multi-Activity Sensing) Dataset rep-
resents a pioneering and foundational contribution to the field of multimedia and
behavioral forensics. Recognized by IEEE Dataport as one of the three most
popular datasets on the platform, it has garnered widespread acclaim for its com-
prehensive scope, high-quality annotations, and transformative potential in artificial
intelligence-based forensic analysis and user authentication research.

Jointly developed by Syracuse University, Florida International University, Poz-
nan University of Technology, University at Buffalo (SUNY), and Assured Information
Security (AIS), this dataset was curated with the objective of capturing authentic
behavioral signals from individuals across a broad spectrum of real-world digi-
tal interactions. The dataset spans usage from smartphones, tablets, and desktop
environments—enabling holistic modeling of behavioral patterns in multi-device
ecosystems.

The SU-AIS BB-MAS dataset comprises:

® Over 3.5 million keystroke events, capturing dwell time, flight time, and inter-
key intervals.

® Approximately 57.1 million sensor readings, including gyroscope and accelerom-
eter data with fine temporal resolution.

® More than 1.7 million swipe and touch events, recording speed, pressure,
direction, and finger movement traces.

SU-AIS BB-MAS
Dataset §
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Fig. 1 SU-AIS BB-MAS Dataset Architecture and Capture Devices [1]




What sets SU-AIS BB-MAS apart is not just the magnitude of data collected, but
its unique contextual richness. Unlike many behavioral datasets that are limited to
controlled environments, this dataset was acquired under naturally varied and real-
istic conditions. Participants interacted with devices while walking, commuting on
public transport, using elevators, climbing stairs, sitting in crowded areas, or engag-
ing in simultaneous multi-tasking scenarios. These diverse capture settings emulate
real-world usage and introduce natural noise and variability—making the dataset
exceptionally valuable for training robust, context-aware machine learning models.

The dataset supports a wide array of applications in behavioral biometrics and
Al-driven digital forensics:

e Continuous and passive authentication systems that detect user identity over
time rather than relying on one-time validation.

® Insider threat detection frameworks that monitor deviations from behavioral
baselines in secure environments.

® Anomaly detection engines that flag possible impersonation or spoofing
attempts based on irregular swipe or typing patterns.

® Multimodal fusion models that integrate behavioral cues with multimedia
content (e.g., typing rhythm and voice or video) for more holistic forensic validation.

Behavioral data is inherently temporal, dynamic, and context-sensitive—making it
distinct from traditional biometric modalities such as fingerprints, facial geometry,
or iris scans. These conventional identifiers, while useful, can increasingly be forged
or synthesized using advanced Al techniques, such as GANs (Generative Adversarial
Networks) for deepfakes. In contrast, behavioral signals—such as how a person types,
swipes, or accelerates a device—are influenced by micro-motor coordination, environ-
mental context, emotional state, and individual habits that are exceedingly difficult
to mimic accurately.

Moreover, the SU-AIS BB-MAS dataset has been instrumental in advancing
research around cross-device behavioral correlation. Since data is collected from the
same individuals interacting across multiple device types, researchers can explore iden-
tity verification techniques that generalize across interfaces and form factors. This
paves the way for frictionless, device-agnostic authentication methods—a critical need
in today’s multi-device digital ecosystem.

The dataset has also fostered academic and industrial collaboration, being used in:

® Interdisciplinary studies involving computer science, behavioral psychology, and
cybersecurity.

® Benchmarking initiatives for evaluating the robustness and accuracy of Al
models in behavioral forensics.

e AI explainability research, where behavioral data aids in understanding and
interpreting black-box decision processes.

As digital threats become more sophisticated, relying solely on surface-level indi-
cators of identity and intent is no longer sufficient. The SU-AIS BB-MAS dataset



provides a path forward—empowering researchers to build next-generation foren-
sic tools that are resilient, adaptive, and human-centric. By emphasizing how users
behave, rather than how they appear or what they say, this dataset reinforces the
growing shift toward behavior-driven security systems and establishes a new standard
for Al-powered digital forensics.

3 AI and Behavioral Biometrics in Criminal Justice

The integration of artificial intelligence with behavioral biometrics represents a trans-
formative development in the domain of criminal justice and digital forensics. As
cybercrime grows in complexity and volume, traditional investigative techniques often
struggle to keep pace with the speed, stealth, and sophistication of modern digital
offenses. Behavioral biometrics, powered by AI models, offer a dynamic and context-
aware method of attributing digital actions to individuals, enabling more nuanced,
real-time, and reliable forms of criminal investigation.

From a law enforcement perspective, the fusion of Al with behavioral data opens
up powerful new investigative capabilities across multiple dimensions:

e Identity Verification: Al algorithms trained on behavioral signatures—such as
typing cadence, gait patterns, or touchscreen gestures—can determine whether a
particular individual interacted with a device at a specific point in time. This
becomes especially useful in shared device scenarios or cases where login credentials
alone do not provide conclusive attribution.

® Insider Threat Detection: Within corporate, governmental, or military networks,
behavioral biometrics can serve as a continuous authentication layer. Any deviation
from baseline interaction patterns—such as a change in typing rhythm or unusual
touchscreen pressure—can be flagged in real time, indicating potential account com-
promise or impersonation. This non-intrusive monitoring adds a layer of security
without disrupting user experience.

® Forensic Correlation: Behavioral data acts as a supplementary evidentiary layer
that can reinforce or challenge conclusions drawn from other sources such as video
surveillance, call logs, or digital communications. For instance, swipe dynamics and
accelerometer signals can validate whether the person using a phone matched the
suspect seen on CCTV.

e Alibi Validation and Refutation: Timestamped sensor data and interaction logs
from mobile and wearable devices can provide evidence of a user’s physical activity,
speed of motion, or device orientation. This information can corroborate or disprove
alibis with minute-level granularity, especially in high-stakes investigations involving
location-based claims.

Behavioral forensics is particularly potent in cybercrime investigations, including:

® Device Theft: If a stolen device is accessed, behavioral biometrics can help
determine whether the original user or an imposter is interacting with it.

® Online Impersonation: Typing or browsing behavior can indicate whether a user
is truly behind an account or if it has been hijacked.



® Insider Attacks: Behavioral deviations within secure environments—especially
those involving privileged access—can serve as early indicators of malicious intent.

These capabilities enable investigators to move beyond the question of what hap-
pened, to address the more critical forensic inquiries: how it happened, when it occurred,
and most importantly, who was responsible. Behavioral evidence, when analyzed using
probabilistic AT models, offers strong statistical confidence and cross-modal validation,
enhancing the reliability of investigative conclusions.

Moreover, behavioral biometrics can assist judicial processes by providing contex-
tually rich, algorithmically verifiable data trails. Courts and legal professionals are
increasingly receptive to digital evidence that is interpretable, reproducible, and eth-
ically obtained. In this regard, Al-powered behavioral analysis meets key evidentiary
standards while offering new insights that static data points cannot provide.

Despite its promise, behavioral biometric analysis also presents challenges that
require attention:

® Privacy Concerns: Passive behavioral monitoring may raise ethical questions
about user consent, data ownership, and surveillance overreach.

® Data Integrity and Bias: Training AI on diverse populations is critical to
ensure fairness, reduce bias, and avoid false positives in high-stakes criminal justice
applications.

® Legal Admissibility: Ensuring that behavioral biometric evidence complies with
legal standards for admissibility (e.g., Daubert or Frye tests) is crucial for courtroom
use.

Behavioral biometrics—when responsibly integrated with Al—offer a next-
generation toolkit for law enforcement and forensic professionals. They bring a new
lens to digital investigations, one that focuses on the how and the who of cyber activity,
and provide a resilient, adaptive approach to safeguarding justice in an era dominated
by deception and digital manipulation.

4 National Security and Path Forward for Indigenous
Capacity Building

As India continues to strengthen its national cybersecurity posture in the face of
evolving threats, it becomes increasingly imperative to develop and deploy indige-
nous technological capabilities that are contextually aligned with the country’s
socio-technical landscape. Among these, the establishment of comprehensive behav-
ioral biometric databases holds immense promise for enhancing digital forensics,
law enforcement capabilities, and national security readiness. Behavioral biomet-
rics—capturing how individuals interact with devices through patterns like typing
cadence, touchscreen behavior, or motion dynamics—can offer a powerful and resilient
form of digital identity verification, especially in a nation as diverse and digitally
connected as India.

The SU-AIS BB-MAS (Syracuse University and Assured Information Security -
Behavioral Biometrics Multi-device and multi-Activity data from Same users) dataset



provides a scalable and ethically curated model that can inform the development
of similar national datasets. Creating such indigenous behavioral databases would
allow Indian law enforcement agencies, forensic science laboratories, and academic
institutions to train artificial intelligence models tailored to India’s unique cultural,
linguistic, and technological contexts. These models can better reflect local usage
patterns, such as regional typing behaviors, mobile gestures influenced by vernacular
languages, and variations in device interaction across rural and urban populations.

Incorporating behavioral biometrics into the evidentiary and legal frameworks of
India can significantly modernize the criminal justice system. Traditional forms of
identity verification often fall short in cybercrime investigations that involve anony-
mous online actions or digital impersonation. Behavioral data, analyzed through Al,
can provide probabilistic insights into user identity and intent—enabling judges, prose-
cutors, and investigators to make informed decisions with greater speed and reliability.
As India continues to digitize its judiciary and law enforcement systems, integrating
behavior-based Al tools can enhance the accuracy of attribution and reduce wrongful
accusations in sensitive digital crime cases.

However, with the rising adoption of behavioral biometrics, it is essential to embed
strong ethical and legal safeguards at every stage of data collection, model develop-
ment, deployment, and use. Consent, transparency, and the right to explanation must
be upheld to maintain public trust, particularly when Al is involved in forensic or
legal determinations. This calls for the establishment of robust national standards
for data governance, algorithmic accountability, and auditability. Legal admissibility
guidelines should also be developed to ensure that probabilistic behavioral evidence
meets the standards of the Indian Evidence Act and is accepted in judicial proceedings.
By prioritizing indigenous capacity building in behavioral biometrics while simultane-
ously establishing a strong ethical-legal framework, India can lead the way in secure,
equitable, and sovereign Al-forensics innovation.

5 Conclusion

Behavioral biometrics represent a pivotal advancement in the evolving field of mul-
timedia forensics. Unlike static forms of identification, such as passwords or facial
recognition, behavioral traits—such as typing cadence, swipe dynamics, and device
handling—offer a continuous and dynamic method of user validation. This real-time,
context-aware capability makes them particularly resilient against spoofing, imperson-
ation, and even the most sophisticated deepfake attacks. As digital deception becomes
increasingly nuanced, the need for forensic technologies that are difficult to replicate
or manipulate is more urgent than ever.

The SU-AIS BB-MAS dataset stands at the forefront of this transformation. By
providing a massive, high-fidelity repository of multimodal behavioral data, it enables
researchers, forensic analysts, and security practitioners to train robust AI mod-
els capable of recognizing subtle, user-specific patterns. These models can not only
enhance authentication systems but also serve as critical tools for criminal investiga-
tions, digital identity verification, and threat detection. Its recognition as one of the



top three datasets on IEEE Dataport underscores its global relevance and academic
significance.

India, with its vast and rapidly expanding digital infrastructure, is uniquely posi-
tioned to lead the integration of behavioral biometrics into national security and law
enforcement frameworks. As the country embraces ambitious programs in digital gov-
ernance, cybersecurity, and Al innovation, behavioral forensics can serve as a powerful
supplement to traditional methods of justice delivery. From detecting insider threats
and verifying digital alibis to protecting critical infrastructure, the applications are
far-reaching.

However, the path forward must be guided by a commitment to ethical Al
deployment. Privacy, consent, and transparency must form the foundation of any
system leveraging behavioral data. When paired with thoughtful governance and
international collaboration, behavioral biometrics—supported by datasets like SU-AIS
BB-MAS—can help build a more secure, just, and trustworthy digital society. In this
new era of Al-powered investigations, defending the truth means understanding not
only what was done, but how it was done—and by whom.
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Abstract

This paper advocates for a transformative shift in forensic science by leverag-
ing Artificial Intelligence (AI)-enabled behavioral biometrics as a novel forensic
detection methodology. Traditional forensic methods, though foundational, often
face significant limitations in complex investigative scenarios involving incom-
plete or compromised physical evidence. To address this gap, we propose
integrating three distinct behavioral biometric techniques—micro-expression
recognition, gait analysis, and digital behavioral pattern profiling—into a unified
forensic framework powered by advanced explainable deep learning algorithms.
This paper highlights the unique advantages of behavioral biometrics, emphasiz-
ing their robustness against deception and concealment attempts, thus enhancing
forensic accuracy and reliability. Additionally, it identifies critical challenges,
including ethical considerations and legal admissibility, calling for multidisci-
plinary collaboration. The potential benefits and transformative impact pre-
sented by this Al-driven approach underscore the urgency for further exploration
and practical implementation in modern forensic science.

Keywords: Behavioral Biometrics, Artificial Intelligence (AI), Micro-expression
Recognition, Digital Forensics, Cybercrime Investigation

1 Introduction

The landscape of forensic science is undergoing a rapid transformation, driven pri-
marily by increasingly sophisticated and technologically enabled criminal behaviors.



Traditional forensic methodologies—such as fingerprinting, DNA analysis, ballis-
tics, and physical evidence examination—continue to provide essential investigative
tools. However, the complexity and evolving nature of modern crimes, which fre-
quently involve digital deception, identity concealment, and intentional obfuscation
of evidence, have significantly challenged the efficacy and reliability of conven-
tional approaches. Consequently, there is an urgent need for novel, adaptive, and
complementary investigative techniques capable of overcoming these limitations.

Behavioral biometrics refers to the identification and analysis of unique human
behaviors or patterns that can reliably differentiate one individual from another.
Unlike physical biometrics (e.g., fingerprints, facial recognition, iris scans) that mea-
sure fixed biological or physiological traits, behavioral biometrics focuses on patterns
derived from human actions and interactions, including facial micro-expressions, walk-
ing style (gait), typing rhythms, mouse dynamics, and other digital interactions. In
recent years, Artificial Intelligence (AI) has emerged as a transformative technology,
offering unprecedented opportunities for forensic advancement. Specifically, the appli-
cation of Al to behavioral biometrics presents a promising paradigm shift that can
substantially enhance forensic detection and investigative accuracy [1-7].

The appeal of behavioral biometrics in forensic science lies in its intrinsic com-
plexity and resistance to manipulation. While physical biometrics can sometimes be
concealed or altered, behavioral patterns, particularly subtle or subconscious ones
such as micro-expressions and gait patterns, are notoriously difficult for an individ-
ual to consistently fake or control—especially under investigative scrutiny or stressful
conditions. Additionally, digital behavioral patterns, such as keystroke dynamics,
touchscreen interactions, or mouse movement behaviors, provide powerful insights into
suspect identification and authorship attribution, which are crucial in digital forensic
investigations and cybercrime analyses [8-11].

In this paper, we propose and discuss a novel conceptual framework that integrates
Al-enabled behavioral biometrics into forensic detection processes. By leveraging Con-
volutional Neural Networks (CNN), our framework seeks to automate the capture,
analysis, and fusion of behavioral biometric data from multiple sources. Moreover,
employing explainable AI (XAI) methodologies ensures transparency and inter-
pretability, making Al-driven forensic evidence admissible, reliable, and ethically
sound within judicial contexts [12-16].

Al-enabled behavioral biometrics not only promises higher accuracy and efficiency
but also enhances the resilience of forensic investigations against sophisticated criminal
activities. Nevertheless, the deployment of these technologies must carefully consider
critical challenges, including ethical implications, privacy concerns, bias mitigation,
and legal admissibility standards [17-19]. Thus, a collaborative effort involving forensic
scientists, Al researchers, legal scholars, and ethicists is imperative to responsibly
implement and optimize this groundbreaking forensic approach.

This paper sets forth the rationale, potential impacts, and the future trajectory of
integrating Al-driven behavioral biometrics into the forensic sciences, thereby charting
a strategic path toward modernized investigative practices.



2 Background and Foundations

Behavioral biometrics represents a unique and relatively untapped dimension in
forensic science, defined as the systematic measurement and analysis of human behav-
iors and patterns that distinguish one individual from another. Unlike conventional
biometric approaches, which rely heavily on static physiological attributes such as
fingerprints, iris patterns, or DNA sequences, behavioral biometrics are dynamic, cap-
turing nuanced variations in behavior that are inherently difficult for an individual to
deliberately alter or suppress consistently.

Key behavioral biometric indicators include subtle facial micro-expressions, dis-
tinctive gait patterns, voice modulation, typing rhythms, mouse movement patterns,
and touchscreen interactions. Each of these behaviors, though individually subtle, col-
lectively provides a multidimensional behavioral signature uniquely attributable to a
specific person. For instance, micro-expressions—rapid, involuntary facial movements
occurring in fractions of a second—can reveal concealed emotions, deception, or stress
[20]. Similarly, gait analysis leverages AI algorithms to identify unique walking pat-
terns, body posture, and movement rhythms, which persist across various contexts
and are exceedingly challenging to conceal [21].

Digital behavioral interactions, such as typing dynamics and mouse movements,
provide another critical source of forensic information. Typing rhythm analysis, for
example, assesses an individual’s keystroke timing patterns, which are typically sta-
ble and unique, even when individuals attempt to disguise their identity [8, 9]. Mouse
movement tracking similarly reveals unique behavioral markers, capturing subtle vari-
ations in cursor acceleration, trajectory, and click patterns. By integrating these digital
biometrics, forensic investigators can more reliably attribute authorship, authenticate
digital identities, and uncover deceptive behaviors in cyber investigations [10, 22].

Recent advancements in Al have accelerated progress in behavioral biometrics.
Deep learning architectures—such as Convolutional Neural Networks (CNNs)—are
capable of extracting complex and subtle behavioral patterns from raw data with
exceptional accuracy [1, 2, 12]. Moreover, the integration of explainable AT (XAI)
methodologies is vital, ensuring transparency, interpretability, and thus admissibility
in judicial proceedings [5, 13, 15].

Our proposed concept envisions a unified forensic profiling framework powered
by Al-driven behavioral biometrics. This multidimensional system integrates multiple
biometric streams (micro-expressions, gait, digital interactions) using sophisticated
fusion algorithms to yield robust forensic profiles that surpass traditional evidence
forms in accuracy, reliability, and resilience against manipulation [3, 4, 23].

By shifting the forensic paradigm toward behavioral biometrics enhanced by Al,
we advocate for a revolutionary approach that promises substantial improvements in
investigative outcomes and criminal justice effectiveness.

2.1 Limitations of Traditional Biometrics

Traditional biometric methods, such as fingerprinting, DNA analysis, facial recogni-
tion, and iris scanning, have long been the backbone of forensic investigations. These
techniques, while invaluable, heavily depend on the presence, quality, and integrity



of physical trace evidence. Such reliance poses inherent vulnerabilities: evidence can
be contaminated, compromised, degraded over time, or deliberately altered by crimi-
nals to evade detection. Furthermore, environmental factors, such as adverse weather
conditions, crime-scene disturbances, or improper handling, often hinder the effective
extraction and interpretation of traditional biometric data. The increasing sophis-
tication of criminal activities, including techniques employed to erase or obscure
physical traces, further exacerbates these limitations, underscoring the need for novel,
complementary forensic solutions.

2.2 Advantages of Behavioral Biometrics

Behavioral biometrics offers significant advantages as a supplementary forensic tool
due to its intrinsic nature and resistance to manipulation. Unlike traditional bio-
metric measures, behavioral biometrics analyzes dynamic behavioral patterns and
subtle human actions, such as facial micro-expressions, gait characteristics, and digi-
tal interaction patterns, which individuals find exceedingly challenging to consciously
control, especially under stressful investigative scenarios. These behaviors, inherently
subconscious or automatic, often persist consistently across varying conditions, even
when individuals actively attempt deception or concealment. This persistence makes
behavioral biometrics uniquely robust against deliberate masking, enhancing the inves-
tigative capacity in scenarios where traditional methods falter due to missing or
compromised evidence.

2.3 Application Examples and Forensic Utility

Several illustrative examples demonstrate the forensic utility of behavioral biometrics.
Facial micro-expressions—rapid, involuntary facial movements lasting mere fractions
of a second—provide key insights into concealed emotions, deception, and stress during
interrogations or investigative questioning. Advanced Al algorithms reliably detect
these subtle expressions, assisting investigators in assessing suspect credibility and
identifying deceptive behaviors.

Gait analysis, similarly, capitalizes on the uniqueness and stability of individual
walking patterns. Sophisticated Al-driven video analytic systems can accurately distin-
guish individuals based solely on subtle movement patterns, even from low-resolution
surveillance footage, substantially aiding in suspect identification when traditional
facial or physical biometrics are inadequate.

Digital behavioral biometrics, including keystroke dynamics and mouse or touch-
screen interaction patterns, present significant potential for forensic applications in
cybercrime investigations. These digital behavioral markers, unique and consistent to
an individual, enable accurate authorship attribution, fraud detection, and identifi-
cation of unauthorized digital activities. When integrated into forensic investigations,
behavioral biometrics provides multidimensional, Al-driven profiling capabilities that
surpass traditional forensic methods in both reliability and resilience.

Thus, the integration of behavioral biometrics significantly enhances forensic detec-
tion effectiveness, overcoming limitations inherent in traditional biometric methodolo-
gies and offering innovative investigative tools to tackle sophisticated contemporary
crimes.



3 Proposed Al Integration Framework

The proposed Al integration framework is a comprehensive, multidimensional forensic
detection model designed to leverage advanced artificial intelligence (AI) algorithms
to analyze and interpret diverse behavioral biometric signals. This novel approach
aims to significantly enhance forensic detection capabilities by combining three critical
behavioral modalities: facial micro-expression recognition, gait analysis, and digi-
tal behavioral pattern analysis. The resulting framework provides robust, reliable,
and explainable forensic evidence, especially in complex or ambiguous investigative
scenarios.

3.1 Micro-expression Recognition

Micro-expressions are involuntary, fleeting facial movements that occur subconsciously,
typically lasting only fractions of a second. These subtle expressions often reflect gen-
uine emotional states, such as fear, anxiety, deception, or stress, which individuals
typically attempt to conceal during interrogation or forensic questioning. To accurately
detect and interpret these micro-expressions, we propose utilizing advanced convolu-
tional neural network (CNN) architectures. CNNs excel at extracting intricate facial
movement patterns from high-resolution video data, enabling precise identification of
involuntary emotional expressions.

In this framework, CNN architectures are trained on large, annotated datasets
of micro-expressions captured under various emotional and deceptive conditions. The
trained AI model systematically analyzes real-time video feeds or pre-recorded inter-
rogation footage, accurately classifying subtle facial behaviors indicative of stress,
deception, or emotional concealment. This capability greatly enhances the reliability
and accuracy of forensic questioning and suspect evaluation.

3.2 Gait Analysis

Gait analysis involves examining and quantifying the distinctive ways individuals move
or walk. Each person’s gait consists of unique patterns influenced by physiological
structure, habitual movements, and subtle personal characteristics, making gait pat-
terns robust behavioral identifiers. We propose employing advanced 3D convolutional
neural networks (3D-CNN) to analyze video footage, recognizing unique gait signatures
even from low-quality, partially obscured, or distant surveillance recordings.
3D-CNNs are particularly suited to gait analysis due to their ability to effectively
extract spatial and temporal information from video data, capturing complex and
subtle variations in movement across multiple frames. By training these networks on
comprehensive gait datasets that represent diverse populations, environments, and
conditions, the Al-driven gait analysis module can accurately distinguish individu-
als and assist forensic investigators in suspect identification, linkage analysis, and
crime-scene reconstruction. Even when traditional biometric identifiers—such as facial
features—are unavailable, gait patterns can reliably support investigative conclusions.



3.3 Digital Behavioral Pattern Analysis

Digital behavioral biometrics capture unique, subconscious behavioral patterns exhib-
ited through digital interactions, such as typing rhythms, mouse movement dynamics,
and touchscreen interactions. These digital patterns remain surprisingly consistent
for individuals over time, offering reliable forensic identifiers that are challenging to
deliberately alter or conceal.

Our proposed framework leverages cutting-edge transformer-based Al architec-
tures to analyze and profile these digital behaviors. Transformers, widely used in
natural language processing and behavioral sequence modeling, effectively capture
long-range dependencies and subtle variations in sequential digital behaviors. By
analyzing keystroke dynamics, including typing speed, pressure, intervals between
key presses, mouse movements, click timings, and touchscreen interaction patterns,
transformer models generate distinctive digital behavioral signatures for individuals.

The digital behavioral analysis module supports forensic investigations by provid-
ing critical capabilities such as authorship attribution, digital identity verification,
anomaly detection, and fraud prevention. Particularly in cybercrime scenarios, this
Al-driven approach significantly strengthens the ability to attribute criminal digital
activity to specific suspects reliably.

In summary, this proposed Al integration framework represents a transforma-
tive approach to forensic detection, leveraging the strengths of behavioral biometrics,
advanced AT algorithms, and interpretability to significantly enhance forensic accuracy,
reliability, and judicial acceptance.

4 Empirical Analysis

To validate the practical effectiveness and accuracy of the proposed Al-driven behav-
ioral biometric approach, particularly the micro-expression recognition component,
we conducted experiments using the widely recognized CASME II Micro-Expression
Dataset. CASME II is a comprehensive benchmark widely adopted for micro-
expression analysis, featuring spontaneous facial micro-expressions collected under
controlled laboratory conditions. This dataset includes 247 video clips of spontaneous
micro-expressions elicited from 26 subjects, annotated across five emotion categories:
happiness, surprise, disgust, repression, and others.

4.1 Experimental Setup

We employed a Convolutional Neural Network (CNN)-based architecture designed
specifically for recognizing micro-expressions.
The experimental setup involved the following steps:

e Data Preprocessing: Videos from CASME II were segmented into individual
frames, cropped to facial regions, and normalized for consistent illumination and
alignment.

e Feature Extraction: A CNN architecture (ResNet-50, a widely used model
known for effectiveness in facial expression tasks) was fine-tuned on CASME II



data, enabling automatic extraction of high-level features representing subtle facial
movements.

¢ Training and Testing: The dataset was split into 80% for training and 20% for
testing, maintaining subject-wise separation to avoid identity-based biases. A 5-fold
cross-validation was conducted to ensure robustness and validity of the experimental
results.

4.2 Performance Metrics

The effectiveness of our Al-driven micro-expression recognition system was evalu-
ated using three standard metrics commonly used in classification tasks: Accuracy,
Precision, and Recall.

Accuracy

Accuracy measures the proportion of correct predictions among the total number of
cases evaluated. It is calculated as:

TP+TN
TP+TN+FP+FN

Accuracy =
where:

e TP (True Positive): correctly identified instances of a given class.

TN (True Negative): correctly identified instances that do not belong to a given
class.

e FP (False Positive): instances incorrectly identified as belonging to a given class.
FN (False Negative): instances belonging to a class incorrectly identified as not
belonging.

Precision

Precision reflects how precise or exact the model is when predicting a specific class,
representing the ratio of correctly predicted positive instances out of all predicted
positive instances. It is computed as:

TP

TP+ FP
A high precision means fewer false positives, indicating that the model is reliable
in its positive predictions.

Precision =

Recall

Recall (also known as sensitivity or true positive rate) measures the model’s ability to
correctly identify all positive instances of a class. It is computed as:

TP

TP+ FN
High recall indicates that the model misses fewer actual positive cases, minimizing
false negatives.

Recall =



Table 1 Performance Metrics for Emotion Classification on CASME II Dataset

Emotion Category | Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%)
Happiness 96.8 95.6 96.0 95.8
Surprise 95.3 94.2 94.7 94.4
Disgust 94.7 93.8 94.0 93.9
Repression 92.5 91.6 91.8 91.7
Others 94.6 93.7 94.3 94.0
Average 94.8 93.8 94.2 93.9

Collectively, these metrics provide comprehensive insight into the model’s predictive
performance, ensuring that its application within forensic scenarios is both accurate
and reliable.

4.3 Experimental Results

Our novel CNN-LSTM hybrid model achieved performance that significantly surpasses
previously reported results in micro-expression recognition studies on CASME II. The
detailed classification performance is as follows:

These experimental results clearly demonstrate the model’s effectiveness in reli-
ably identifying subtle and involuntary micro-expressions, validating its practical
applicability in forensic investigative contexts.

4.4 Discussion of Results

The experimental findings highlight the significant potential of employing our
CNN-LSTM hybrid approach for behavioral biometric recognition, particularly micro-
expression analysis. The high accuracy (average accuracy of 94.99%) underscores the
robustness of behavioral biometric identification, demonstrating reliability even with
subtle emotional signals.

These empirical results reinforce the suitability of the proposed Al-driven
behavioral biometric framework for forensic applications, emphasizing its ability to
complement traditional investigative methods.

4.5 Limitations and Future Directions

Real-world forensic scenarios might introduce variations, such as poor lighting or
partial facial occlusions. Future research will thus involve expanding experimenta-
tion to include more diverse datasets reflecting realistic forensic environments, further
validating the robustness and generalization capabilities of our proposed framework.

5 Potential Benefits and Transformative Impact

By shifting the forensic paradigm toward Al-driven behavioral biometrics, several
benefits can be anticipated:

® Higher accuracy and reliability in identifying suspects under challenging forensic
scenarios.



® Reduced dependency on incomplete or corrupted physical evidence, enhancing
investigative resilience.

® Improved speed and automation of investigative processes, thereby accelerating
criminal justice timelines.

6 Future Outlook

This conceptual paper calls for immediate interdisciplinary research, fostering practical
trials, validation studies, and legal assessments to integrate Al-enabled behav-
ioral biometrics responsibly into forensic practice. Additionally, combining these Al
methodologies with emerging technologies such as quantum computing could further
secure, streamline, and accelerate forensic analyses, positioning criminal justice at the
forefront of technological advancement.

7 Conclusion

The integration of behavioral biometrics through advanced artificial intelligence
represents a transformative shift in forensic science, offering substantial enhance-
ments in investigative accuracy, speed, and reliability. By leveraging sophisticated
AT methodologies—such as facial micro-expression recognition, gait analysis, and
digital behavioral pattern profiling—this innovative approach addresses critical lim-
itations inherent in traditional biometric methods, especially in scenarios involving
compromised or ambiguous physical evidence.

Despite existing ethical, legal, and implementation challenges, the immense poten-
tial of this Al-driven behavioral biometric framework strongly justifies continued
research, multidisciplinary collaboration, and practical exploration, paving the way
for more effective forensic investigations and improved justice outcomes.
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Abstract

In forensic sciences, the analysis of physical evidence plays a crucial role in iden-
tifying individuals or understanding the context of certain events. Fingerprint
analysis is traditionally employed for person identification, but this study aims
to address a different challenge: determining the gender of an individual based
on fingerprint images using Artificial Intelligence (AI).

This work explores whether gender classification, a task typically requiring sig-
nificant expertise and domain knowledge, can be performed effectively through
Convolutional Neural Networks. The central question is whether AT models can
uncover subtle patterns in fingerprint images that distinguish male and female
characteristics, even when such patterns are not easily discernible by humans.

Keywords: Artificial Intelligence, Biometrics, Convolutional Neural Network, Deep
Learning, Feature Extraction, Fingerprint Analysis, Gender Classification

1 Introduction

In forensics, human experts analyze evidence such as fingerprints, bones, and wounds
to draw conclusions about identity, age, gender, and cause of death. However, this
process is subjective, time-consuming, and prone to error. Al has the potential to
revolutionize this field by providing objective, efficient, and scalable solutions.
Recent investigations have demonstrated that AI can uncover previously unde-
tectable patterns in fingerprints, such as distinguishing fingerprints from different
fingers of the same person. These advancements suggest that Al could also classify



fingerprints by race, gender, or other demographic features. Although such classifica-
tions are less individual-specific, they may provide valuable insights for forensic and
security applications.

Fingerprint-based gender classification could have applications in crime scene inves-
tigations, demographic studies, and personalized biometric systems. This research
contributes to these fields by evaluating the performance of CNNs on a dataset of
fingerprint images to classify gender.

2 Literature Review

Fingerprint analysis has traditionally relied heavily on human expertise and predefined
rules, a method that, while effective, is subject to human error and lacks scalability.
The National Institute of Standards and Technology (NIST) highlights these challenges
in their study (Taylor and et al. 2012), emphasizing the critical role of human factors
in latent print analysis. However, advancements in machine learning (ML) and deep
learning (DL) have paved the way for more objective and automated approaches to
fingerprint analysis.

Recent studies have explored the potential of ML and DL for various biometric
tasks, including age and gender classification. The work by M. Patel and U. Singh
(Patel and Singh 2023) provides insights into how deep learning can enhance the
accuracy of age and gender recognition, demonstrating its effectiveness in biometric
applications. Similarly, S. Hamdi and A. Moussaoui (Hamdi and Moussaoui 2020) con-
ducted a comparative study, showing the superior performance of DL over traditional
machine learning methods in these tasks.

Additionally, the study by G. Guo, et al. (Guo and et al. 2024) from Columbia
University introduces an innovative approach to fingerprint analysis. Using deep con-
trastive learning, their work highlights how AI can uncover intra-personal fingerprint
similarities, laying the groundwork for demographic classification tasks such as gender
prediction.

Despite these advancements, prior research in gender classification using finger-
prints faces significant challenges. For example, S. Patil (Patil 2023) identified issues
related to dataset robustness and feature extraction. Their integrated analysis of mul-
timodal biometric traits underscores the need for high-quality datasets and advanced
preprocessing techniques to enhance classification performance.

This study contributes to the field by specifically focusing on fingerprint-based
gender classification using a CNN model trained on a balanced dataset. Unlike prior
work, it emphasizes data augmentation, regularization, and architectural optimization
to address class imbalance and overfitting — two major limitations noted in earlier
research.

The remainder of this paper is organized as follows: Section III introduces the
dataset and preprocessing steps. Section IV describes the CNN architecture and
training strategy. Section V presents the evaluation results and analysis. Section VI
discusses the implications and limitations. Finally, Section VII outlines potential future
directions for enhancing fingerprint-based gender classification using Al.



3 Dataset Information

The dataset used in this study is a biometric fingerprint database designed for aca-
demic research purposes. It is made up of 6,000 fingerprint images from 600 African
subjects and contains unique attributes such as labels for gender and hand and fin-
ger name. Below, detailed information about the dataset and its preprocessing steps
is provided:

3.1 Source

The dataset used in this study is an open-source fingerprint dataset publicly available
on Kaggle.

3.2 Class Distribution
This dataset comprises fingerprint images from both males and females

1. Male: 4770 images.
2. Female: 1230 images.

4 Data Preprocessing

4.1 Ensuring Uniformity and Size Consistency

All images in the dataset were resized to 128x128 pixels to ensure uniformity across the
dataset. This step was taken to standardize the input dimensions, which is essential for
consistent processing in the CNN model. The resizing introduced minimal distortion
that does not compromise the integrity of the fingerprint patterns, making the data
suitable for analysis. Additionally, the size distribution of the images was analyzed
to confirm that all images now have the same dimensions, ensuring a consistent and
balanced dataset for training and evaluation.

4.2 Balancing the Dataset

The dataset originally consisted of 1,230 images labeled as female and 4,770 images
labeled as male, introducing a significant class imbalance. Two strategies were
evaluated to balance the dataset:

1. Undersampling: Reducing the number of male samples to match the female
samples.

2. Oversampling: Duplicating and augmenting female samples to match the number
of male samples.

The latter approach was adopted to maximize the dataset size. Each female sample
was duplicated randomly until the total count reached 3,000 images per class, ensuring
an equal representation of both categories in the dataset as demonstrated in figure 1.
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Fig. 1 Comparison of class distribution before and after balancing

4.3 Final Dataset Distribution

After preprocessing and balancing, the dataset consisted of 6,000 images, equally
distributed between the two classes (female and male). This final dataset was split
into training, validation, and testing sets to facilitate model training and evaluation
as shown in Table 1.

Table 1 Dataset split for training,
validation, and testing

Split No. of Images  Percentage
Training 4320 72%
Validation 1080 18%
Testing 600 10%

4.4 Data Augmentation

To address potential overfitting and enhance the model’s generalization ability, data
augmentation was applied to the training dataset. This approach artificially expanded
the dataset by introducing variations, making the model more robust to unseen data.
The following augmentation techniques were implemented:

1. Random Rotations: Images were rotated randomly within a specified range to
simulate various fingerprint orientations.

2. Zoom Adjustments: Minor zooms were applied to simulate different scales of
fingerprint images.

3. Width and Height Shifts: Horizontal and vertical translations were performed
to simulate small shifts in fingerprint placements.

These augmentations were only applied to the training dataset to avoid artificially
altering the validation and test datasets, which are intended to measure the model’s



performance on untouched data. In figure 2 we can see a sample of the appearance of
the images that will be used for training after applying data augmentation.

Additionally, pixel values for all images were normalized to the range [0,1].
This scaling process was essential for improving model training stability by ensuring
numerical consistency across the dataset.

Sample Training Images
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Fig. 2 Sample training images after data augmentation process

4.5 The Effect of Filters on Fingerprint Images

CNNs apply filters to images during convolutional operations to extract meaningful
features as part of their learning process. To provide a clearer understanding of how
these filters interact with fingerprint images, four examples are plotted in the figure 3
showcasing how different filters can enhance specific characteristics. For instance, edge-
enhancing filters and pattern-emphasizing transformations were applied to highlight



key features such as ridges and edges in the fingerprint. These visualizations offer
valuable information about how the model might interpret and process features dur-
ing training, helping to understand the role of convolutional operations in extracting
relevant details from raw input data.
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Fig. 3 Sample training images after data augmentation process

5 Al Model Building

5.1 Model Architecture

The Convolutional Neural Network (CNN) designed for this task consisted of the
following components:

1. Input Layer: The model takes images maintaining the original dimensions as
input.
2. Convolutional Layers: Three convolutional blocks were used, each comprising:
(a) Conv2D Layers: Extract features using 32, 64, and 128 filters, respectively,
with kernel sizes of (3 x 3) and padding set to ‘same‘.
(b) Activation: ReLU was used as the activation function.
(c) Pooling Layers: MaxPooling was applied with a pool size of (2 x 2) to reduce
spatial dimensions.
(d) Batch Normalization: Added after each pooling layer to stabilize and
accelerate training.
3. Fully Connected Layers:
(a) A Dense layer with 256 neurons, followed by a Dropout layer (rate = 0.5) to
prevent overfitting.
(b) The final Dense layer served as the output layer.
4. Output Layer: Initially, the output layer used a sigmoid activation function for
binary classification. However, this was later replaced with a softmax activation
function to handle categorical labels more effectively, yielding better results.

5.2 Training Configuration

The model was trained with the following configurations:

1. Loss Function:
(a) Binary Cross-Entropy: Used during initial experiments for binary classification.



(b) Categorical Cross-entropy: Adopted in the final implementation with a softmax

activation function, as it yielded better classification results.
2. Optimizer: Adam optimizer with an adaptive learning rate.
3. Learning Rate Scheduler:

(a) ReduceLROnPlateau: Monitored validation loss and reduced the learning
rate by a factor of 0.3 after 3 epochs without improvement, with a minimum
learning rate of 1 x 1076,

4. Metrics: Accuracy was used as the primary evaluation metric during training.
5. Callbacks:

(a) Early stopping: Implemented to terminate training if validation performance

did not improve after 8 epochs, preventing overfitting and saving resources.

5.3 Model Observations

Switching to categorical cross-entropy with a softmax output layer significantly
improved the model’s classification performance compared to the binary cross-entropy
approach. The softmax activation allowed the model to better handle the two-class
problem in this specific context, ensuring a more balanced learning process.

Furthermore, the decision to gradually increase the number of convolutional fil-
ters across layers allowed the network to capture lower-level features initially and
progressively learn more abstract and complex patterns deeper in the network.

The model was trained over 30 epochs; however, training often stopped earlier due
to the early stopping criterion, which monitored validation performance. This ensured
that the model avoided overfitting and generalized well to unseen data.

These architectural and training adjustments underscore the importance of itera-
tive experimentation and optimization when designing convolutional neural networks
for domain-specific challenges such as fingerprint classification.

6 Evaluating the Results
6.1 Model Training Dynamics

Figure 4 shows the evolution of the training and validation accuracy, as well as their
loss over the epochs. The learning rate adjustments, managed by the ReduceLROn-
Plateau callback, are also depicted in the third plot. These metrics provide a clear
overview of the model’s convergence behavior and its generalization ability during
training.

The training accuracy steadily improves, reaching 64.56%, while validation accu-
racy fluctuates around 0.64. Training loss consistently decreases, indicating effective
learning, whereas validation loss shows some irregularities but remains relatively sta-
ble. The learning rate plot demonstrates the model’s adaptation during training, with
reductions at specific epochs to fine-tune performance.

6.2 Model Predictions

The evaluation of the trained CNN model was performed using the reserved test set
comprising 600 samples evenly distributed between the "male” and ”female” classes.
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Fig. 4 Evolution of training and validation metrics over epochs

The model achieved a test accuracy of 67.33% and a test loss of 0.611, showing a
notable improvement over earlier iterations.

To provide information on the performance of the model, a sample of predictions
from the test data set is visualized in Figure 5. Each image is displayed alongside its
corresponding true class and predicted class. Correct predictions align the true and
predicted labels, while mismatches highlight errors made by the model.

6.3 Confusion Matrix

Figure 6 displays the confusion matrix, which provides insights into the model’s abil-
ity to correctly classify each class. While the model performs better in identifying
”male” fingerprints, it still demonstrates some challenges in distinguishing ”female”
fingerprints, as evident by the misclassifications.



Test Dataset Predictions
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6.4 Classification Report

Table 2 presents the precision, recall, and F1-score for each class. The metrics indicate
that while the model shows a relatively balanced performance across classes, there is
room for improvement in recall for the ”female” class.

Table 2 Classification metrics for gender prediction model on the test dataset

Metric Female Male Macro Avg! Weighted Avg?
Precision® 0.70 0.65 0.68 0.68
Recall* 0.60 0.75 0.67 0.67
F1-Score® 0.65 0.70 0.67 0.67
Support® 300 300 600 600
Accuracy” 0.67 (600 samples)

1 Unweighted average across classes. Each class contributes equally.

2 Average weighted by the number of instances in each class.

3Ratio of correctly predicted positive observations to total predicted positives.
4Ratio of correctly predicted positives to all actual positives.

5Harmonic mean of Precision and Recall, balancing both.

SNumber of actual occurrences for each class in the dataset.

7Overall correctness of the model across all predictions.

6.5 Key Findings
Key observations derived from the evaluation include:

1. The classification of "male” fingerprints exhibited higher recall (0.75) compared to
"female” fingerprints (0.60), suggesting that certain features are more distinctive
in "male” fingerprints.

2. Adjustments to the model’s architecture, particularly in the number of filters in
convolutional layers, significantly improved performance.

3. The use of learning rate adjustment (ReduceLROnPlateau) allowed the model to
stabilize during training, resulting in better convergence.

Despite these improvements, challenges in distinguishing between classes persist,
highlighting the inherent complexity of the task.

7 Conclusion

The results of this study demonstrate that CNN-based architectures can offer mod-
erate success in gender classification from fingerprint images, but also underscore the
complexity of gender classification based on fingerprint images. While the final model
achieved a moderate test accuracy of 67.33%, with relatively balanced performance
across both classes, the results suggest significant challenges remain.
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7.1 Limitations and Challenges
Key limitations affecting performance include:

1. Dataset limitations: Publicly available datasets for fingerprints are limited in
quantity and often lack the diversity required for robust generalization.

2. Inherent complexity of the task: Fingerprint patterns may not exhibit sufficient
distinctiveness for gender classification, especially in the absence of domain-specific
preprocessing techniques.

3. Technical constraints: While the CNN architecture used in this study showed
moderate success, deeper architectures or transfer learning methods might be
needed to achieve significant improvements.

7.2 Implications and Applications

The ability to classify gender from fingerprint images has several potential applications
and implications, particularly in forensic science, as well as broader scientific and
judicial advancements:

1. Forensic investigations: Gender classification can aid investigators in narrowing
down suspects in criminal investigations, particularly when fingerprints are one of
the few pieces of evidence available.

2. Identity reconstruction: In scenarios such as natural disasters or accidents,
gender classification from incomplete fingerprint evidence can support identity
reconstruction efforts.

3. Judicial applications: Automating gender classification could provide additional
tools for verifying identity claims in judicial processes, improving objectivity and
reducing human error.

4. Advancements in biometric research: Understanding gender-based fingerprint
patterns could drive further innovations in biometric technologies, expanding their
use cases beyond traditional identification tasks.

The integration of Al in forensic sciences opens the door to unprecedented levels of
objectivity and efficiency. For instance, Al has already been shown to detect patterns
in fingerprints that human experts often overlook, such as intra-personal similarities
across fingerprints of different fingers, as highlighted in recent studies. These advance-
ments suggest the potential for Al to refine existing forensic methodologies and even
uncover new patterns previously undetectable by human analysis.

8 Future Work

To address the limitations encountered in this study and further enhance the perfor-
mance of gender classification from fingerprint images, several directions for future
research are proposed:

1. Dataset Expansion: Acquiring larger, high-quality fingerprint datasets that
encompass diverse populations and fingerprint patterns is essential. This will
improve the model’s generalization capabilities across various demographic groups.
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2. Advanced Data Augmentation: Exploring more sophisticated data augmenta-
tion techniques, such as GAN-generated fingerprints or geometric and photometric
transformations, could help increase the variability and size of the dataset.

3. Deeper Architectures and Transfer Learning: Implementing deeper CNN
architectures or leveraging transfer learning with pre-trained models on biometric
or image classification tasks might significantly improve performance by capturing
more complex patterns in the data.

4. Domain-Specific Feature Extraction: Collaborating with forensic science
experts to integrate domain knowledge into the feature extraction process. This
could include identifying gender-specific minutiae or ridge patterns in fingerprints
that are not easily detectable by current AI methods.

5. Exploring Hybrid Models: Investigating hybrid approaches that combine CNNs
with other machine learning models, such as ensemble techniques or classical
methods, to improve robustness and accuracy.

6. Multi-task Learning: Expanding the scope of the model to perform multiple
tasks simultaneously, such as gender and age prediction or even identifying unique
characteristics within fingerprint groups.

7. Real-world Applications: Testing the model in real-world forensic scenarios to
evaluate its utility, reliability, and performance in practical applications.

This future work aims to overcome the current study’s challenges and limita-
tions, paving the way for more accurate, robust, and impactful Al-based solutions in
biometric and forensic sciences.
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Abstract. In recent years, many studies have made progress in identifying bias in facial
recognition systems. However, existing works recognize that bias in facial recognition still
exists, leading to false identifications, arrests, and agony for our citizens. Current systems cannot
effectively detect African American men and women between the ages of 18-30. This group
faces bias in different facial recognition system algorithms, likely due to certain underlying
factors. Factors include the image quality of datasets and untrained or insufficiently trained
algorithms to accurately detect faces in images. These factors have led investigators to introduce
a new principle in understanding how race and demographic bias can be found in facial
recognition algorithms. Through our research, we propose a new method that can be
implemented in facial recognition algorithms during the detection phase. This paper introduces
this new method to decrease unfairness during the classification phase of datasets. The fairness
measure is calculated during identification of facial landmarks used to detect parts of the face
with coordinates. By applying a RYB (Red, Yellow, Blue) pallet of colors when detecting areas
of the face instead of the more conventional RGB (Red, Green, Blue) pallet. Our research
indicates RYB colors may improve the equality of images, which can decrease bias and improve

detection fairness in algorithms for captured images of African Americans ages 18-30.

1 Introduction

1.1 Origins of Facial Recognition

Facial recognition was originally developed by Woodrow Wilson Bledsoe in the 1960s. Since

then, it has been incorporated into many applications, including surveillance for law enforcement
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and security applications. In addition to law enforcement, facial recognition is used in retail,
government facilities, education, and even in our mobile devices that we use every day. As our
reliance on advanced technology increases, facial recognition will continue to have an enormous
impact. Many corporations and businesses rely heavily on this technology, especially when it
comes to solving and identifying crimes like shoplifting. The ability to recognize someone’s face
with accuracy is a primary goal to accurately identify a person. Many of these systems perform
very well and are robust. In today’s age of facial recognition technology, there has been a spark

of problems arising when detecting faces.

Many of the problems are found when the recognition system is attempting to detect
African American woman between the ages of 18-30[1]. Facial recognition systems are trained
using datasets which are a set of images used to train a learning model to be able to detect parts
of the face features. Features like the nose and chin. Recent studies have found there are many
factors that can contribute to the accuracy of face detection. A recognition system will most
likely learn from any image even when the images in the dataset have bias or lack fairness in
what it is learning. Today, the significant problem in facial recognition that contributes to the
misidentification of African Americans between the ages of 18-30 include environmental factors,
the of lack demographic ranges in datasets, image quality, and the system’s ability to recognize
specific features in African Americans unlike other demographics. A study on the accuracy of
facial recognition comparing stars discovered shows that a KNN model has the highest
recognition rate for white people (95.7%) while African Americans scored a lower accuracy of
85% [2]. Leaving the other percent’s vulnerable to misidentification in this demographic. A US
government study also suggested that facial recognition algorithms are far less accurate at
identifying African Americans and Asian faces compared to Caucasian faces [3]. Another study
conducted by institutions including Johns Hopkins University and the Georgia Institute of
Technology programmed Al-trained robots to scan blocks with people’s faces from different
demographics [4]. After the faces were scanned, the robots were assigned to designate which
blocks were criminals. The robots consistently labeled the blocks with African American faces as
criminals [5], yet none of the much lighter complected subjects was identified as such. Is there
bias within the facial recognition systems when it comes to certain demographics? Does this
impair the systems’ ability to provide accuracy for daily operations like investigating crimes,

identification and surveillance of people? Apparently so.



1.2 Case Studies: Facial Recognition Misidentification

There are many reports of African Americans who are falsely accused of a crime due to the result
facial recognition used by police when matching an unknown suspect photo. There has been 6

significant cases, all 6 cases consisted of African Americans [6].

In 2023, an African American mother encountered an unforgettable experience early
morning. Porcha Woodruff suffered lasting trauma from being a victim of misidentification using
facial recognition. She was unexpectedly arrested for a carjacking and robbery then later released
from the Detroit detention center on a $100,000 personal bond. She was identified as a suspect

though a photo lineup of victims along with unreliable facial recognition [7].

In a second, closely related incident in Detroit, Robert Williams was unexpectedly
arrested in January 2020, spending a night in a detention center leaving his family worried for a
crime he didn’t commit [8]. A blurry photo image was subject to a facial recognition system and
incorrectly matched a photograph of Roberts old driver’s license picture. This is another case
demonstrating bias and inaccuracies in facial recognition systems. The incident highlights the
process of investigations when police are trying to identify suspects of a crime using a

combination of facial recognition and photo lineups.

In 2020, the Detroit police chief stated that Detroit’s facial recognition technology failed
96% of the time, yet it is still used in investigations [9]. It is likely that many other police
departments around the world are using this technology and are leading to multiple false arrests,
such as those that occurred in Louisiana, New Jersey, Maryland, and Texas. Other cities and
states in the U.S., including San Francisco, California; Austin, Texas; and Portland, Oregon; have

temporarily banned its use because of concerns about privacy and racial bias.
1.3 Demographic Problems in Facial Recognition

Studies have shown that a significant inaccuracy is likely in the identification phase of facial
recognition. Additionally, there is bias in the classification of specific demographics. When
photos are gathered to process and are fed into a learning model for the system to recognize

faces, the photos are classified. For example, a chin in a photo would be classified as “chin” so



the system knows the classification [10]. However, due to the bias, the results are not always

clear.

In 2015, Jacky Alcine logged into Google photos and noticed that her photo album was
classified as gorillas. Why did this facial recognition system software categorize Jacky and his
friends as primates? During the development phase, depending on how the machine is learning
different features of faces and how data is fed into the system, the recognition will output what it
identifies as the most closely related elements. So, if the dataset is miscategorized, then the facial
recognition system will be biased providing incorrect results. Existing datasets of photos that
contain a collection of images are likely biased towards Caucasian faces. Therefore, it is highly
likely that one reason behind misidentification can also include the lack of trained faces for
African Americans and people of color. This may also be a result of different age ranges

affecting the complexions of people of color throughout the world [10].
2 Principals of Facial Recognition

As facial recognition continues to develop, more research has been conducted to propose
improved algorithms and corrections. Most Facial recognition technology is based on the
extraction and comparison between faces and face features in an image. Face recognition
systems will search and then match the face image feature data with a feature template stored in
the database for recognition. A variable is set to a specific feature based on the data of an image.
Once the variable is set, the system then finds similarities that exceed or match the variable
leading to a matched result. The matched result will be provided as an output. When matching
face features, the face feature is recognized and compared with the face feature variable and is
judged to match a facial identity based on similarities of the face and the face variables. There
are two major categories in facial recognition. One is confirmation which is the process of
comparing one image to another to confirm an image. The second category is identification, this
process matches one image to another while comparing the image to stored information to
produce an output matching an identity [2]. This process is then divided into four pipelines. The
different pipelines that make up facial recognition to produce a successful output of a compared

image are detection, alignment, representation, and verification [11]. This research focuses on



enhancing both the detection and alignment pipelines by reducing bias when detecting specific

features of the face.
2.1 Facial Recognition Pipelines: The Process

There are four common pipelines used in facial recognition such as face detection, face
alignment, feature extraction (representation) and feature matching or verification [11]. Face
detection is commonly the first stage for facial recognition to have the ability to first detect faces
presented from a given image and extract parts of a face if it exists. This phase crops areas of the
face. So, the file can be compressed for further feature extraction. Algorithms are deployed to

perform this phase.

The most common methods used for face detection are Haar Cascade, Dlib (HOG) and
MTCNN (Multi-Task Cascaded Convolutional Network. Dlib (CNN) [12]. Haar Cascade is a
method for image processing that classifies objects based on texture, shape and color. A color can
be coded to identify an object; thus, lighting conditions can play a very important role when
detecting objects [13]. The algorithm’s ability to detect objects is based on the features of that
object. For example, a pixel value can be calculated to represent a section of an image that
identity’s an area under an eye or near a cheek. Dlib is an open source, modern C++ toolkit
containing machine learning algorithms and tools for creating complex software to solve real
world problems. DIib provides another face detection model based on HOG (Histograms of
Oriented Gradients) for human detection using an image pyramid to extract features from image
data. This method only works on frontal and on slightly shifted frontal images. Dlib
Convolutional Neural Network (DIlib(CNN)) extracts features from an input image data to
increase the number of features and can accommodate various face orientations. The Multi-Task
Cascaded Convolutional Networks algorithm or MTCNN is another method for face detection
and face alignment. MTCNN can detect faces in various conditions and scales. Each technology

provides a unique perspective for facial feature detection.

The next step in the pipeline is face alignment. Images are aligned to improve the
accuracy of the face recognition model. For example, on an image, eyes can be rotated and
aligned with each other until both eyes are aligned horizontally to improve the accuracy of eye

location. Feature extraction extracts components of the face. The components of the face consist



of face features that differ from one person to another. Feature classification is the ability to

compare images of the face and match it with another image to classify one’s identity.
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Fig. 1. Steps in Face Recognition Process as Outlined in the Handbook of Face

Recognition, 2011 [14].
3 DLIB Methodology

Dlib is one of the most utilized algorithms and methods used in many facial recognition systems.
Dlib has been used to enhance many recognition systems that utilize this method as a means of
reducing bias in those systems to increase accuracy when detecting African Americans from
different backgrounds [15]. Therefore, researchers selected the DIlib methodology for this
research to improve both the detection and alignment pipelines by reducing bias when detecting
specific features of the face. Specifically, this research focuses on the DIib facial land marking

algorithm which is used to detect areas of the face and then used to compare features.

Dlibs facial landmark detection identifies areas of the face by estimating the location of
facial structures in an image. Dlib uses 68 land points to find areas of the face such as the nose,
chin, eyes and eyebrows [16]. The Dlib facial landmarking model was trained using the iBUG
300-W-dataset which is a dataset that includes variations of different subjects, poses,

illuminations, and face features [17].
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Fig. 2. DIib Facial 68-Point Landmarking [17].

The authors in [2] conducted a study on Dlib’s accuracy to detect different demographics
based on television actors. 1000-star photos were used to verify the accuracy of the algorithm
[2]. Out of the 1000 images, 912 images were successfully extracted. Overall feature points
found on the faces had an accuracy of 91.2%. The authors suggested that the comparison
between the successful and unsuccessful images in the study could have been affected due to
faces being too small or having unclear or occluded areas in the image. The study then focused
on the recognition rate of different skin colors. The training model was developed with the use of
K-Nearest Neighbor (KNN), a supervised learning classification algorithm that determines the
class of a new data point by looking at its nearest neighbors in the training data. In this case,
KNN identified the closest faces in a database to a new, unknown face and assigned the new face
to the label of the majority class of those faces closest. The model combined KNN and Dlib and
demonstrated a recognition rate for people with lighter skin tones as 95.7%. The recognition rate
for darker skin tones was lower. Researchers concluded that the reason for the higher recognition

rate for lighter skin tones may have been due to the feature points used to train the KNN model



to detect faces. Researchers in this paper focused on improving facial landmarking when used on
different skin colors and how these landmarks could be better accentuated to detect ranges of

skin colors.
4 The Red-Yellow-Blue (RYB) Experiment
4.1 The Red-Green-Blue Dilemma

Facial landmarking can likely influence how a facial recognition model is trained to then be able
to identify a person based on features learned from the landmarking. Bias is likely present in the
detection stage when detecting and extracting areas of the face. If the facial landmarking
algorithm incorrectly places landmarks on an image, the model will be trained incorrectly. For
example, if the algorithm incorrectly adds a landmark to areas of a nose when it was a cheek, the
training model then learns and identifies similar areas as a nose, leading to incorrect
identification of a person when an image is compared to one another. Features which are not
clearly defined in the training set based upon complexion and skin color would then adversely

affect the results when applied to detecting faces of different demographics.

The Dlib landmarking image processing is designed to accept images that have RGB
(Red, Green, Blue) pixel colors. Each pixel color was defined with a trait [15]. The trait allows
image processing to know how to handle each type of pixel. A pixel type can be RGB, as this
pixel type is what is used to understand how colors are stored in memory to make up the image.
RGB colors are the most used color space [18]. However, RGB color space also can be an
inaccurate measurement of color because, representation of color is not consistent with the
perception of human eyes. RGB colors are most likely perceived based on what we think the
colors of red, green, and blue and combinations can represent. This results in a big difference
between the calculated value of color difference and the intuitive perception of human vision.
Thus, Dlib is most likely using pixel traits (RGB colors) that may not match the colors that we
see through our own perception. Therefore, there will likely always be a significant gap of colors
that do not exactly match what we see on the computer screen versus the real world. For
example, we may see a red car in an image but there are other colors and combinations that make
up red that we view on the computer screen versus a red car in real life. Hence, when areas of an

image are assigned a pixel that matches a color trait like red, it is likely possible that pixel is



assigned the incorrect color. This perceived difference affects the color condition of the image

when representing a landmarked face which provides identity features of a facial image.

This research hypothesis that there are likely missing colors in RGB that may not be
presented during pixel classification when pixel traits are assigned to an image. Computer
systems use RGB colors [19]. A monitor or TV screen generates three colors of light (red, green,
and blue) and the different colors we see are due to different combinations and intensities of

these colors with the presence of light.
4.2 A New Approach with an Old Color Scheme

There is another classification of colors known as RYB (Red, Yellow, Blue). RYB is typically
used for fine art and dates to the early 19th century when color was first defined around Isaac
Newton’s circular dimension hue optics for how we perceive color in 1704 [20]. Although
extensively used in fine art, RYB is not a color pattern that exists in computer screens as primary
colors. RYB as an historical relationship was overturned in the second half of the 19th century
for the more common RGB color scheme used today. But these colors continued to be used by

artists and have found their way into modern education for fine art.

The RGB scheme can be used to produce colors of white light as depicted in Figure 3. If
RGB colors lead to white light, then it is likely that other areas of colors that do not exist when

there is no light would not be easily . this would be RYB for computer screens.

RYB RGB

Fig 3. RGB and RYB Color Palettes

This experiment conducts converting an RGB image to RYB due to the possibility of

missing colors. The missing colors highly likely contribute as an additional factor to the cause of



bias in face detection algorithm that use RGB pixels to classify colors. The facial recognition
system will likely fail to correctly identify certain demographics due to the lack of color range in
RGB color scale. RGB colors likely have colors closer to white making the colors of an image
appear to be brighter colors of red, green and blue which can falsely perceive a color of an
individual incorrectly. The use of RYB colors will likely include the absence of light allowing
the RGB colors to appear darker, creating different color range scales of red, green and blue.
RYB (red, yellow, blue) will likely increase the color ranges in demographics by preserving more
colors of an image when it’s processed to classify pixel traits. Due to the nature of computer
screens only using RGB, RYB can only be simulated to test this theory. RYB can be approached
by converting RGB values to CMY (Cyan, Magenta, Yellow) and then CMY to RYB. Since RYB
is not a color standard in digital processing, RGB can be simulated to RYB using mathematical

formulas.

RGB to CMY Conversion FormulaC=1-R
M=1-GY=1-B
CMY TO RYB

Rryb=R
Yry b= (Y + G)2 Bry b= (B + M)/2 [22]

The dataset used was from a face research lab in London. 10 Images in this dataset was
converted from RGB to RYB changing eh color of the image from what we normally see to
appear Green and Purple on a digital screen. Ten (10) images of females and males from
different demographics was then used for Dlib facial landmarking. Dlib applied 68 facial
landmarking points on areas of the face such as the ears, eyes, nose, nose bridge, lips, chin, and
eyebrows. This hypothesizes the initial phase of face detection will most likely detect African
Americans with a higher accuracy using datasets that have colors of RYB (Red, Yellow, Blue)

instead of RGB (Red, Green, Blue) when extracting face characteristic.



Fig 4. RGB vs RYB Identification of Landmarks
4.3 Assumptions

Datasets that contain RYB colors have a variety of darker colors that are not present in RGB.
RGB algorithms consist of detecting colors that have lighter shades of red, green blue. Computer
screen colors are affecting the natural colors that are found in African Americans demographics.
The darker shades associated with RYB may provide more facial data when detecting the face of

African Americans.
4.4 Results

To interpret the results data, 10 images of RGB and 10 images of RYB are compared to each
other visually based on the facial landmarking such as the left eye, right eye, chin, nose, nose
bridge, right eyebrow and left eyebrow. The features of the face were scored on a level from 0-3.
0 being negative results where the facial landmarking was incorrectly placed on the RYB image.
1 showed | low changes of facial landmarking, 2 showed moderate changes and 3 showing
significant changes from the facial landmarking placed on RYB image. Both male and female

images of RGB and RYB was evaluated during this experiment (Fig. 5).
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Fig 5. RGB vs RYB Results



The use of RYB images showed significant improvement on all images regardless of
demographic but, there was a higher significance in images with darker colored pixels. In each
feature of the face, the facial landmarking improved to a rating change of 1. Significant changes
not only appeared more in the African American demographic but solely on adjustment of the
landmarking in the upper and lower lip as well as the chin areas. Therefore, the use of RYB can
not only significantly increase different areas of demographic but, it can highly likely reduce bias

in all demographics.

Fig. 6. Male RGB to RYB and Female RGB to RYB

5 Conclusion

The red color pixels of an RYB image may contain more facial data in African Americans. The
higher the facial data the higher the accuracy to detect African American faces without using
bias. Computer screen colors detect more light colors when using RGB color pigments when
associated with light. It is possible that African Americans skin tone reflects differently with light
which changes the composition of colors associated with RYB. In conclusion, this area of RYB
should be studied for future enhancements in decreasing bias in facial recognition systems as

well as the colors associated with other image processing used in facial recognition algorithms.
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Abstract

The green synthesis of nanoparticles has gained significant attention as a sustainable and eco-
friendly alternative to the traditional physical and chemical methods of nanoparticle
production. Unlike conventional synthesis techniques, which often rely on toxic chemicals and
high energy inputs, green synthesis utilizes biological agents such as plant extracts,
microorganisms, and natural polymers, offering a non-toxic and environmentally benign
approach. This novel method not only reduces the consumption of harmful substances but also
minimizes the environmental impact associated with nanoparticle production. One of the key
advantages of green synthesis is its ability to produce nanoparticles that are biocompatible,
meaning they can be safely used in medical and environmental applications without posing
significant risks to human health or ecosystems. In this research, the latest advancements in
environmentally sustainable nanotechnology are explored, with a particular emphasis on its
forensic applications. The use of biological agents, such as plant extracts and other organic
materials, in nanoparticle synthesis significantly reduces the reliance on hazardous chemicals
that pose long-term health risks to both humans and the environment. These biological agents

not only enable the creation of nanoparticles in an ecologically responsible manner but also
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enhance the properties of the nanoparticles, making them more effective for specific
applications. By avoiding the use of toxic chemicals, this approach aligns with the growing

global demand for safer, greener technologies in various scientific disciplines.

The focus of this study is on the forensic applications of nanoparticles synthesized through
environmentally friendly methods. In particular, attention is given to the use of these
nanoparticles in the detection of pesticides, heavy metals, and latent fingerprints, which are
critical areas of forensic investigation. Nanoparticles synthesized using green methods exhibit
unique properties that make them ideal for the detection and identification of these substances,
offering more efficient, sensitive, and non-invasive alternatives to traditional forensic
techniques. This not only highlights the practical advantages of using eco-friendly
nanomaterials in forensic science but also emphasizes the potential for these materials to play
a key role in the development of analytical and diagnostic tools for law enforcement and
forensic laboratories. Furthermore, the study underscores the importance of cross-disciplinary
research to advance the field of forensic nanotechnology. While the green synthesis of
nanoparticles holds immense potential, there is still a need for further investigation into how
these nanoparticles can be scaled up, standardized, and integrated into routine forensic practice.
More research is required to optimize the consistency, sensitivity, and scalability of these
nanoparticles for practical forensic applications. By combining insights from various fields
such as chemistry, biology, and forensic science, this research aims to foster the development
of more reliable, accessible, and cost-effective nanomaterials that can be widely adopted for

forensic analysis, leading to more accurate and efficient investigative processes.

Keywords: Green synthesis, Nanoparticles, Detection, Forensic Science.

Introduction

In recent years, nanotechnology has developed as a significant and transformational field of
study, garnering international attention for the tremendous influence it has had and the
technical advancements it has brought about across a variety of scientific and technological
fields. Because of its multidisciplinary character, it has made it possible for significant progress
to be made in a variety of domains, including physics, chemistry, biology, environmental

science, materials science, science of medicine, and pharmacy. Nanotechnology has opened up



new paths for the creation of materials and technologies that have unique optical, mechanical,
chemical, and electrical capabilities [1]. Nanotechnology is described as the manipulation and
control of matter such that one of its dimensions is within the range of 1 to 100 nm [2].
Nanoparticles exhibit distinct features attributable to their size, shape, composition, enhanced
surface area-to-volume ratio, and the purity of their individual components. These
characteristics render them suitable for utilization as nano-magnets, in medication and gene
delivery systems, water disinfectants, catalysts, quantum dots for electrical devices, and as
agents for pollution remediation [3]. The distinctiveness of nanoparticles arises from their
specialized fabrication method. A minor modification in the synthesis pathway can result in a
significant variation in their intrinsic features. Numerous techniques exist for the production of
nanoparticles. The physical and chemical synthesis processes are costly and result in the
production of harmful by-products. The biological technique, conversely, is economical, facile
to synthesize, diminishes chemical burden on the environment, and eliminates superfluous
processing during synthesis [4]. Moreover, it is widely recognized that physical and chemical
approaches include uncertainties regarding the form, size, and dispersity of nanomaterials, and,
crucially, need the use of expensive and dangerous substances that eventually contribute to
environmental contamination. Nanoparticles originating from biological materials are referred
to as biogenic nanoparticles, and the synthesis technique involved is termed green synthesis of
nanoparticles. In addition to the method of synthesis, the characterisation of nanoparticles
through the utilization of a variety of cutting-edge methodologies is an equally vital aspect that
guarantees the nanoparticles that have been synthesized are within the nanoscale range.
Furthermore, environmental factors such as temperature, pH, concentration of reducing agents,
concentration of metal ions, interaction time, pressure, type of microorganism and their
population, synthesis mechanism (intracellular or extracellular), and type of growth media all
play a significant role in the synthesis of nanoparticles, particularly in determining their shape,
size, texture, and number within the nanoparticles. The substantial advancements that have
been made in the field of nanotechnology have simultaneously resulted in the release of a
substantial quantity of nanoparticles into the environment (air, water, and soil), which, when
exposed to live creatures for a prolonged period of time, can cause harm to them. In addition,
nanoparticles, which are characterized by their nanoscale, have the potential to pose a threat
due to their high surface area to volume ratio, high reactivity, and interactions with
biomolecules. In order to safeguard the environment in an appropriate manner, it is thus
necessary to consider the ecotoxicological impact that green nanoparticles have on species.

Even though there have been tremendous advancements in this subject, the precise process that



is responsible for the synthesis of green nanoparticles is not fully known. This is because of
the complexities that are posed by natural quantities that are complicated [5]. Magnetic
nanoparticles (NPs) have extensive uses across several domains, including medical
applications (e.g., targeted drug administration, magnetic resonance imaging, cancer
hyperthermia therapy) and nano-sorbents in environmental engineering [6].Forensic science is
a multidisciplinary field that encompasses various specialized branches aimed at the
investigation and resolution of criminal and civil cases. These branches include forensic
chemistry, which involves the analysis of chemical substances such as drugs, explosives, and
toxins; forensic biology, which focuses on the examination of biological evidence like blood,
hair, and DNA; and forensic physics, which deals with the physical principles involved in
analyzing evidence such as ballistics and accident reconstructions. It also includes fingerprint
analysis, a key method for personal identification based on unique ridge patterns; questioned
document examination, which involves the analysis of handwriting, signatures, and
potentially altered or forged documents; and digital or cyber forensics, which investigates
crimes involving computers, networks, and digital data. Additionally, the discipline covers
crime scene investigation, where trained professionals systematically collect, preserve, and
analyze physical evidence from the crime scene, and forensic psychology, which integrates
psychological principles to understand criminal behaviour, assess mental state, and aid in
criminal profiling. Together, these diverse areas work collaboratively to uncover the truth,
support legal processes, and ensure justice [7]. This review concentrates on the utilization of
green-synthesized nanoparticles in forensic identification, emphasizing their burgeoning role
in improving the detection of essential forensic evidence, including pesticides, heavy metals,
and latent fingerprints, via environmentally sustainable and non-toxic methods (Figure 1). This
review is crucial for enhancing ecologically sustainable forensic techniques and protecting the
health of forensic investigators by advocating alternatives that minimize exposure to harmful

chemicals often employed in traditional detection methods.
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Figure 1 Graphical representation for Forensic application of green nanoparticles

Pesticide detection

The 2016 World Health Organization report indicates that toxic substances resulted in 1.3
million fatalities in 2012 [8][9]. The application of pesticides in agricultural practices directly
impacts human health. Pesticides are occasionally employed in homicide cases. The
identification of pesticides is therefore crucial. W. A. El-Said et al. employed two extraction
methods from green tea leaves (total extraction and tannin extraction) as reducing agents for a
rapid, straightforward, and one-step synthesis of mesoporous silica nanoparticles/iron oxide
nanocomposite through the deposition of iron oxide onto mesoporous silica nanoparticles.
Mesoporous silica nanoparticles/iron oxide nanocomposite was used as a solid adsorbent for
removal of lindane pesticide from aqueous solutions. The developed system possesses the
advantages of silica as core that include large surface area and advantages of iron oxide (shell)
that include the capability to interact with chlorinated compounds and ability to release by
using external magnetic field. UV-Visible technique was used as a simple and easy method for
monitoring the removal of lindane. Capability of mesoporous silica nanoparticles/iron oxide
nanocomposite for the sensing and capture of lindane molecules with a high sorption capacity
(about 99%), thereby facilitating a novel eco-friendly detection approach [10]. The
advancement of carbon dot-based sensors that generate fluorescence for pesticide monitoring
has garnered significant interest in recent years. Compared to other fluorophores, carbon dots

have superior optical characteristics, elevated quantum yields, and enhanced biocompatibility.



Fatemeh et al. intend to introduce an innovative fluorescence sensing technique for diazinon,
glyphosate, and amicarbazone utilizing plant-derived carbon dots. The fluorescence-emitting
carbon dots were manufactured by a hydrothermal carbonization method utilizing pesticide-
free cauliflower juice as the carbon source. The fluorescence quenching capability of carbon
dots has been employed to ascertain detection limits of 0.25, 0.5, and 2 ng ml™! for diazinon,
amicarbazone, and glyphosate, respectively. A comprehensive sample investigation shown that
the detection of pesticides using our developed nano-sensor is both repeatable and precise [11].
A novel method for a straightforward, competitive, and sensitive dipstick immunoassay (DIA)
was established to identify organophosphorus pesticides. This is an alternate approach to
nitrocellulose strips (NC) for detecting hazardous pesticides. The matrix effects of several food
samples (tomato, cucumber, grapes, and orange) were examined using flow-through ELISA
(Enzyme-Linked Immunoassay) and the DIA technique. Various morphological sizes were
produced from gold nanoparticles and bioconjugate to IgG, which acted as the detecting agent,
as validated by AFM. The varying concentrations of organophosphorus in the food sample
were identified by the formation of a purple hue on the membrane strips. Among the four fruit
juices, grape juice has heightened absorbance, indicating that the bioconjugated gold
nanoparticles effectively detect the kitazine contained in the grape juice, as proven by the
ELISA technique, which shows high repeatability and adequate accuracy. The results were
interpreted visually, and these ELISAs serve as efficient qualitative instruments for the quick

assessment of kitazine residues in food samples [12].

Heavy metal detection

The substantial expansion of industry, transportation, and agriculture facilitates the influx of
harmful byproducts, such as heavy metals, into the environment. The introduction of these
toxic heavy metals into the food chain via water, soil, or air would considerably result in
hazardous repercussions for the ecosystem, even at trace levels [13]. Nesma et al. represents a
ground breaking initiative in employing Vachellia tortilis subsp. raddiana (Savi) Kyal. &
Boatwr. (Often referred to as acacia raddiana) leaves as a reducing and stabilizing agent in the
environmentally sustainable production of silver nanoparticles (AgNPs). The study sought to
enhance the synthesis of AgNPs by examining the effects of pH, temperature, extract volume,
and contact time on the reaction rate and the shape of the resultant AgNPs, while also exploring

the applicability of AgNPs in the detection of certain heavy metals. The study also investigated



the capacity of AgNPs to detect several heavy metal ions calorimetrically, including Hg*" Cu?",
Pb?*, and Co**. UV—Visible spectroscopy demonstrated efficacy for this objective. The hue of
AgNPs transitions from brownish yellow to pale yellow, colourless, light red, and reddish
yellow upon the detection of Cu?*, Hg?*, Co?*, and Pb** ions, respectively. The detection limits
are 1.322 x 1075 M for Hg?", 1.37 x 1077 M for Cu*', 1.63 x 10~° M for Pb**, and 1.34 x 10* M
for Co*", respectively [14]. To identify heavy metal contamination in aquatic environments, the
author has illustrated a highly sensitive and simultaneous detection of Cd(II), Pb(1l), Cu(1l),
and Hg(II) ions utilizing a reduced graphene oxide-supported spongy gold nanoparticles (rGO-
Au NPs) modified electrode through square wave anodic stripping voltammetry (SWASV).
The rGO-Au nanoparticles were synthesized using a green method that included Abelmoschus
esculentus vegetable extract as a reducing agent. The rGO-Au NPs modified electrode
demonstrates exceptional selectivity and sensitivity towards heavy metal ions, with
sensitivities of 19.05 mA/mM-cm?, 47.76 mA/mM-cm?, 22.10 mA/mM-cm?, and 29.28
mA/mM-cm?, and limits of detection (LOD) of 31.81 nM, 12.69 nM, 27.42 nM, and 20.70 nM
for Cd**, Pb*", Cu*", and Hg*", respectively [15]. Partha et al. produce silver nanoparticles
(AgNPs) with aqueous Murraya Koenigii leaf extract via a straightforward, eco-friendly
method. The colorimetric sensing capability of the synthesized nanoparticles was evaluated
against eleven distinct metal ions (Cr3+, Mg2+, Fe2+, Co2+, Zn2+, Cd2+, Hg2+, Cs+, Cu2+,
Pb2+, and Fe3+) and established that the nanoparticles effectively detect Fe3+ and toxic Hg2+
ions in water, as corroborated by a visual color change and UV-Visible spectroscopic analysis

[16].
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Figure 2 Nanoparticles in Forensic application

Fingerprint detection

Fingerprints are the configurations created by the papillary ridges on the distal phalanges of
the fingers [17]. Primarily, there are three categories of fingerprints identified at crime scenes:
patent, plastic, and latent prints [18]. Patent fingerprints are discernible to the naked eye
without technology augmentation; they are created when a foreign material from the skin
contacts a smooth surface. Plastic fingerprints are distinct impressions that are readily visible,
typically found on freshly painted surfaces or materials that deform upon touch with fingertips.
Latent prints are imperceptible to the naked eye without the aid of instruments; when a finger
contacts a surface, it deposits perspiration, which stays undetectable due to its colourless nature
[18], [19]. Upon the attachment of the bi-functionalized reagent to gold nanoparticles, the
invisible prints become visible when it contacts a bearing surface. Gold nanoparticles treated
with bi-functionalized reagents exhibit twofold functionality, therefore being referred to as bi-
functionalized gold nanoparticles. The bi-functionalized reagent consists of a polar head
connected to the cellulose of the active end/tail, which contains the sulphur group; the sulphur
group serves as the stabilizer [20][21]. Bifunctional reagents are reagents that possess dual
functionality. The polar head of the reagent interacts with the gold nanoparticle attached to the
fingerprint-bearing surface. This method is mostly utilized on porous surfaces. Gold
nanoparticles functionalized with antibodies are created by depositing protein A onto their

surface. Protein A is a molecular connector that may be utilized to target and serve as a



biological linker for the attachment and orientation of anti-cotinine antibodies on a surface.
Drug metabolites in latent finger-marks were identified using gold nanoparticles functionalized
with anti-cotinine. The anti-cotinine antibody attaches to the cotinine surface, which is a
metabolite of nicotine. The functionality stage improves the particular interaction between
antibodies and antigens [22][23][24]. The green synthesis of nano rust is conducted utilizing
Camellia sinensis leaf extract. Deionized water serves as the solvent. This technique may create

unique ridges on both porous and non-porous surfaces [25][26][27].

Conclusion and Futuristic aspects

This review underscores the significant potential of green synthesis of nanoparticles as a
sustainable, efficient, and environmentally responsible alternative to conventional chemical
and physical methods. By eliminating the use of toxic reagents and minimizing hazardous
waste, green synthesis not only aligns with global sustainability goals but also enhances the
safety and operational efficiency of forensic investigations. These eco-friendly nanoparticles
exhibit exceptional selectivity and sensitivity, which are critical for trace-level detection of
forensic analytes. In this study, we highlighted the application of green-synthesized
nanoparticles in detecting pesticides, heavy metals, and latent fingerprints—three major pillars
in forensic science. These nanoparticles have demonstrated remarkable capabilities in terms of
ultra-low detection limits, rapid analysis, and compatibility with various substrates and

detection platforms.

Looking ahead, green nanotechnology holds immense untapped potential in broader forensic
domains. Future research should explore its applicability in the detection of explosives, illicit
drugs, alcohols, and human biological fluids such as blood, saliva, semen, and sweat. These
substances play a pivotal role in crime scene analysis, toxicological assessments, and post-
mortem investigations. The integration of green-synthesized nanoparticles into these areas
could lead to the development of next-generation forensic tools that are not only more accurate

but also safer for users and less harmful to the environment.

Furthermore, to fully harness the benefits of green nanotechnology in forensic science, it is
essential to address current limitations. Key challenges include standardizing synthesis
protocols, ensuring batch-to-batch reproducibility, improving the scalability of nanoparticle
production, and enhancing the stability and shelf life of nanomaterials. The convergence of

green nanotechnology with modern advancements—such as microfluidics, lab-on-a-chip



devices, portable biosensors, and artificial intelligence-driven data analytics—could pave the
way for real-time, on-site forensic diagnostics. This integration would significantly reduce the
time between evidence collection and analysis, streamline forensic workflows, and increase the

reliability of results in judicial proceedings.

In conclusion, green-synthesized nanoparticles represent a transformative frontier in forensic
science. With continued innovation, interdisciplinary collaboration, and regulatory support,
these sustainable nanomaterials could revolutionize forensic detection methodologies,
fostering a future where forensic practices are not only more effective and precise but also safer

and environmentally conscious.

Funding

Not applicable

Contflict of interest

Not applicable

Ethics approval and consent to participate
Not applicable

Consent for Publication

Not applicable

Data availability

Not applicable

Materials availability

Not applicable

Code availability

Not applicable

Author contribution

Himali Upadhyay: Searched the literature, Writing original draft

Kenneth Furton: Conceptualization, Examined the literature



References:

[1] J. Nicolas, S. Mura, D. Brambilla, N. Mackiewicz, and P. Couvreur, “Design, functionalization
strategies and biomedical applications of targeted biodegradable/biocompatible polymer-based
nanocarriers for drug delivery,” Chem Soc Rev, vol. 42, no. 3, pp. 1147-1235, Jan. 2013, doi:

10.1039/c2cs352651.

2] S. Ahmed, Annu, S. A. Chaudhry, and S. Ikram, “A review on biogenic synthesis of ZnO
nanoparticles using plant extracts and microbes: A prospect towards green chemistry,” J
Photochem Photobiol B, vol. 166, pp. 272-284, Jan. 2017, doi:

10.1016/J.JPHOTOBIOL.2016.12.011.

[3] J. M. Jacob, S. Sharma, and R. M. Balakrishnan, “Exploring the fungal protein cadre in the
biosynthesis of PbSe quantum dots,” J Hazard Mater, vol. 324, pp. 5461, Feb. 2017, doi:

10.1016/J.JHAZMAT.2015.12.056.

[4] I. Khan, K. Saeed, and I. Khan, “Nanoparticles: Properties, applications and toxicities,”
Arabian Journal of Chemistry, vol. 12, no. 7, pp. 908-931, Nov. 2019, doi:

10.1016/J.ARABJC.2017.05.011.

[5] A.Rana, K. Yadav, and S. Jagadevan, “A comprehensive review on green synthesis of nature-
inspired metal nanoparticles: Mechanism, application and toxicity,” Nov. 01, 2020, Elsevier

Ltd. doi: 10.1016/j.jclepro.2020.122880.

[6] M. Johannsen et al., “Morbidity and quality of life during thermotherapy using magnetic
nanoparticles in locally recurrent prostate cancer: Results of a prospective phase I trial,”
International Journal of Hyperthermia, vol. 23, no. 3, pp. 315-323, 2007, doi:

10.1080/02656730601175479.



[7]

[8]

[9]

[10]

[11]

[12]

[13]

P. K. Rao, M. Tharmavaram, and G. Pandey, “Conventional Technologies in Forensic
Science,” Technology in Forensic Science: Sampling, Analysis, Data and Regulations, pp. 17—

34, Aug. 2020, doi: 10.1002/9783527827688.CH2.

H. Upadhyay, U. Harikrishnan, D. Bhatt, N. Dhadnekar, K. Kumar, and M. Panchal,
“Calixarene: The Dawn of a New Era in Forensic Chemistry,” Curr Org Chem, vol. 26, no. 22,

pp. 2005-2015, 2023, doi: 10.2174/1385272827666230118094847.

H. Upadhyay et al., “A Highly Selective Pyrene Appended Oxacalixarene Receptor for MNA
and 4-NP Detection: an Experimental and Computational Study,” J Fluoresc, 2023, doi:

10.1007/s10895-023-03470-2.

W. A. El-Said, D. M. Fouad, M. H. Ali, and M. A. El-Gahami, “Green synthesis of magnetic
mesoporous silica nanocomposite and its adsorptive performance against organochlorine
pesticides,” International Journal of Environmental Science and Technology, vol. 15, no. 8,

pp- 1731-1744, Aug. 2018, doi: 10.1007/s13762-017-1530-9.

F. A. Tafreshi, Z. Fatahi, S. F. Ghasemi, A. Taherian, and N. Esfandiari, ‘“Ultrasensitive
fluorescent detection of pesticides in real sample by using green carbon dots,” PLoS One, vol.

15, no. 3, 2020, doi: 10.1371/journal.pone.0230646.

C. Malarkodi, S. Rajeshkumar, and G. Annadurai, “Detection of environmentally hazardous
pesticide in fruit and vegetable samples using gold nanoparticles,” Food Control, vol. 80, pp.

11-18, Oct. 2017, doi: 10.1016/j.foodcont.2017.04.023.

G. Aragay, J. Pons, and A. Merkogi, “Recent trends in macro-, micro-, and nanomaterial-based
tools and strategies for heavy-metal detection,” Chem Rev, vol. 111, no. 5, pp. 3433-3458,
May 2011, doi: 10.1021/CR100383R/ASSET/IMAGES/MEDIUM/CR-2010-

00383R_0023.GIF.



[14]

[15]

[16]

[17]

[18]

[20]

N. H. Ibrahim, G. M. Taha, N. S. A. Hagaggi, and M. A. Moghazy, “Green synthesis of silver
nanoparticles and its environmental sensor ability to some heavy metals,” BMC Chem, vol. 18,

no. 1, Dec. 2024, doi: 10.1186/513065-023-01105-y.

P. Gnanaprakasam, S. E. Jeena, D. Premnath, and T. Selvaraju, “Simple and Robust Green
Synthesis of Au NPs on Reduced Graphene Oxide for the Simultaneous Detection of Toxic
Heavy Metal lons and Bioremediation Using Bacterium as the Scavenger,” Electroanalysis,

vol. 28, no. 8, pp. 1885-1893, Aug. 2016, doi: 10.1002/elan.201600002.

P. Pratim Sarma, K. Barman, and P. K. Baruah, “Green synthesis of silver nanoparticles using
Murraya koenigii leaf extract with efficient catalytic, antimicrobial, and sensing properties
towards heavy metal ions,” Inorg Chem Commun, vol. 152, Jun. 2023, doi:

10.1016/j.inoche.2023.110676.

L. P. Angeles, “Untag Me: Why Federal Judges Are Broadly Construing Illinois’s Biometric
Privacy Law,” Cardozo Law Rev, vol. 42, 2020, Accessed: Apr. 17,2025. [Online]. Available:

https://heinonline.org/HOL/Page?handle=hein.journals/cdozo42&id=359&div=&collection=

V. Nagar et al., “Latent friction ridge analysis of developed fingerprints after treatment with
various liquid materials on porous surface,” Mater Today Proc, vol. 69, pp. 1532—-1539, Jan.

2022, doi: 10.1016/J.MATPR.2022.04.619.

V. Prasad, L. Prasad, S. Lukose, and P. Agarwal, “Latent fingerprint development by using
silver nanoparticles and silver nitrate—A comparative study,” J Forensic Sci, vol. 66, no. 3,

pp. 1065-1074, May 2021, doi: 10.1111/1556-4029.14664.

N. Jaber, A. Lesniewski, H. Gabizon, S. Shenawi, D. Mandler, and J. Almog, “Visualization of
Latent Fingermarks by Nanotechnology: Reversed Development on Paper-A Remedy to the

Variation in Sweat Composition**”, doi: 10.1002/ange.201205259.



[21]

[22]

[23]

[24]

[25]

[26]

[27]

A. Becue, C. Champod, and P. Margot, “Use of gold nanoparticles as molecular intermediates
for the detection of fingermarks,” Forensic Sci Int, vol. 168, no. 2-3, pp. 169—176, May 2007,

doi: 10.1016/J.FORSCIINT.2006.07.014.

M. J. Choi, A. M. McDonagh, P. Maynard, and C. Roux, “Metal-containing nanoparticles and
nano-structured particles in fingermark detection,” Forensic Sci Int, vol. 179, no. 2-3, pp. 87—

97, Aug. 2008, doi: 10.1016/J. FORSCIINT.2008.04.027.

M. Wood, “A novel approach to latent fingermark detection using aptamer-based reagents,”

2014.

A. A. L. Ahmad, A. H. Alawadhi, J. Park, H. E. Abdou, and A. A. Mohamed, “Evaluation of
diazonium gold(III) salts in forensic chemistry: Latent fingerprint development on metal
surfaces,” Forensic Chemistry, vol. 13, p. 100144, May 2019, doi:

10.1016/J.FORC.2019.100144.

M. Reto, M. E. Figueira, H. M. Filipe, and C. M. M. Almeida, “Chemical composition of
green tea (Camellia sinensis) infusions commercialized in Portugal,” Plant Foods for Human
Nutrition, vol. 62, no. 4, pp. 139—144, Dec. 2007, doi: 10.1007/S11130-007-0054-

8/TABLES/3.

M. Baranowska, K. Suliborska, W. Chrzanowski, B. Kusznierewicz, J. Namie$nik, and A.
Bartoszek, “The relationship between standard reduction potentials of catechins and biological
activities involved in redox control,” Redox Biol, vol. 17, pp. 355-366, Jul. 2018, doi:

10.1016/J.REDOX.2018.05.005.

“Unveiling the Power of Nanoparticles: A Comprehensive Review on Revolutionary
Techniques for Development of Latent Fingerprints,” Letters in Applied NanoBioScience, vol.

13, no. 3, p. 110, Sep. 2024, doi: 10.33263/LIANBS133.110.



Securing Medical Images in Cognitive IoT Networks with SCSOA based SIMON
Encryption on Hyperledger Blockchain

Priyan Malarvizhi Kumar ' and Bharat S. Rawal®
! University of North Texas Denton, Texas, USA

2 Grambling State University, Grambling, Louisiana, USA
rawalb@gram.edu

Abstract. The growth of electronic health records (EHRs) holding essential medical images has prompted a demand for
strong data protection and quicker diagnostic procedures in the fast changing world of healthcare. In response, this research
presents a unique, security-based cognitive IoT network that uses secure medical data management architecture driven by
Hyperledger blockchain (HB) technology. This ground-breaking paradigm integrates a number of crucial processes, such as
encryption, optimal key generation, and safe data management, which are all coordinated to guarantee the highest levels of
data privacy and access control. Using Sand Cat Swarm Optimization Algorithm (SCSOA) for the optimal key generation,
this paper apply the SIMON blockchiper approach inside this framework, significantly increasing its effectiveness. This
method allows users to exert fine control over data access while granting hospital administrators read and write capabilities
and, if necessary, causing emergency alerts. Critically, the safe preservation of patient visit data and the creation of necessary
linkages for EHRs including images that are kept in other databases are made possible by the seamless exchange of medical
data over a multi-channel HB. In the context of cognitive IoT networks, this paradigm offers a ground-breaking method for
boosting data security. The Structural Similarity Index (SSIM) score of 0.0030 and the Feature Similarity Index (FSIM) score
of 0.4371 show that the suggested model has accomplished outstanding achievements. These results represent a significant
improvement demonstrating the effectiveness of the suggested paradigm.

Keywords: SIMON, Blockchiper, Sand Cat Swarm Optimization Algorithm, Electronic Health Records, Hyperledger
Blockchain, Internet of Things.

1 Introduction

The relationship between the fields of medical imaging and cognitive IoT networks has emerged as a crucial area of
innovation in an age characterized by the expanding deployment of the Internet of Things (IoT) and the pressing need for safe
data handling [1]. The urgent need for improved medical image security in healthcare systems is addressed by this convergence.
By combining cognitive IoT with medical imaging, cutting-edge technologies like machine learning, artificial intelligence, and
blockchain are used to build a strong ecosystem that can protect private patient data and pictures. In addition to guaranteeing
the security and integrity of medical pictures, this integrated architecture also maximizes their accessibility for rapid and precise
diagnosis and treatment. Real-time monitoring, secure transmission, and intelligent processing of medical images are crucial
components of this paradigm shift that enhances patient care while bolstering data privacy and integrity.

Medical imaging is a crucial pillar in the diagnosis, care, and monitoring of a wide range of medical disorders in
today's modern healthcare environment [3]. The development of digital imaging technology has completely changed the med-
ical industry, allowing medical practitioners to treat patients more precisely and effectively. The sensitive medical image data
that is a crucial component of healthcare operations must be protected, which means that this digital transformation has also
brought about a fundamental requirement for strong security measures [4]. In this setting, the importance of patient privacy,
data integrity, and adherence to healthcare standards cannot be overstated, making security a top priority for the healthcare
industry. Encryption, a method that uses mathematical and logical methods to transform data, including photos, into unintelli-
gible forms, is one of the primary tools in protecting medical image data [5]. Encryption protects data and information from
unauthorized access, guaranteeing that private and intact sensitive medical photos are transmitted and stored. In this thorough
investigation, it dig into the complex function of encryption in the field of medical imaging, illuminating its significance,
methods, and ramifications for both patients and healthcare professionals [6].

Medical images, such as X-rays, MRIs, CT scans, and others, are crucial in the diagnosis and management of a wide
range of illnesses. The accessibility and information sharing among healthcare practitioners are greatly facilitated by these
photographs, which are normally stored and communicated in digital formats. However, because they are digital, they are also
exposed to a wide range of security risks [7]. At this point, encryption acts as a strong defender of patient data. A crucial barrier
that guarantees only authorized people or systems can access medical images is encryption. It works by encoding the data with



a secret key, rendering it unintelligible to anyone without the key. This impenetrable layer of protection efficiently protects
patient privacy and data integrity by preventing unauthorized access or modification with the images [8]. While encryption is
proving to be a powerful tool in the fight against data breaches and unauthorized access, using it with medical imaging poses
special difficulties [9,10]. When dealing with the vast sizes of medical photographs, conventional encryption methods, such
the commonly used Advanced Encryption Standard (AES), have disadvantages. High-resolution images like those from MRIs
and CT scans include enormous amounts of data, necessitating creative solutions that can effectively manage these digital assets
[11]. While encryption is proving to be a powerful tool in the fight against data breaches and unauthorized access, using it with
medical imaging poses special difficulties [12]. When dealing with the vast sizes of medical photographs, conventional encryp-
tion methods, such the commonly used Advanced Encryption Standard (AES), have disadvantages [13,14]. High-resolution
images like those from MRIs and CT scans include enormous amounts of data, necessitating creative solutions that can effec-
tively manage these digital assets [15].

The main contributions of this paper are;

e Creation of a specific security-based cognitive loT network with a blockchain-driven Hyperledger architecture for
safe management of medical data.

e Implement a reliable and effective encryption technique to protect various medical image modalities, such as CT,

MRI, and X-rays.

e  The SIMON block cipher method is improved with the use of the Sand Cat Swarm Optimization Algorithm (SCSOA)
for optimum key generation.

e Establishment of a ground-breaking technique for secure data exchange of medical information through a multi-chan-
nel Hyperledger blockchain in cognitive IoT networks. achieved outstanding ratings on the Feature Similarity Index
(FSIM) and Structural Similarity Index (SSIM), verifying the model's efficiency.

The remaining sections of the study are organized in the form of shadows: The relevant works are summarized in Section 2,
the suggested model is briefly explained in Section 3, the results and validation analysis are shown in Section 4, and the sum-
mary and conclusion are provided in Section 5.

2 Literature Survey

Author Name

Methodology Employed

Advantages

Limitations

Lai, Q et al. [16]

It is created a two-dimensional
Logistic-Gaussian hyperchaotic map
(2D-LGHM) with a variety of hyper-
chaoses.

It is highly resistant to attacks
and data loss in a variety of medical
image formats by utilizing a potent
2D-LGHM hyperchaotic map, boost-
ing security, and maintaining data in-
tegrity.

It might ignore some security
risks because it lacks a thorough in-
vestigation of potential flaws and at-
tacks that are specific to medical pic-
ture encryption techniques.

Wang, X., & Wang, Y. [17]

Create a region-of-interest (ROI)-
based medical picture encryption
technique employing chaotic se-
quences from the Logistic-Tent cha-
otic system (LTS)

Enhanced security is achieved via
chaotic sequences, region-of-inter-
est-based encryption, and faster en-
cryption for medical imaging.

Risk of losing non-ROI data, de-
pendency on hash value, and sensi-
tivity to LTS parameters. Complexity
of ROI extraction.

Abdelfatah, R. | et al. [18]

multi-chaotic maps and adapta-
ble DNA coding. Chaos is produced
by combining Henon, Gaussian, and
Logistic maps.

combines adaptive DNA coding
with a new multi-chaotic map archi-
tecture to provide increased security
for medical data in WBANSs, ensuring
strong defenses against diverse
threats while maximizing computing
effectiveness and data transport ca-

pabilities.

One drawback is the potential
complexity and difficulties of practi-
cal application of adaptive DNA cod-
ing in genuine WBANSs.

Trujillo-Toledo, D. A et al. [19]

Use statistical tests, MQTT, the
Lyapunov exponent, and four cha-
otic maps to encrypt medical images.

High data throughputs on the
desktop PC and Raspberry Pi plat-
forms. huge MIMO techniques.

There may be compatibility prob-
lems and integration difficulties

when integrating the suggested

cryptosystem into current

healthcare loT systems.

John, S., & Kumar, S. N [20]

LFSR-based medical picture en-
cryption that is proposed, tested us-
ing DICOM images, and loT

enhances the security of medical
data transported across a cloud net-
work by using a linear feedback shift
register (LFSR).

In light of emerging cyber
threats, it might not offer the great-
est level of protection necessary for

sensitive medical data.




HAZZAZI, M. M. [21]

Bit-level encryption employs
DWT, bit-plane extraction, and cu-
bic-logistic map.

Data security and little infor-
mation loss are guaranteed by
strong "sandwich encryption".

Under specific attacks like noise
and cropping attacks, the encryption
system may show decreased re-
sistance to content exposure.

Singh, K. N., et al. [22]

Use GDWCN-PSO to optimize
random sequences; combine with
the Lorenz system to encrypt im-
ages; more secure than current tech-
niques; and robust against attacks.

Beyond state-of-the-art tech-
niques, the EiIMOL encryption algo-
rithm provides strong security for
medical pictures, ensuring data in-
tegrity in intelligent healthcare.

For healthcare devices with lim-
ited resources, the computational
complexity and resource needs of
the proposed EIMOL encryption
technique may be relatively high.

3 Proposed methodology

Speculative cognitive IoT-cloud scenario for healthcare

Within the framework of a networked smart city setting, smart healthcare systems provide various advantages to both
patients and healthcare providers. To speed up access to electronic health records, these systems depend on intelligent sensor
technology and use cloud-based cognitive Internet of Things (IoT) solutions. Patients may easily update their medical infor-
mation with the help of integrated smart wearables and seamless communication. In order to make wise judgements and provide
patients with individualized treatments based on their particular requirements; the cognitive system analyses this data in real-
time. Additionally, medical experts can remotely view and examine this uploaded data, allowing them to provide prompt aid
when necessary. Patient-centric healthcare monitoring is of the utmost importance for achieving the core goals of smart
healthcare, which include cost reduction, improved efficiency, improved accessibility, accurate diagnostics, decreased hospital
and medical staff visits, and an overall improvement in the quality of life. Below is a more elaborate example for the suggested
smart healthcare monitoring framework in a smart city setting:

For access to this cutting-edge healthcare system, residents are urged to register with a smart healthcare service pro-
vider and make use of the smart city infrastructure. This registration makes it easier for the cognitive system, medical personnel,
and support staff to communicate effectively, providing remote access to a patient's medical records. The technology also keeps
track of the user's position, which comes in handy during emergencies. Between patients and specialized medical specialists,
such as those who specialize in illnesses like epilepsy, the smart healthcare service provider is an essential connection. Patients'
psychological and physiological data are continually collected in real-time using a range of smart sensors in the healthcare
industry. While the cognitive system continuously monitors the patient's current status, the sensors are in charge of recording
the patient's motions, gestures, and facial expressions. A handy and transportable smart EEG sensor in the shape of a skull cap
is made accessible for people with epilepsy. The person's brainwave activity is regularly recorded by an EEG gadget. The
gathered data are immediately sent to the cloud for in-the-moment processing when the cognitive system detects a seizure. The
information is then sent to medical professionals for in-depth study. On the basis of the nature and intensity of the seizure,
medical professionals may completely assess the data and provide patients with the right recommendations. The cognitive
system uses the smart healthcare provider to alert the appropriate stakeholders and medical staff in emergency scenarios. Smart
ambulances with necessary medical equipment can effectively maneuver traffic to guarantee quick response. With the help of
an automated traffic signal system, these ambulances are given priority passage across crowded roads. As a result, the smart
city healthcare framework successfully provides residents and patients with remote, prompt, and real-time healthcare services
from the convenience of their own places.

System architecture

The data flow inside our suggested architecture for smart healthcare monitoring is shown graphically in Fig 1. It
demonstrates the procedure for obtaining various multimedia health-related data and EEG signals using IoT devices. These
sensors are arranged in this system at various levels. We've created a Local Area Network (LAN) layer that makes use of short-
range smart communication tools to make it possible for signals like EEG to be seamlessly sent from IoT devices to the hosting
layer. Computers, cellphones, and other smart devices make up the hosting layer, which acts as a conduit for data transmission
to the cloud through the Wide Area Network (WAN) layer. The WAN interface makes use of cutting-edge connection methods
like 4G, 5G, or Wi-Fi to guarantee quick and effective data transport to the cloud.

The system performs user authentication to confirm the validity of all health-related data, including EEG, after it has
reached the cloud, before the data is processed by the seizure detection system. The vast spectrum of IoT sensors, which includes
a number of healthcare-related sensor devices such headgear, smartwatches, wearable sensors, and wristbands, is also shown



in Fig 1. The extensive range of health-related characteristics that these intelligent sensors may measure includes heart rate,
blood pressure, respiration rate, ECG, body temperature, body movement, and EEG. These gadgets may be worn by patients
or easily incorporated into a variety of smart city settings, such as smart homes, healthcare institutions, workplaces, or trans-
portation. Furthermore, these sophisticated sensor devices are capable of short-range communication among themselves. Smart
communication protocols created for short- to medium-range communication and device interconnectivity serve as the founda-
tion for the LAN interface layer. These protocols, which include technologies like Bluetooth, Z-wave, Zigbee, and LOWPAN,
enable effective connection and communication between devices.
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Fig 1: Framework for cognitive loT-cloud-based smart healthcare
Laptops, workstations, personal digital assistants, cellphones, and tablets are just a few examples of the wide variety
of smart devices that make up the hosting layer. Data gathering and preliminary local processing are handled by these devices.

They are equipped with the processing power needed to use specialized software or programs to find irregularities in general
health. These deviations include differences in measurements like blood pressure, heart rate, or body temperature. The WAN
interface makes it possible to send this data to the cloud through long-distance networks like 4G, or 5G, Wi-Fi. The data is
examined and patient health records are checked once it reaches the cloud-based healthcare service providers in order to help
in making prompt judgements. The suggested seizure detection and categorization system also processes specialized data, such
as EEG signals. Following that, the findings are presented to medical experts for in-depth analysis. Medical facility visits may
be time-consuming and expensive in non-urgent situations. The adoption of such a smart healthcare framework might thus
result in savings in terms of money, time, and hospital resources.

Essential parts of the cloud architecture include the cloud manager, data center, feature extraction server, detection server,
and classification server. A resident's registration with a smart healthcare provider is first checked by the cloud manager during
user authentication. This duty includes making sure that everyone using the system is who they claim to be, including patients,
hospital representatives, healthcare workers, and doctors. Controlling data transfer to and from other servers as well as resource
allocation, storage, and communication is the responsibility of the cloud manager. Effective resource management is another
aspect of it. It is sent to the cognitive engine, which analyses multimodal data, including EEG, and physiological data, to
determine the patient's status. The patient's motions, gestures, and facial expressions are just a few of the many things that go
into this assessment. Taking into account the patient's present condition, the cognitive system decides in real-time which tasks,
treatments, and services are essential. Whether or not data should be sent to the deep learning module is also decided by this.
The cognitive system contacts the appropriate parties and sends the EEG data to a deep learning module when it recognizes a
seizure. To extract features, deep learning methods are used in the feature extraction server. Techniques for extracting important
features are used in signal processing beyond the preprocessing step. The cloud manager receives the classification and identi-
fication of seizure data from the detection server, which then reports its findings. Lastly, the data center acts as the central
location for all model parameters, features, and data. The richness of data from smart sensors and the classification of EEG data
are used by healthcare practitioners to make decisions about the services to be provided to patients with epilepsy. Healthcare
service data are made accessible to all smart city stakeholders through intelligent communication channels after analysis of
patient health reports and improvements to resident care.



4 The proposed model

The operational workflow of the proposed system is shown in a model in Fig 2, which includes various unique steps
such as encryption, optimum key creation, secure data management utilising the Hyperledger blockchain, and diagnostics. The
patient's medical records are encrypted in the early stage. Combining the SCSOA-based optimum key generation method with
the SIMON block cipher approach, this encryption is carried out. The Hyperledger blockchain then enters the picture after
encryption. A worldwide blockchain and several local blockchains customised for different medical institutions make up this
blockchain architecture. In this system, the patient has the authority to give or remove access privileges to doctors or healthcare
institutions. The real health records may then be accessed by authorised individuals by decrypting the ciphered data.

Electronic health record

Training dataset A
with images

A4

Sand Cat Swarm Encryption and decryption
Optimization Algorithm with SIMON block chipers
Hyperledger based
blockchain model

Output: Encrypted
images

Fig 2: Workflow of the proposed model

Data encryption process

Hash functions, block ciphers, validated decryption, and encryption modelling processes are examples of lightweight
cryptographic approaches in this study. The use of block ciphers for secure healthcare record keeping is the specific subject of
this work. The advancements in the Advanced Encryption Standard (AES) are responsible for the development of lightweight
ciphers. Several ciphers are now available, with SIMON being a well-known lightweight block cipher. These include
RECTANGLE, TWINE, KATAN, SPECK, and KLEIN. In particular when it comes to hardware implementation, SIMON, a
lightweight block cipher, prioritises efficiency influenced by hash functions. Each of the 10 functions of this cipher family has
unique properties, principally differing key sizes and block structures. Based on manipulating picture pixels, the key changes
per each block. Block sizes range from 32 to 128 bits, usually about 16. It generates ciphertext blocks using fixed-size plaintext
chunks for operation. With relation to block size and data security, the SIMON cipher mixes nonlinear and linear components.
One may picture a tree structure for each variation throughout all rounds, producing several possible output variants, while
taking into account diverse input variations and the potential for extending critical characteristics to future rounds. The block
size of the SIMON cipher is not intended to be ideal, but the selected optimisation approach seeks to get the best result in order
to reduce the number of active S-boxes.

Encryption, rounds, bits, and decryption are essential elements in the context of safe data transfer using the cypher
module. The critical operation of dividing an input plaintext block, normally sized at 2n, into two equally sized n-bit words is
carried out by the SIMON cipher's round function. Three left shifts are performed to the left side of the block throughout this
phase, along with bitwise AND logic operations. The right half block is XORed with the result of the XOR operation using the
key from the current round for each round of the operations that follow. Each round's result is written back to the left block
after the left half's initial value has been moved to the right block. As long as the selected configuration keeps the total number
of rounds constant, this iterative round-based procedure continues. The SIMON cypher, created for use with 2n-bit blocks, may
be expressed mathematically as follows:

EncDI = Cipheryy, ..., Cipher}y,i > 1 (1)
Round functions and round keys are used to symbolise the cipher Cél < i < q. Similar to an iterated block cipher, this
function works in a similar way. The SIMON round function is described in terms of encryption as follows:



RF(wl,wr, kround) = ((S'(WwD&SEW)@®S2 (WD) ®w, Bkyouna, w1)) (2)

According to Eq. (3), the inverse function is used to decode the data.

REY(wl,wr, k) = (W,(ST(WD)&SE(WwD)BS2(Wl)®WIDk,yna) (3)

The term in Equation (3) is defined as follows: w; denotes the left-most word in a block supplied, w,. denotes the right-most
word, and k,,ynq 18 the suitable round key.

Proposed algorithm
Algorithm 1 is a suggested safe method of managing medical records.
Algorithm 1. Proposed SIMON block cipher addition for safe medical data management
Input: A patient P1's EHR is being read using images.
Output: Add blocks to the Patient P1 blockchain and perform Patient P1 diagnostic
: EHR with images<Patient P1 and read EHR with images
: Public Key and Private Key< generating keys for the SIMON block cipher
: P1is the encryption patientéPublic key
: Doctor<- insurance company and shared private key for encryption
: Encrypted EHR with images<- EHR encryption using images Using public keys, SIMON
: SIMON<& SCSOA-based hash key for EHR encryption
7: the patient's user ID, password, and patient code are used to create a Hyperledger block for
the Patient P1 blockchain.
8: Block<¢ the encrypted EHR containing photos and the hash key value.
9: safe block to the Patient P1 blockchain
10: Stop

AU, WN -

A. Optimal key generation process

In the SIMON cypher, the master key is used throughout the key expansion procedure to create a whole set of round keys.
The selected configuration, SIMONG64/128, tries to convert the original 128-bit master key into 32-bit round keys. This is
accomplished by a methodical procedure that combines a dependable one-bit round operation with the "key words variable,"
which is made up of a group of previously saved round keys. In order to generate these round keys securely, the key expansion
process entails a series of related actions.
% Bitwise XOR is denoted by the symbol a @ b.
% Right circular shift, represented as F~J, includes shifting by j bits to the right, whereas left circular shift requires
shifting by j bits to the left, as shown by the symbol FJ.
The round counter is written as 0 < i < T — 1, and the constant sequence j=0, 1, 2, 3, 4 is used to represent it.
The number of cipher rounds, round keys (sub-keys), and constants are also essential elements.
» Right bitwise rotation, or ROR, is calculated by the formula s~¢(a),, where ¢ stands for the number of rotations.
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Equation (4) gives an expression for the key expansion procedure.

Key;(k,c,z;) = F(kiy3, kis1)®S ™ (F (kiss, kis1))®k;Dcd(z)); (4)

An ideal key for data decryption may be selected from the large number of created keys. The use of SCSOA, which optimises
its value to either minimise or maximise it, results in the selection of this ideal key.

B. Optimal key selection using Sand Cat Swarm Optimization Algorithm (SCSO)

1). Initialize Population

Every sand cat is represented as a 1 X dim array in the context of the optimisation problem described in [23], where

"dim" stands for the dimension of the issue at hand. This array functions as a possible answer to the issue at hand, as seen in
Fig 3. Each "Pos" must adhere to lower and higher boundaries that are predetermined within a range of variable values
(Posy, Pos,, ..., Posgiy)- An initialization matrix is created to begin the procedure; it is sized to the size of the issue and
produces an N-dim matrix. Every iteration also results in a related solution. The prior answer is replaced if the freshly produced
one turns out to be better than the previous one. The answer from that particular iteration is not saved nor kept, however, if no
better solution is found in the next iteration.



Dimension

1 2 dim
1 | Posi | Posu Posi. > Solution,
Sand 2 | P P P > Soluti
Cat 05y [0S 052m ution: Best
Swamp : .. Solution
N | Pos | Posx: Posis. ™ Solutions

Fig 3. Population initialization diagram.

2). Search for Prey (Exploration Stage)

The SCSO algorithm uses "Posi" to represent each sand cat's location. This programme makes use of the amazing
listening abilities of sand cats, especially their skill in identifying low-frequency noises. The capacity to detect frequencies
below 2 kHz is shared by all sand cats. In order to define the sensitivity r; mathematically, this paper use Formula (5). This
sensitivity characteristic accurately reflects the sensitivity range of sand cats, which ranges from 2 kHz to 0 kHz. Additionally,
this paper choose the parameter "R" in accordance with Formula (6), which is crucial for determining how well the algorithm

balances its abilities for exploitation and exploration.
SmXt

6 = Sy — (£5) (5)

R =2 X1 Xrand(0,1) —rg (6)

In this context, "t" stands for the iteration that is now being performed, "T" for the maximum iteration, and "S,," stands in
for two.

Every sand cat uses a randomised search strategy to find a new location that is still within their sensitivity range while
hunting prey. This randomization encourages an algorithmic balance between exploration and exploitation. It's crucial to un-
derstand that each sand cat's sensitivity range (designated as "r") differs in order to avoid the algorithm being stuck in local
optima. Formula (7) describes this variability.

r=r1; Xrand(0,1) (7)

where the guiding parameter r is represented by 7.

Pos(t + 1) = r X (Posp.(t) — rand(0,1) X Pos.(t)) (8)

Each sand cat uses a variety of variables, such as the best candidate position (Posy.),, the current position (Pos,(t)), and its
sensitivity range (r), to determine where the prey is. The formula given in (8) provides a clear definition of this procedure.

3). Attack Prey (Exploitation Stage)

The distance (Posrnd) between the sand cat and its prey is described by Formula (9), imitating the predatory chase
made by the sand cat. Imagine the sensitivity range of the sand cat as a sphere to show this. The direction of the sand cat's
movement is chosen using the Roulette Wheel selection approach. This technique chooses a chance angle "a," where "a" might
be between -1 and 1. The values of "a" are next normalised to lie between 0 and 360 degrees. Therefore, as shown in Fig 4, this
method enables each sand cat to move around the search region in a wide variety of circumferential directions. Following the
instructions outlined in Formula (10), the sand cat next launches its prey assault. The sand cat can more quickly reach its hunting
location thanks to this tactic, which increases the effectiveness of its predatory pursuit.

POSrna = |rand(0,1) x posy(t) — posc(t)| (9)

pos(t + 1) = posy(t) —r X PoS,pq X cos (a) (10)
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Fig 4: SCSO algorithm's location updating mechanism. (a) the location of the group of sand cats in iteration; (b) The sand
cat group's location in iteration t + 1.

4). SCSO Algorithm Implementation
It employs adaptive parameters in the SCSO approach, most especially r; and "R," to precisely adjust the ratio of
exploration to exploitation. According to Formula (5), over repetitions, ; displays a systematic linear reduction, eventually
declining from 2 to 0. On the other hand, a random value is chosen for the parameter "R" from the range [-4, 4]. The sand cat
starts pursuing its victim when "R" drops to or reaches 1. Conversely, the sand cat continues its hunt for food when "R" exceeds
1, as explained in Formula (11). The algorithm's exploration and exploitation stages are seamlessly transitioned thanks to this
dynamic control mechanism.
Pos(t +1) {r X (Posbc(t) —rand(0,1) X Posc(t)) IR| > 1; explorat.ion )
Posy(t) — Pos;nq(t) X cos(a) X r |R| < 1; exploration
Each sand cat updates its position throughout both the exploration and exploitation periods, as shown by Formula (11). The
sand cat will attack its victim if the value of "R" is less than or equal to 1. However, if " R < 1, the sand cat's goal is to look for
fresh prey across the whole world. For further information, please see the pseudo-code under Algorithm 2.
Algorithm 2. SCSOA Pseudo-Code

Population initiation
Using the goal function as a foundation, calculate the fitness function.

Initialize ther, g, and R
While (t £ maximum iteration)

For every search agent
Using the selection from the roulette wheel, determine a random angle (0° < a < 360°)
If (abs(R) > 1)
The search agent position should be updated using Formula (8)

Else

Using Formula (10) update the location of the search agent

End

T=t+1

End

Hyperledger blockchain (HB)

In this research, a machine learning-based illness diagnosis model is implemented using a federated learning process
inside a blockchain system. A shared ledger is built using blockchain technology, which has a number of benefits, such as
suitability, availability, privacy, and decentralisation. Blockchain's decentralisation means that data is duplicated across several
computers, removing the possibility of a single point of failure brought on by a central server. Decentralisation improves system
toughness. Even in the case of a few computer failures, availability ensures that data may be accessed when necessary. Integrity



guarantees that data is safeguarded from unauthorised alterations and stays unchanged. All data saved inside the blockchain
can be traced thanks to suitability. Technically speaking, a blockchain is made up of a chain of valid blocks, each having a
header and data. The header is made up of a number of properties, such as a signature, an identity, and a reference to the block
before it. The identifier is a value that represents each block of data and is globally unique. It is obtained from a mathematical
formula. Because it establishes a logical chain of links between blocks, the reference to the preceding block is essential for
preserving the blockchain's integrity.

One of the open sources blockchains offered by the management framework Hyperledger is called Hyperledger fabric.
It consists of a number of parts that work together to create a decentralised environment, including endorser peers, ordering
nodes, certificate authorities, clients, and committing peers. These parts connect with one another via channels, which allow
for discreet and secret business dealings and demarcate various application areas. The Fabric certificate authority fulfils two
functions. It does this in two ways. First, it makes sure that diverse parts, such users or smart contracts, follow the rules estab-
lished for the system. Second, it verifies and gives permission to components for certain tasks like transaction execution or
access to other components. Maintaining the chain connected to the channels built into the system is the responsibility of
committing peers. According to the "individual chain per channel" strategy, they store several blockchains for the channels. As
each channel's data is kept separate from the others, this method improves scalability and privacy. In order to gain access to a
chain via a committed peer linked to a distinct channel, components require access rights. The system can grow to meet in-
creasing demand because to the "individual chain per channel" method, which enables the administration of many transactions
and data across several committing nodes. Smart contracts are represented as chain code applications on the Hyperledger Fabric
platform. The network-approved business logic is implemented using chain code. Each chain code maintains a private state that
is off-limits to other chains, yet it is permitted to invoke another chain code with the right authorisation. Chain code is divided
into two categories: application chain code, which is in charge of maintaining application-specific states, and system chain
code, which handles system-related operations. The private healthcare organisation starts a registration function inside the smart
contracts (chain code) to sign up individuals with the permission of the Fabric network manager. A private permissioned net-
work is created by the healthcare authority only for registered stakeholders. Entry to the registration system is made possible
over VPN connections to provide increased security. Patients must provide all necessary details, including their name, their
social security number, their home address, and phone number, in order to finish the registration process. Primary care doctors,
hospitals, labs, pharmacies, researchers, and insurers all go through the same registration procedure. The public health authority
checks the records after registration and issues a chain code address. Transactions on the network may start as soon as all parties
have successfully registered.
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Fig 5: Hyperledger blockchain

The complex procedure inside the HB infrastructure designed for the healthcare industry is shown in Fig 5. The mod-
ular design approach used by Hyperledger Fabric is distinguished by its focus on security, resilience, adaptability, and scala-
bility. The many intricacies inherent in the economy may be accommodated by this framework, which also allows for the
seamless integration of many aspects. Many important components in the structure of a block, such as the following, provide
support for the essential concepts of Fabric technology:

Chain Codes: These operate as self-executing programmes, akin to smart contracts, and are presently written in the Go
programming language.

Channels: With the main goal of allowing secret transactions, channels represent private communication subnets among
specified network participants, such as hospitals.

Ordering Service: In order to guarantee consistency and organised scheduling of transactions inside the network, the or-
dering service is essential.

Endorsement Policy: Nodes use the endorsement policy to decide whether to allow or reject transactions based on a set of
rules.



Application Software Development Kit (SDK): The SDK allows peers to connect to the network and establish communi-
cation, improving network functioning as a whole.

Endorsing Peers: In order to pre-approve operations based on the endorsement policy set inside the chain codes, endorsing
peers are essential.

Committing Peers: Committing peers are essential to the block verification process. Then, after updating the blocks' status
in the State database (DB), they update the ledger. They obtain blocks from the ordering service.

5 Results and Discussion

To demonstrate the effectiveness of the recommended optical colour medical image cryptosystem, several colour medical
pictures with various characteristics are selected and studied. To be used as input for the cryptosystem, the employed colour
medical pictures are first largely divided into their R, G, and B components. The simulation tests are carried out using a laptop
with an 17-5200 Intel CPU and 8 GB of RAM. The MATLAB R2020b is the programme used in the simulation experiments.

Entropy Results

The ciphered colour medical image's level of unpredictable behaviour is described using the entropy measure. The
optimal entropy value for the suggested model is almost equal to 8. The analysis results for the original, encrypted, and de-
crypted colour medical pictures are shown in Table 1 for the proposed model and the traditional optical cryptosystems. By
attaining better values that are closer to the required ideal value than alternative models, the recommended model's superior
entropy values demonstrate its resilience and dependability. Fig 6 displays the qualitative outcomes of the suggested approach
utilising different medical
photos.
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Fig 6: Results of the suggested model that are qualitative.
Rows top to bottom: brain MRI image; columns left to right: original images, cipher counterparts, original images histo-
grams, and cipher images histograms. Top to bottom: abdomen CT scan of the kidney; knee MRI; rows top to bottom: X-ray
of the spine.

Table 1: Entropy outcomes for the proposed model

Im- Original En- Encrypted im- Decrypted im-
age image crypted im- | age (proposed age
age model) (All algorithms)
Without
optimization
Im- 7.422 7.488 7.821 7.422
agel




Im- 5.380 7.073 7.436 5.380
age 2

Im- 6.864 7.391 7.694 6.864
age3

Im- 5.083 7.231 7.798 5.083
age 4

Im- 6.055 7.536 7.807 6.055
age5

From table 1 and fig 7, image 1 had an original image quality of 7.422, 7.488 is an encrypted image quality without
optimization, the proposed model (encrypted image) quality is 7.821 and decrypted image is 7.422. Image 2 had an original
image quality of 5.380, 7.073 is an encrypted image quality without optimization, the proposed model (encrypted image) quality
is 7.436 and decrypted image is 5.380. Image 3 had an original image quality of 6.864, 7.391 is an encrypted image quality
without optimization, the proposed model (encrypted image) quality is 7.694 and decrypted image is 6.864. Image 4 had an
original image quality of 5.083, 7.231 is an encrypted image quality without optimization, the proposed model (encrypted
image) quality is 7.798 and decrypted image is 5.083. Image 5 had an original image quality of 6.055, 7.536 is an encrypted
image quality without optimization, the proposed model (encrypted image) quality is 7.807 and decrypted image is 6.055.
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Fig 7: Entropy analysis

SSIM, FSIM and PSNR Analysis use important measures like SSIM (Structural Similarity), PSNR (Peak Signal-to-
Noise Ratio), and FSIM (Feature Similarity) to evaluate the performance of the proposed model. We determine
these parameters in our security research by contrasting the encrypted medical pictures with their original,
unencrypted forms. More effective encryption is indicated by smaller metric values. Table 2 shows the results
of the suggested model, which are obviously superior to conventional models since they provide considerably
better metric values.

Table 2: Results of the suggested models' SSIM, FSIM, and PSNR tests on medical images in plain and encrypted formats.
With out optimization Proposed model

ssiM FSIM PSNR ssiM FSIM PSNR
(dB) (dB)

Image 1| 0.0103 0.5129 10.5681| 0.0143 0.4920 10.6102

Image 2| 0.0190 0.5210 13.7794| 0.0225 0.5203 13.8057

Image 3| 0.0120 0.5007 11.7526| 0.0119 0.5003 11.7475

Image 4| 0.0017 0.4459 8.4068 0.0024 0.4450 8.3806




Image 5

0.0016

0.4386

7.8848

0.0030

0.4371

7.9084




The assessment findings, which are shown in Table 2 and the companion fig 8,
9 and 10, demonstrate the significant enhancements brought about by optimization for
each of the five photos. Image 1 had an SSIM of 0.0103, FSIM of 0.5129, and PSNR
of 10.5681 without optimizations. These parameters increased upon optimizations to
an SSIM of 0.0143, FSIM of 0.4920, and PSNR of 10.6102. Similar to Image 1, Image
2 showed baseline scores of 0.0190 SSIM, 0.5210 FSIM, and 13.7794 PSNR. These
values were then improved via optimizations to 0.0225 SSIM, 0.5203 FSIM, and
13.8057 PSNR. Before optimizations, Image 3 produced an SSIM of 0.0120, FSIM of
0.5007, and PSNR of 11.7526. After optimizations, these values slightly changed to
0.0119 SSIM, 0.5003 FSIM, and 11.7475 PSNR. Additionally, Image 4 was optimized
from 0.017 SSIM, 0.4459 FSIM, and 8.4068 PSNR to 0.024 SSIM, 0.4450 FSIM, and
8.3806 PSNR. Last but not least, Image 5 had a non-optimized SSIM of 0.0016, FSIM
of 0.4386, and PSNR of 7.8848, which was later enhanced to 0.0030 SSIM, 0.4371
FSIM, and 7.9084 PSNR. These results highlight the significant improvement made
possible by the optimizations procedure for every image.
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Fig 8: SSIM Analysis




14

0.54
0.52
0.5
0.48
o 046
g
5 0.44
~
0.42
0.4
0.38
Image 1 Image 2 Image 3 Image 4 Image 5
FSIM
u Without SCSOA Proposed model
Fig 9: FSIM Analysis
16
14
12
10
8
ko
2 6
&
4
2
0
Image 1 Image 2 Image 3 Image 4 Image 5
PSNR
u Without SCSOA  m Proposed model

Fig 10: PSNR Analysis

. Encryption/Decryption time analysis

Table 3: Encryption/decryption times for the proposed model.

Images| Without op- Proposed model
timization with optimization
Image | 4.6586 3.2527




15

Image | 4.8272 3.1596
2

Image 4.4495 3.2047
3

Image 5.6271 3.3576
a4

Image 5.7937 3.2129
5

Fig 11 shows the results of the investigation of encryption and decryption tim-
ings, which are reported in Table 3 and show a significant time decrease when optimi-
zations are used. Without optimizations, the encryption and decryption timings for Im-
ages 1 and 2 were 4.6586 and 4.8272 seconds, respectively. For these procedures, Im-
age 3 needed 4.495 seconds, Image 4 required 5.6271 seconds, and Image 5 required
5.7937 seconds. However, when the suggested model with optimizations was used, sig-
nificant time savings were made. The encryption and decryption times for Images 1 and
2 were 3.2527 and 3.1596 seconds, respectively. Images 3 and 4 displayed times of
3.2047 and 3.3576 seconds, respectively, for these procedures. The encryption and de-
coding of Image 5 took 3.2129 seconds. These results demonstrate the efficiency ben-
efits made possible by the optimizations procedure, with encryption and decryption du-
rations for all photos being drastically slashed in seconds.
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Fig 11: Encryption/Decryption analysis

6 Conclusion

To guarantee safe data transfer and streamline the diagnostic procedure, a thor-
ough model has been developed in this study. The concept is composed of many oper-
ational stages, such as encryption using the SIMON block cipher, optimum key gener-
ation using SCSOA, and safe data management utilizing the HB. The security level of



16

the transmission process for health records has been greatly increased by the inclusion
of SCSOA in the key generation process. In addition, the use of HB technology allows
the safe administration of medical information, giving people the power to give or re-
voke access to healthcare professionals and institutions. The Structural Similarity Index
(SSIM) score of 0.0030 and the Feature Similarity Index (FSIM) score of 0.4371 show
that the suggested model has accomplished outstanding achievements. These results
represent a significant improvement demonstrating the effectiveness of the suggested
paradigm. The HB should be optimized for managing medical data, according to future
research. Investigating methods to speed up transactions, use less energy, and better
blockchain performance often falls under this category.
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Abstract

With the rapid expansion of digital communication networks, ensuring cyber-
security and maintaining network integrity has become a critical challenge.
Traditional intrusion detection systems rely on static rules, making them ineffec-
tive against evolving cyber threats. This research presents a real-time network
forensic analysis framework that integrates packet sniffing, traffic visualization,
and anomaly detection using machine learning techniques. The proposed system
utilizes Scapy for packet capture, PyShark for processing PCAP files, and the Iso-
lation Forest algorithm for anomaly detection. The framework provides detailed
insights through real-time monitoring, packet analysis, and visualization tech-
niques such as protocol distribution, traffic volume analysis, and port monitoring.
By implementing a machine learning-based detection system, our approach effec-
tively identifies network anomalies, including SYN flood attacks, port scanning,
and other suspicious activities. Experimental evaluations demonstrate the frame-
work’s effectiveness in detecting network anomalies with high accuracy, making
it a valuable asset for forensic investigations and network security monitoring.

Keywords: Network forensics,Network analysis, Machine learning,Cybersecurity.



1 Introduction

With the widespread adoption of digital technologies, ensuring the security and
integrity of network communications has become a pressing challenge. Cyber threats
such as denial-of-service (DoS) attacks, unauthorized access, data breaches, and mal-
ware infections have increased in complexity, making traditional network security
solutions insufficient [3]. Organizations rely on Intrusion Detection Systems (IDS)
and firewalls to monitor and secure their networks. However, most of these sys-
tems depend on signature-based detection, which limits their ability to identify novel
attacks [5]. As cybercriminals continue to exploit zero-day vulnerabilities and advanced
evasion techniques, security solutions must evolve to become more adaptive and
intelligence-driven [17].

Traditional signature-based IDS solutions such as Snort and Suricata are effective
at detecting known threats but struggle against previously unseen attack patterns.
Rule- based security mechanisms also generate a high volume of false positives, leading
to alert fatigue and making manual analysis inefficient.

To address these shortcomings, machine learning-based network anomaly detec-
tion has gained prominence in cybersecurity research [21]. Unlike traditional IDS,
anomaly detection models identify suspicious activities based on deviations from nor-
mal network behavior, making them effective against zero-day attacks and novel cyber
threats [22]. Recent advancements in artificial intelligence applications for cybersecu-
rity further emphasize the importance of machine learning-driven network forensics
and threat detection [3, 23].

This research presents a Network Forensic Analysis Framework that integrates real-
time packet capture, interactive traffic visualization, and anomaly detection using the
Isolation Forest algorithm. The system aims to enhance network security monitoring
and forensic investigations by:

1. Capturing and storing real-time network packets for forensic analysis.

2. Visualizing network behavior using interactive graphs and charts.

3. Detecting anomalies using machine learning to identify suspicious activities.

4. Generating automated forensic reports summarizing network trends and security
threats.

2 Related Work

The field of network traffic analysis and intrusion detection has been extensively stud-
ied in cybersecurity research[24]. Traditional approaches rely on signature-based and
rule-based detection systems, while recent advancements focus on statistical anomaly
detection and machine learning techniques[25].

2.1 Signature-Based Intrusion Detection

Signature-based IDS solutions, such as Snort and Suricata, compare incoming net-
work traffic against a database of known attack signatures[4]. While these systems
are effective at detecting well-documented threats, they are inherently incapable of
identifying novel attacks[5]. The primary limitation of signature-based detection is its



dependence on predefined rules, which must be constantly updated to keep pace with
evolving cyber threats[6]. Additionally, these systems generate a high volume of false
positives, requiring manual intervention from security analysts to verify alerts[7].

2.2 Deep Learning Based Approach

To overcome the limitations of signature-based detection, researchers have explored
statistical methods to identify anomalies in network traffic. Entropy-based and
deviation-based models attempt to establish a baseline of normal network behavior and
flag deviations as potential threats[8]. However, statistical methods often suffer from
high false-positive rates, as normal fluctuations in traffic patterns can be misclassified
as anomalies[9].

2.3 Machine Learning for Intrusion Detection

With advancements in artificial intelligence, machine learning-based network security
solutions have gained popularity. Various supervised and unsupervised learning models
have been applied to detect anomalies in network traffic[1].

e Supervised learning approaches, such as Support Vector Machines (SVM) and
Random Forest classifiers, require labeled datasets to distinguish between nor-
mal and malicious traffic[10]. However, obtaining labeled network traffic data is
challenging and often impractical in real-world scenarios.

® Unsupervised learning models, such as Autoencoders, K-Means clustering, and
Isolation Forest, are well-suited for anomaly detection since they do not require
labeled datasets[11]. Among these, Isolation Forest has proven to be highly effective
for identifying outliers in large-scale network traffic datasets.

2.4 Isolation Forest for Anomaly Detection

The Isolation Forest algorithm is an unsupervised learning technique designed for effi-
cient anomaly detection in high-dimensional datasets[11]. Unlike traditional clustering
methods, Isolation Forest isolates anomalous instances by recursively partitioning the
feature space, making it computationally efficient for large-scale network monitor-
ing. Several studies have demonstrated that Isolation Forest outperforms traditional
anomaly detection methods, such as Gaussian Mixture Models (GMM) and One-Class
SVM, in detecting network intrusions[12].

2.5 Objective

The primary objective of this project is to develop a comprehensive network forensic
analysis framework that integrates real-time packet capture, traffic visualization, and
machine learning-based anomaly detection to enhance network security monitoring
and forensic investigations.

The key objectives of this research are:



1. Real-Time Packet Capture and Storage: Implementing a packet sniffing mech-
anism using Scapy to capture live network traffic and store it in PCAP format for
further analysis.

2. Network Traffic Analysis and Visualization: Developing interactive visualiza-
tion techniques, including protocol distribution charts, traffic volume histograms,
top talkers analysis, and port monitoring, to provide insights into network behavior
and potential security threats.

3. Anomaly Detection Using Machine Learning: Integrating the Isolation For-
est algorithm to identify suspicious network activities, such as SYN flood attacks,
port scanning attempts, and anomalous traffic spikes, by analyzing deviations from
normal network behavior.

4. Automated Forensic Reporting: Generating structured reports summarizing
key network events, detected anomalies, and potential security threats to assist in
forensic investigations and incident response.

3 Methodology

The Network Forensic Analysis Framework consists of three main components: Packet
Capture and Storage, Traffic Analysis and Visualization, and Anomaly Detection
using Machine Learning[1, 26]. With Al-driven approaches playing a critical role in
modern network security solutions, frameworks leveraging artificial intelligence for
forensic investigations are becoming increasingly sophisticated|2, 28, 29]. Each compo-
nent plays a crucial role in ensuring comprehensive network monitoring and forensic
analysis[10, 12].
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3.1 Packet Capture and Storage

The foundation of network traffic analysis is packet capture, which involves monitoring,
collecting, and storing network packets for forensic examination. Our system uses
Scapy, a Python-based packet manipulation library, to sniff network packets in real
time. Captured packets are stored in PCAP format, allowing investigators to analyze

past network events[14].

For efficient data processing, PyShark is used to extract packet attributes from

PCAP files. The extracted attributes include:

Source and Destination IP addresses
Protocol Type (TCP, UDP, ICMP, etc.)
Packet Length and Payload Size
Timestamp Information

By storing packets systematically, our system enables in-depth forensic analysis of

historical network data.
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3.2 Traffic Analysis and Visualization

To facilitate network monitoring and forensic investigations, our framework provides
interactive visualizations of network traffic behavior. Each visualization method pro-
vides unique insights into network behavior, making it easier to detect suspicious
activity before it escalates into a security incident.

3.2.1 Protocol Distribution Analysis

The protocol distribution analysis provides a pie chart representation of different net-
work protocols present in the captured traffic, including Transmission Control Protocol
(TCP), User Datagram Protocol (UDP), Internet Control Message Protocol (ICMP),
and other network-layer protocols.
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Fig. 4 Protocol Distribution

3.2.2 Traffic Volume Monitoring

A histogram representation of network traffic volume is generated to track total data
transmission over time. Traffic patterns are analyzed over a specific time window,
allowing analysts to observe sudden surges in data transmission. By correlating traffic
volume with protocol distribution and port activity, analysts can pinpoint the source
of anomalous traffic and implement mitigation strategies such as rate limiting, IP
blocking, or deep packet inspection (DPI) to prevent further damage.

ic Volume Histogram

Packet 315

Source: 74.125.200.188
Destination: 192.168.0.112
Protocol: tcp

100000 150000

Time (milliseconds)

Fig. 5 Traffic Volume Histogram

3.2.3 Top Talkers

The Top Talkers analysis generates a bar chart listing the most active IP addresses in
the network, ranked based on their traffic volume. This feature is useful for identifying
compromised hosts, detecting unauthorized access, and analyzing network resource
consumption.
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3.2.4 Port Usage Analysis

The port usage analysis generates a funnel chart depicting the most frequently accessed
ports, allowing analysts to identify suspicious port activity and unauthorized scanning
attempts. Normal network activity typically involves well-known ports, such as Port
80 (HTTP), Port 443 (HTTPS), Port 22 (SSH), and Port 53 (DNS).

Traffic by Port (1-1024) Top 10 Ports by Traffic (1-1024)

Fig. 7 Port Usage Analysis

3.2.5 Packet Length Analysis

The Packet Length Analysis tab in the project visualizes the distribution of packet sizes
captured from the network traffic. It provides insights into how data is transmitted by
displaying a histogram of packet lengths. By hovering over the visualization, users can
see detailed information about individual packets, including their source, destination,
and protocol type, aiding in forensic analysis and real-time network monitoring.
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4 Experimentation: Anomaly Detection Using
Machine Learning

The methodology is detailed in sequential stages for each architecture, describing each
key component’s function and contribution to the anomaly detection process [1].

4.1 Feature Extraction for Anomaly Detection

The first step in implementing machine learning in our system involves feature extrac-
tion from network packets [11, 27]. Every network packet captured through Scapy and
processed via PyShark contains multiple attributes that describe its behavior, includ-
ing source and destination IP addresses, protocol type, timestamp, and payload size
[13]. However, not all packet attributes are equally useful for anomaly detection [16].
To improve model performance, we extracted the following key network features that
serve as input to the Isolation Forest algorithm:

e Protocol Type (Numerically Encoded): Different network protocols (TCP,
UDP, ICMP) behave uniquely. Encoding them numerically allows the model to
recognize protocol-based anomalies.

e Relative Timestamp of Network Events: The time difference between consec-
utive packets provides insight into packet burst patterns, which can help identify
DoS attacks or scanning behaviors.

4.2 Training the Isolation Forest Model

Once the dataset is preprocessed, we train the Isolation Forest model to learn normal
network behavior and detect anomalies. Isolation Forest works by randomly selecting
features and partitioning the dataset recursively until each sample is isolated. Anoma-
lous samples get isolated faster, leading to shorter path lengths, while normal samples
remain within dense clusters with longer path lengths.



We utilize the Isolation Forest algorithm, a widely used unsupervised learning tech-
nique, to identify anomalous packets. The model is trained on normal traffic patterns
and assigns an Anomaly Score to each packet:

e Normal packets are assigned a score of 1.
e Anomalous packets (potential threats) receive a score of -1.

A contamination factor of 5% is used, assuming a small percentage of network
traffic is anomalous.

4.3 Anomaly Reporting and Analysis

The detected anomalies are saved into an anomalies.csv file for further forensic
analysis. This dataset provides insights into:

® Unusual packet lengths or protocol usage.

® Spikes in network traffic that may indicate a DDoS attack.

® Uncommon communication between source and destination IPs, potentially signal-
ing malware activity.

Our anomaly detection system enables real-time threat detection, assisting in
network security monitoring and cyber forensic investigations.

5 Results Obtained During Experimentation

To evaluate the effectiveness of our Network Forensic Analysis Framework, we con-
ducted extensive experiments on real-world network traffic and simulated cyberattacks
[3]. The primary goal was to assess the system’s accuracy, efficiency, and reliability
in detecting network anomalies [17]. The evaluation focused on anomaly detection
performance, visualization effectiveness, and forensic analysis capabilities [5].

The experiments were conducted in a controlled environment, where normal net-
work traffic and malicious activities were generated to assess how well the system
could distinguish between the two [14]. Legitimate Network Traffic:

® Regular browsing activities, file transfers, and video streaming.

® Normal communication between devices using TCP, UDP, and ICMP protocols.
5.1 Visualization Effectiveness

The visualization dashboard played a crucial role in helping analysts quickly interpret
network behavior and detect suspicious activities.

Protocol Distribution Analysis

® Helped identify an unexpected spike in ICMP traffic, indicating a potential network
scanning attempt.

e Showed that 80% of normal traffic was TCP-based, while anomalous traffic had
higher UDP and ICMP usage.
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Traffic Volume Monitoring

® Successfully detected traffic surges corresponding to SYN flood attacks.
® Allowed analysts to correlate sudden spikes with attack timestamps for forensic
analysis.

Top Talkers (Source IP Analysis)

® (learly highlighted the IP addresses generating the most traffic.
® Allowed easy identification of malicious IPs performing port scans.

Port Usage Analysis

® Showed unusual activity on non-standard ports, helping detect possible exploitation
attempts.

® [dentified port scanning activity due to frequent access to multiple ports in a short
time.

5.2 Forensic Report Generation

The system automatically generated structured forensic reports summarizing key
findings, including;:

Timestamps of detected anomalies.

List of top suspicious IP addresses.

Breakdown of protocol anomalies and port activity.

Packet metadata, such as source/destination IPs, payload size, and flags.

These reports were valuable for:

Incident investigation and response.
Tracking attack trends over time.
Providing evidence for forensic analysis.

=== Debugging: First 10 Rows of Extracted CSV Data ===

Tine ource Destination Protocol Length
1.740895e+09 [ NaN ARP 42 Packet (Length: 42)\r\nLayer ETH\r\n:
1.740895e+09  192.168.0.1 239.255.255.250 IGMP Packet (Length: 50)\r\nLayer ETH\r\n
1.740895e+09  192.168.0.1 239.255.255.250 IGMP Packet (Length: 50)\r\nLayer ETH\r\n
1.740895e+09 192.168.0.112 224.0.0.22 IGMP Packet (Length: 54)\r\nLayer ETH\r\n
1.749895e+09 192.168.0.112 Packet (Length: 54)\r\nLayer ETH\r\n
1.740895e+09 NaN Packet (Length: 42)\r\nLayer ETH\r\n
1.749895e+09 NaN Packet (Length: 42)\r\nLayer ETH\r\n
1.740895e+09  192.168.0.1 239.255.255.250 IGMP Packet (Length: 50)\r\nLayer ETH\r\n
1.740895¢+09 192.168.6.112 224.0.0.22 IGMP Packet (Length: 54)\r\nLayer ETH\r\n:...
1.740895e+09 192.168.0.112 224.0.0.22 IGMP Packet (Length: 54)\r\nLayer ETH\r\n:...

=== Debugging: Extracted Statistics
TCP': 117, ! 'TLS': 24, 'MDNS': 24, 'DATA': 20

B B 'SSDP': 20, 'IGMP': 19, 'DNS': 4, 'DHCP': 4
192.168.0.112 , '192.168.0.1': 37, '157.240.23.53"

' ' 3

28, '13.69.109.130': 19, '74.125.200.188': 6, '64.233.170.188' '104.18.63.125
'239.255.255.250': 23, '13.69.109.130': 20, '224.0.0.251': 14, '224.0.0.2: 2, '10.20.203.
'64.233.170.188': 6, '255.255.255.255': 4, '192.168.0.1': 2, '104

: 10, '10
.18.63.125': 2, '

.0.112': 65, '157.240.23.53': 26,
'10.20.201.72': 10, '192.168.0.255': 8, '74.125.200.188': 6
2}

M Network Traffic Analysis Report

: 116, '192.168.0.1': 37, '157.200.23.53': 28, '13.69.109.130': 19, '74.125.200.188': '64.233.170.188": '104.18

T n IPs: {'192.168.0.112': 65, 240.23.53': 26, '239.255.255.250': 23, '13.69.109.130': 20, '224.0.0.251': 14, '224.0.6.22': 12, '10.
20.203.223': 10, '10.20.202.53' '10.20.201.72': 10, '192.168.0.255': 8, '74.125.200.1 6, '64.233.170.188': 6, '255.255.255.255': 4, '192.168.0.1':
2, '104.18.63.125': 2, '224. 2}

Protocol Distribution: Ug 361

, 'ARP': 95, 'TLS': 24, 'MDNS': 24, 'DATA': 20, 'SSDP': 20, 'IGMP': 0g 'DHCP': 4}

Fig. 9 Report generation

11



5.3 Real-Time Anomaly Detection and Classification

The Real-Time Anomaly Detection and Classification module enables continuous mon-
itoring and analysis of network traffic to identify abnormal behaviors and potential
security threats as they occur [1]. This system leverages machine learning techniques,
statistical analysis, and real-time packet inspection to classify anomalies into different
categories, allowing for immediate response and forensic investigation.

X Anomaly Detection Report

Z Anomaly Detection Report

Total Packets Analyzed: 2726
Anomalous Packets: 137
Percentage Anomalous: 5.03%

Top Anomalous Source IPs:
Source
192.168.0.105 66
142.250.82.219 22
142.250.82.215 21
192.168.0.1 20
142.250.82.4 2
138.199.14.84 2
142.250.195.206 1
20.167.82.148 1
157.240.192.55 1
157.240.196.61 1

Top Anomalous Destination IPs:

Destination
192.168.0.105 51
142.250.82.219 30
142.250.82.215 24
239.255.255.250 20
142.250.195.206 2
20.167.82.148 2
142.250.82.4 2
138.199.14.84 2
106.201.214.110
49.44.5
157.240.192.
157.240.196.61

Fig. 10 Anomaly detection

5.4 Comparison with Wireshark

Network traffic analysis plays a crucial role in the field of digital forensics, as Wireshark
is the most widely used framework for analysis. It provides in-depth packet analysis
but lacks certain features that are essential for forensic investigations, such as real-time
monitoring with visualization, automated report generation, and machine learning-
driven analysis.
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intuitive GUI

Feature Proposed Wireshark
Tool/Framework
Real time Provides live traffic Requires extensive
monitoring visualization with an filtering and lacks

built-in visualization

Packet capture

Uses scapy and pyshark
for live capture.

Uses winpcap/libpcap
which offers deep
packet capture.

Packet analysis

Displays detailed packet
information in a
dedicated window for
forensic review.

Provides deep packet
inspection, but in a raw
text-based format.

Protocol analysis

Supports protocol
filtering with graphical
insights.

In-depth protocol
breakdown, but lacks
visual representation.

Data Visualization

Uses Matplotlib and
seaborn to generate
graphs, histograms and
pie charts.

No built-in
visualization.

Customization

and extensibility.

Can be extended with
additional support.

Requires scripting and
plugin development.

Report
generation.

Uses ML to generate the
reports.

Requires manual
export and
interpretation.

Table 1: Comparision between wireshark and proposed framework

6 Discussion

6.1 Framework Advantages

The Network Forensic Analysis Framework provides an integrated solution for net-
work security monitoring by combining real-time packet capture, anomaly detection,
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and data visualization into a single framework [18]. The framework enhances foren-
sic investigations by offering interactive visualizations such as protocol distribution
analysis, traffic volume monitoring, and port activity tracking, allowing security ana-
lysts to quickly identify suspicious patterns [19]. The use of machine learning-based
anomaly detection, specifically the Isolation Forest algorithm, automates the identifi-
cation of threats like SYN flood attacks, port scans, and malformed packet injections,
eliminating reliance on predefined signatures.

Furthermore, the automated forensic reporting feature provides detailed insights
into network behavior and detected anomalies, improving the efficiency of cyber threat
analysis and incident response [20].

6.2 Challeng es and Limitations

Despite its advantages, the Network Forensic Analysis Tool (NFAT) faces several
technical challenges, particularly in handling large-scale network traffic and optimiz-
ing processing efficiency. Memory usage and computational overhead can become
significant concerns when analyzing high-volume network data, requiring further
performance optimizations.

Additionally, the accuracy of anomaly detection depends on the quality of extracted
network features, and tuning the Isolation Forest model to reduce false positives and
false negatives required extensive refinement. Another limitation is the lack of a labeled
dataset, which restricts the ability to train supervised learning models for more precise
anomaly classification. The system also does not currently support real-time alerting,
requiring manual intervention for security monitoring.

6.3 Future Work

Future work on this framework will focus on establishing a structure for continu-
ous network traffic monitoring. Integrating advanced Al methodologies could further
refine the anomaly detection process, reducing false positives and enhancing adapt-
ability against emerging threats. This will enable proactive management of network
performance and security, allowing users to detect and respond to threats in real-time.

The addition of continuous monitoring capabilities will further enhance the
framework’s utility, making it an even more valuable resource for digital forensic
investigations.

7 Conclusion

With the rapid increase in cyber threats and sophisticated attack techniques, tradi-
tional signature-based intrusion detection systems (IDS) are no longer sufficient to
effectively secure modern networks. The need for adaptive, intelligent, and real-time
network monitoring solutions has led to the development of machine learning-based
anomaly detection systems.

This research presented a Network Forensic Analysis Framework that integrates
real-time packet capture, interactive traffic visualization, and machine learning-based
anomaly detection to enhance network security monitoring and forensic investigations.
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The proposed system successfully captured and analyzed network traffic using
Scapy and PyShark, extracted meaningful features, and applied the Isolation Forest
algorithm to detect anomalous network behaviors such as SYN flood attacks, port
scanning, and malformed packet injections.

The visualization dashboard provided intuitive insights into protocol distribution,
traffic volume trends, top talkers, and port activity, enabling security analysts to
quickly identify potential security threats. The system’s ability to generate detailed
forensic reports further aids in post-incident investigations, making it a valuable
framework for cyber-security professionals and forensic analysts.
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Abstract

In the present digital era, where cyber threats are increasing in both occurrence and complex-
ity, the capability to analyze user behavior and identify risks associated with web browsing
has become an essential aspect of modern cybersecurity (Vert, Iyengar, & Phoha, 2024). As
the internet becomes integral to communication, information retrieval, and business opera-
tions, individuals face growing risks from online threats such as malware, phishing attacks,
and various forms of cybercrime (Iyengar et al., 2024). This study introduces an innovative
approach to analyzing user behavior through browser history data, aiming to classify users
into two categories: Normal and Abnormal. The classification framework is designed to
provide actionable insights into online threats by examining patterns and activities recorded
in users’ browsing history.

The proposed approach leverages advanced machine learning techniques, specifically fo-
cusing on the Random Forest and XGBoost algorithms, to assess user-accessed URLs and
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determine their risk levels (Shi & Iyengar, 2024). By assigning a risk score to each URL, this
methodology enhances cybersecurity measures by enabling a more precise classification of
user behavior. The system incorporates supervised learning techniques based on parameters
such as protocol type, domain age, URL length, and suspicious keyword presence, increasing
the accuracy of detecting and classifying potentially harmful URLs.

The system has an intuitive interface for smooth interaction to guarantee usability and
accessibility. A simple process allows users to upload their surfing data, which is then
processed by the system to produce thorough reports automatically. These reports emphasize
important findings, such as user classifications, risk assessments, and statistical analysis of
browsing behaviors. These reports are enhanced with dynamic graphics made with the D3.js
package to improve interpretability. Bar charts, pie charts, and other graphical components
are examples of these visualizations, which offer an interactive and understandable depiction
of URL statistics and related risk levels.

The Visualization Dashboard, a crucial component of the project, enables users to inter-
actively examine their surfing habits. The dashboard makes it easier to spot patterns that
point to unusual or maybe harmful conduct by displaying surfing data in an organized and
eye-catching way. Users can better understand their online behaviors with features like bub-
ble charts that show domainwise risk distributions, heatmaps that show temporal patterns
of user activity, and comparison bar charts for frequency analysis. The dashboard also offers
tailored suggestions for reducing the hazards connected to risky browsing behaviours, such
staying away from high-risk websites or switching to safe surfing techniques. The impor-
tance of combining machine learning with visualization tools for proactive threat detection
and user engagement is emphasized by this study. Through the integration of automated
classification and real-time visualization, the solution helps to improve cybersecurity prac-
tices for both individuals and companies by providing a more thorough understanding of
user behaviour. Future developments in user behaviour analysis, URL risk assessment, and
interactive cybersecurity tools are made possible by the conclusions and contributions pre-
sented in this work, which will ultimately promote a safer digital environment in a world

that is becoming more interconnected.



1 Introduction

The rapid and continuous evolution of the digital landscape has profoundly transformed
the way individuals interact with technology and consume information. With the prolifera-
tion of internet-enabled devices and services, the internet has become a vital part of daily
life, facilitating activities such as social networking, communication, online shopping, edu-
cation, entertainment, and information access. While this widespread dependence on digital
platforms has unlocked unprecedented opportunities, it has also introduced numerous cyber
threats that compromise users’ online security, privacy, and trust (Wang, Iyengar, & Sun,
2024).

The evolving cyber threat landscape is marked by increasing sophistication and complex-
ity. Users are becoming more vulnerable to a wide range of malicious activities, including
phishing attacks, malware infections, ransomware campaigns, and the exploitation of vulner-
abilities in compromised websites (Patel et al., 2022). Traditional security measures, which
primarily depend on static, signature-based detection methods, struggle to keep pace with
the dynamic and adaptive strategies employed by modern attackers. In this challenging en-
vironment, proactive and adaptive strategies are essential to safeguarding users (Iyengar et
al., 2024).

Browsing history contains rich metadata that captures user interactions across diverse
domains, revealing trends, patterns, and anomalies indicative of potential risks or malicious
activities. By leveraging this data, researchers and security professionals can develop systems
capable of identifying and mitigating online threats before they result in significant harm
(Iyengar & Boroojeni, 2024).

1.1 Background

In recent years, cyberattacks have evolved significantly due to rapid technological advance-
ments and the increasing interconnectedness of systems. Modern attackers employ sophisti-
cated techniques such as automated bots, social engineering, and multi-layered strategies to
bypass traditional security defenses (Brooks & Iyengar, 2024). For instance, phishing cam-
paigns often use fraudulent emails or websites that mimic legitimate sources to deceive users
into sharing sensitive information. Additionally, advanced persistent threats (APTs), file-
less attacks, and zero-day exploits have become prevalent methods for malware propagation,
often remaining undetected for extended periods (Shi & Iyengar, 2024).

The growing complexities of cyber threats have exposed the limitations of traditional
security methods. Signature-based systems, which rely on predefined patterns to detect
threats, are increasingly inadequate in addressing the dynamic and ever-evolving nature of
cyber risks. To bridge this gap, there is a pressing need for advanced, data-driven approaches
that can adapt in real-time to emerging threats. A key element of this transformation lies



in understanding user behavior within the digital ecosystem (Iyengar et al., 2024).

Users frequently interact with a diverse array of online platforms and domains, leaving
behind digital footprints that reflect their habits, interests, and vulnerabilities. Browsing
history, in particular, serves as a valuable resource for identifying unusual behaviors and po-
tential security risks. For instance, frequent visits to high-risk domains or anomalous URL
access patterns could signal malicious intent or a susceptibility to cyberattacks (Vert, Iyen-
gar, & Phoha, 2024). Machine learning techniques have emerged as transformative tools for
tackling these challenges (Shi & Iyengar, 2024). Unlike traditional methods, ML algorithms
can process vast datasets, identify patterns, and deliver highly accurate predictions.

1.2 Objective

The primary goal of this project is to develop and implement an automated system for
analyzing user behavior, utilizing browsing history to classify users as either normal or ab-
normal. This classification serves as the foundation for identifying potential cybersecurity
threats and enhancing online safety. By leveraging advanced machine learning techniques,
particularly Random Forest and Extreme Gradient Boosting (XGBoost), the project aims
to assess the risk associated with URLs visited by users and provide actionable recommen-
dations to mitigate those risks. The ultimate aim is to integrate robust machine learning
models with intuitive data visualization tools to bridge the gap between technical threat
detection and user-friendly reporting. This approach ensures that not only are malicious
activities detected, but users are also equipped with the knowledge necessary to understand

and improve their browsing habits.

2 Related Work

The increasing prevalence of malicious URLs and their impact on cybersecurity have signif-
icantly heightened interest in the fields of URL classification and user behavior analysis in
recent years. Malicious URLs pose serious threats to individuals and organizations, serving
as gateways for phishing attacks, malware dissemination, and data breaches. Consequently,
substantial efforts have been dedicated to developing robust methods for accurately classi-
fying URLs by leveraging advanced machine learning algorithms and detailed user behavior
profiling.

2.1 URL Classification Using Machine Learning

Several studies have explored machine learning based approaches for URL classification,
demonstrating their potential to outperform traditional rule-based and signature-based sys-
tems. Kundra et al. (2023) proposed a comprehensive method for identifying and classifying



benign and malicious URLs using machine learning classifiers. Their research highlighted
the performance of various algorithms, emphasizing the importance of selecting optimal clas-
sifiers and features to enhance detection accuracy. Similarly, D R et al. (2023) conducted an
in-depth analysis of machine learning models for malicious URL detection. Their findings
underscored the critical role of feature selection techniques—such as mutual information
analysis and recursive feature elimination—in improving model performance by isolating the
most relevant features. He et al. (2023) made another significant contribution in this field
by analyzing the patterns of feature contribution in malicious URL identification. Their re-
search highlighted the importance of particular characteristics in differentiating between safe
and dangerous URLs, including domain age, URL length, and the presence of questionable
keywords. Their method showed notable gains in classification accuracy by concentrating on
targeted feature extraction, especially for real-world datasets. In a similar vein, Al-Haija et
al. (2023) presented an intelligent URL identification system that combines several classifiers,
including Random Forest, and uses ensemble learning approaches. This system’s noteworthy
detection rates demonstrated the effectiveness of ensemble techniques in tackling the many

traits of malicious URLs.

2.2 Al in Cybersecurity and Forensic Analysis

Dr. S. S. Iyengar and his colleagues have made significant contributions to the application
of artificial intelligence in cybersecurity and forensic investigations. In Artificial Intelligence
in Practice: Theory and Applications for Cyber Security and Forensics (Iyengar et al., forth-
coming), the authors discuss Al-driven methodologies for digital forensics, including anomaly
detection and behavioral analysis techniques that align closely with this study’s focus on user
behavior analysis through browsing history.

Similarly, AI Embedded Assurance for Cyber Systems (Wang, Iyengar, & Sun, year) ex-
plores the integration of Al in securing digital ecosystems, emphasizing the importance of
real-time monitoring and adaptive models. These principles are critical to the methodology
adopted in our system, which leverages machine learning to classify browsing behavior as

either normal or abnormal.

2.3 Contextual Processing for User Behavior Analysis

Contextual data processing has been a recurring theme in forensic studies. Introduction to
Contextual Processing — Theory and Application (Vert, Iyengar, & Phoha, year) highlights
the role of contextual cues in identifying behavioral anomalies. This aligns with our use
of URL metadata (domain age, protocol type, and risk scores) to assess browsing behav-
ior contextually, ensuring a more nuanced analysis of potential threats. Furthermore, in
Information Security, Privacy and Digital Forensics (Patel, Chaudhary, Gohil, & Iyengar,



2022), the authors discuss the ethical implications and methodologies in digital forensic in-
vestigations. This work supports our focus on privacy-conscious browsing behavior analysis,
ensuring that forensic techniques align with ethical cybersecurity practices.

2.4 Machine Learning in Digital Forensics

In Cyber Forensics (Iyengar, 2018), the author explores methodologies for digital evidence
collection and forensic analysis, emphasizing machine learning’s role in cybersecurity. These
principles align with our approach in analyzing user browsing history for forensic investiga-
tions. Additionally, Video Origin Camera Identification using Ensemble CNNs of Positional
Patches (Iyengar et al., year) introduces an advanced machine learning technique for source
identification, which parallels our work in tracking browsing behaviors for security assess-
ment.

Another significant study, Boundary-Based Fake Face Anomaly Detection in Videos Using
Recurrent Neural Networks (Lyengar et al., year), presents an anomaly detection method for
digital media forensics. While focused on videos, its co

2.5 User Behavior Analysis in Cybersecurity

Although harmful URL detection relies heavily on URL classification, knowing user behav-
ior adds context that improves cybersecurity. Using past surfing data, Maliki et al. (2023)
investigated user security behavioral profiling. Their study showed how vulnerabilities and
other security concerns may be found by examining user behaviors, such as frequent visits
to particular domains or erratic access patterns. In addition to detecting malicious activity,
this type of behavioral profiling aids in creating tailored suggestions for safer online conduct.
Maliki et al. (2023) developed intelligent classification systems that integrated behavioral
analytics with URL analysis, thereby expanding the scope of behavioral analysis in cyber-
security. By incorporating user-specific patterns into the classification process, their models
achieved more accurate risk assessments. This approach not only enhanced the precision of
threat detection but also proved effective in increasing user awareness by offering actionable
insights into the risks associated with their online activities.

2.6 Challenges and Future Directions

Despite significant advancements, the domains of URL classification and user behavior anal-
ysis continue to encounter several challenges. Catak et al. (2020) highlighted the persistent
need for systems capable of adapting to evolving threats. Their study stressed the impor-
tance of continuously updating learning models with new data to address emerging attack
vectors effectively. Similarly, Sharma et al. (2021) underscored the difficulty of achieving

high precision and recall rates simultaneously, particularly when dealing with imbalanced



datasets where benign URLs vastly outnumber malicious ones. Providing end users with
actionable insights is another difficulty. Although a lot of research focuses on increasing
detection rates, less attention is paid to the urgent need for approachable frameworks that
convert these results into suggestions that are easy to comprehend. Effective cybersecu-
rity procedures can be achieved by systems that combine technical rigor with user-friendly

visualization tools to greatly increase user involvement and trust.

2.7 Research Gaps and Contribution of This Work

Although previous research has made significant progress, there remain critical gaps in the
field. Few studies have explored the integration of comprehensive user behavior analysis
with URL risk assessment to generate personalized, actionable insights for individual users.
Additionally, many existing systems lack robust visualization frameworks that can effectively
present complex data, making it difficult for nontechnical users to comprehend their online
risks. This project proposes a dual-focused approach to address these gaps. First, it combines
user behavior analysis with machine learning-based URL classification to categorize users as
Normal or Abnormal based on their browsing habits. Second, it introduces a visualization
dashboard using D3.js to provide interactive charts, graphs, and detailed information about
user activity. By merging technical solutions with user-centered design, this initiative aims
to enhance user understanding of cybersecurity risks, promote safer online behaviors, and

improve resilience against evolving threats.

3 Methodology

The methodology of this project is designed to effectively identify URLs, derive meaning-
ful insights using machine learning techniques, and analyze user behavior based on their
browsing history. The process involves several stages, including data collection, preprocess-
ing, feature extraction, model training, evaluation, and the development of an interactive

graphical dashboard. Each of these steps is outlined in the following sections.
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3.1 Data Collection

The analysis pipeline is primarily based on data collection, utilizing a synthetic dataset
to simulate user browsing history. This approach allows the study to replicate real-world
interactions with various URLs while mitigating privacy and ethical concerns. The use of
synthetic data ensures controlled testing and reliable model evaluation, providing a secure
environment for analysis without compromising user privacy.

Attributes of the Dataset

o User ID: A unique identifier assigned to each user to distinguish individual browsing

sessions.

o Timestamp: The date and time of each URL visit, allowing for the analysis of temporal

browsing patterns and trends.

o URL: The complete web address visited by the user, which forms the primary input

for risk assessment and classification.

o Domain: The domain name extracted from the URL (e.g., example.com), used for

domain-level analysis.

o Title: The title of the webpage visited, providing contextual information about the
content of the URL.

o Category: The classification of the URL into predefined categories, such as benign,
phishing, or malware, which aids in supervised learning tasks.

o User Behavior Tags: Labels indicating user behavior patterns (e.g., Normal or Abnor-
mal), which serve as the target variable for classification.

Importance of Synthetic Data

o Control and Diversity: The synthetic dataset allows for the inclusion of a wide range
of user behaviors and URL types, including rare and edge cases.

o Privacy Preservation: Using synthetic data eliminates the ethical challenges and legal

implications associated with handling real user data.

« Customization: The dataset can be tailored to include specific attributes and patterns,
enabling targeted evaluation of classification models.

Data Sources and Generation
The synthetic dataset is generated using a combination of:

o Simulated User Profiles: Designed to reflect diverse browsing habits and behaviors.



o URL Repositories: Publicly available datasets like Alexa Top Sites, PhishTank, and
Open Threat Exchange (OTX) for populating URL categories.

o Time Series Simulation: Tools like Python’s numpy and pandas libraries are used to

create timestamped records with realistic intervals.

3.2 Data Preprocessing

Data preprocessing ensures that the data is consistent, clean, and ready for analysis. This
step is crucial for maintaining data integrity and optimizing the performance of the model,
as it addresses any inconsistencies, missing values, or noise in the data before it is used for
further analysis.

Steps Involved in Preprocessing

o Data Cleaning: To prevent skewing the analysis, find and eliminate duplicate items.
deleting partial records based on predetermined thresholds or assumed values into
missing fields.

o Normalization: To guarantee consistent input for machine learning models, numerical
attributes, like the frequency of URL visits, are converted into a standardized scale.
By inhibiting the dominance of high-magnitude features, normalization enhances the

convergence of algorithms such as Random Forest and XGBoost.

» Categorical Encoding: Using label encoding or one-hot encoding, categorical variables
(such as URL categories and user tags) are converted into numerical representations.
This stage makes it possible for machine learning algorithms to efficiently analyze
categorical data.

o URL Parsing and Tokenization: Obtaining useful elements from URLs, including paths,
domain names, and query arguments. Tokenizing URLSs to find trends or dubious terms

non

(such "login," "secure") that might point to malevolent intent.

o Temporal Analysis Preparation: For time based behavior analysis, timestamps are
converted into derived features like visit hour, day of the week, and session duration.

3.3 Feature Extraction

Since feature extraction directly affects the accuracy and performance of machine learning
models, it is an essential part of our project. The algorithm can gain a deeper understanding
of the fundamental patterns and traits of the URLs by recognizing and extracting significant
properties from the raw dataset.

Key Features Extracted



1. URL Length:

o Definition: The total number of characters in the URL string.

o Significance: Malicious URLs are frequently overly lengthy because attackers try
to hide the link’s actual purpose by including extraneous parameters or sub-
domains. On the other hand, extremely brief URLs may also raise suspicions,

especially if they use link shortening services that conceal the true location.

o Calculation: Extracted by measuring the length of the URL string using len(url).
2. Domain Age:

 Definition: The time (in days or years) since the domain was registered.

« Significance: Because attackers frequently utilize recently registered domains for
phishing and malware distribution, older domains are typically seen as more reli-
able. Domains that are under six months old are marked for further examination.

o Calculation: Derived by determining the registration date and computing the
time difference by contacting public domain registration services or WHOIS data.

3. Protocol Type:

e Definition: The protocol used by the URL, such as HT'TP or HT'TPS.

o Significance: A reliable sign of a trustworthy website is HTTPS (HyperText
Transfer Protocol Secure), which denotes secured connection. On the other hand,
HTTP is not encrypted and is frequently used by hackers to distribute harmful
content or create phishing pages.

» Extraction: The protocol is identified by parsing the URL string (e.g., checking
the prefix for http:// or https://).
4. Path Features:
o Definition: Characteristics of the URL path, including directory structure, query
parameters, and the presence of keywords.

« Significance: Attackers frequently employ particular terms or patterns (such as

"login," "secure," and "verify") in the path to trick users. Another sign of obfus-

cation is complicated or excessively nested directory structures.

o Extraction: The path is tokenized, and either pre-made keyword lists or pattern
matching methods (like regex) are used to find suspicious keywords.

5. Subdomain Count:

¢ Definition: The number of subdomains included in the URL.
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o Significance: Multiple subdomains are frequently used by malicious URLs to dis-

guise their actual destination and look authentic.
o (Calculation: The main domain is subtracted by one when the domain string is
split on periods (.)
6. Keyword Presence:

"o

o Definition: Certain terms (such as "free," "login," "secure," and "update') in the

domain or URL path that can suggest phishing or malevolent intent.

 Significance: A lot of scammers employ these keywords to trick people into clicking

on dangerous websites.
o Extraction: Utilizing keyword searches or pattern matching within the processed
URL components.
7. Top-Level Domain (TLD):
e Definition: The domain extension, such as .com, .org, .info, or countryspecific
TLDs like .ru, .cn.

« Significance: Certain TLDs are more frequently associated with activities (e.g.,

dinfo, .tk, .ru). malicious

o Extraction: Parsed from the domain string

3.4 Model training

Model training is a vital first step in developing a system capable of accurately classifying
user actions and URLs. The primary algorithms used in this project, Random Forest and
XGBoost, were chosen for their robustness, ability to manage high dimensional datasets,
and efficiency in classification tasks. These algorithms are well-suited for handling complex
data and delivering reliable results.

Steps Involved in Model Training

1. Data Splitting:

o Purpose: To ensure unbiased evaluation of model performance.

» Process: The dataset is separated into subgroups for testing (20%) and training
(80%). By fitting the models to the patterns and features that were taken out of
the data, the training set is utilized to train the models. The testing set is used

as a separate validation set to gauge how well the models generalize.

2. Model Training:
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o Algorithms:

— Random Forest: A potent ensemble learning technique that generates the
majority vote for classification after building several decision trees during
training. efficient at managing noisy datasets and minimizing overfitting by
utilizing feature randomization and bagging.

— XGBoost (Extreme Random Forest): A gradient-boosting technique that ex-
cels in classification jobs due to its speed and effectiveness. creates a powerful
prediction model by combining several weak learners (decision trees).

o Process: The retrieved features such as path features, protocol type, domain age,
and URL length are used for training. Cross-validation techniques are used to op-
timize performance by adjusting hyperparameters such the number of estimators,
learning rate, and tree depth. The optimal combinations of hyperparameters are
found using methods such as grid search and random search.

o Challenges Addressed: Reducing overfitting with methods such as XGBoost regu-
larization (L1 and 1.2). In order to address class imbalances, datasets are balanced
using methods such as SMOTE (Synthetic Minority Oversampling Technique).

3. Performance Evaluation:

¢ Metrics Used:

— Accuracy: Indicates how accurate a prediction is overall.

— Precision: The ratio of real positive predictions to total positive predictions,
essential for reducing false positives in malicious URL identification.

— Recall: The model’s capacity to accurately detect every dangerous URL (true
positives).

— F1 Score: The F1 Score balances the trade offs between precision and recall
by taking the harmonic mean of both.

— ROC-AUC (Receiver Operating Characteristic - Area Under Curve): The
model’s capacity to differentiate between normal and abnormal users across
thresholds.

e Visualization Tools:

— Confusion Matrix: Highlights the differences between false positives, false

negatives, real positives, and true negatives.

— Learning Curves: To guarantee the best possible learning and generalization,

visualize training and valida tion performance using learning curves.
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3.5 Visualization and Reporting

A visualization dashboard is created to make the results easy to use and actionable. In

addition to displaying the results of the machine learning study, the dashboard allows users

to actively interact with the data, which promotes greater comprehension and involvement.
Key Features of the Dashboard

1. Data Upload Interface:

o Purpose: To enable users to contribute browser history data for analysis in order

to promote smooth engagement.

e Details: Users have the option to submit CSV files with timestamps, URL in-
formation, and other pertinent for characteristics. Before processing, the sys-
tem checks the uploaded data accuracy and formatting. Unauthorized access is
avoided and data privacy is guaranteed using a secure file upload system.

2. Risk Assessment Display:

o Purpose: To present detailed information about each analyzed URL.

o Details: The Risk Score for each URL is shown, which indicates how likely it is
to be harmful. Additional contextual insights include:

— URL length and structure.
— Domain trustworthiness.

— The presence of suspicious keywords.

URLs are color-coded for easy identification and classified as benign, phishing, or

malicious.
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Risk Score Calculation Summary:

Risk is calculated based on URL length, domain reputation, presence of SSL certificates,
blacklisting status, and more. This helps determine the likelihood of a URL being malicious.

Top Malicious URLs:

URL Risk Score
https://accounts.google.com/iv3/signin/id... 100
https//www.resume-now.com/signin/accou 100
l'":ibsdlvwmjveweer.oo.uklslgnhlaooo... 100
https://accounts.google.com/o/oauth2/aut.. 100
ﬁtps‘!lportal.aws.amazm.oomlbllhglsl... 95

User Behavior Report:

The user accessed a total of 3818 URLs using the browser. Out of these, 360 were
identified as malicious, indicating potential security risks. The remaining 3458 URLs were
categorized as normal, suggesting typical browsing behavior. This analysis helps in
understanding the user's browsing pattems and highlights any potential security
concems.

’Fig. 2: Risk Assessment Details‘

3. Dynamic Visualization Tools:

« Bubble Charts: Represent the user’s accessed domains. While bubble color (e.g.,
red for malicious, green for benign) represents the amount of risk, bubble size
shows the frequency of visits.

o Heatmaps: Show trends in user activity over time in a grid format. The number of
URL visits is shown by the colour intensity, with rows denoting days and columns
denoting hours. helpful for determining when people browse the most and when
it might be dangerous.

» Bar Charts: Evaluate visit frequencies for different URL classifications (e.g., be-
nign vs. suspicious) using bar charts. This analysis helps identify high-risk do-
mains and enables users to better understand the distribution of their browsing
activities across various domain categories.

4. Actionable Insights:

14



o Purpose: To offer tailored recommendations aimed at enhancing online security

and promoting safer browsing practices.

o Details: Recommendations include steering clear of high-risk domains, utilizing
secure protocols, and enabling browser extensions to block malicious sites. Users
receive personalized advice based on their browsing history, such as alerts about
specific patterns or risky emphasize: activities.

— Top 10 risky domains.
— Temporal trends of URL visits.

— Behavior comparisons against Normal user baselines.
5. Accessibility and User Experience:

o The dashboard is designed with an intuitive interface to cater to users with varying
technical expertise.

» Responsive design ensures compatibility across devices (desktop, tablet, mobile).

e Real-time updates and interactive elements, such as tooltips and zoomable charts,

enhance engagement.

3.6 Implementation of Proposed Framework

To effectively implement the technique, the project’s framework integrates a diverse set of
technologies, libraries, and tools. Each component is carefully chosen to perform specific
tasks, such as data processing, machine learning, visualization, and user interaction, en-
suring a streamlined and efficient pipeline. With its modular, scalable, and user friendly
architecture, the framework is designed for future enhancements and can be adapted to
address changing requirements.

Programming Languages and Tools

1. Python:

o Python is chosen as the primary programming language because of its versatility,
extensive ecosystem, and strong support for data science and machine learning
tasks. Its libraries and frameworks make it an ideal choice for developing the
project’s core functionalities.

o Key areas of usage:

— Data Manipulation: Libraries such as pandas are utilized for efficient data
cleaning, preprocessing, and transformation, enabling the conversion of raw
datasets into structured formats suitable for analysis and modeling.
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— Feature Extraction: Custom Python scripts are designed to calculate features
like URL length, domain age, and protocol type, ensuring tailored feature
extraction to enhance the machine learning models’ predictive capabilities.

— Machine Learning: Python-based libraries, including scikit-learn and XG-
Boost, are utilized for classification training models, and evaluating leverag-
ing their advanced algorithms and tools to achieve high accuracy and perfor-

mance.

— Evaluation: Libraries such as matplotlib and seaborn provide tools for visu-
alizing performance metrics matrices, ROC curves).

2. Flask:
o Is a lightweight Python web framework, is utilized to create the web application
that hosts the visualization dashboard.
o Features of Flask in this project:

— Routing: Manages navigation between different pages, such as data upload,

analysis results, and user recommendations.

— Backend Logic: Handles server-side tasks, including processing uploaded files,

invoking trained models for predictions, and generating visualizations.

— Security: Implements secure file upload mechanisms and safeguards user data

during processing.
3. JavaScript and D3.js:

o JavaScript is used on the client side to enable interactive visualizations.
« D3.js (Data-Driven Documents):

— Powers the creation of dynamic, scalable visualizations such as heatmaps, and
bar charts. bubble charts.

— Enables users to interact with visual elements, such as zooming, panning, and
tooltip display for data points.

4. HTML5 and CSS3:

o« HTMLS5 serves as the structural backbone of the web application, facilitating the
integration of visualizations, interactive forms, and other essential user interface

components for seamless user interaction.

o (SS3 is utilized to style the application, delivering a contemporary, responsive,
and user-friendly design that ensures compatibility and consistent appearance

across various devices.
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Libraries and Tools for Specific Tasks

1. Data Processing:

« pandas: For managing large datasets effectively, processes such as data cleaning,
normalization, and transformation are implemented using efficient data manipu-
lation tools and techniques. These steps ensure the data is structured, accurate,
and suitable for analysis.

o numpy: Libraries like NumPy are utilized for numerical operations, including cal-
culating entropy, performing statistical analysis, and normalizing features. These
operations ensure that the data is scaled and prepared for efficient machine learn-

ing model training.
2. Machine Learning:

o scikit-learn: Scikit-learn serves as a key library, offering implementations of ma-
chine learning algorithms, performance metrics, and tools for model evaluation.
Its comprehensive suite of features facilitates seamless training, testing, and fine-
tuning of classification models.

o XGBoost: XGBoost is a high-performance library for implementing Random For-
est and other gradient boosting algorithms, optimized for handling large datasets
and high dimensional features. It is known for its speed, accuracy, and scalability

in machine learning tasks.
3. Visualization:

« matplotlib and seaborn: Matplotlib is used for generating static visualizations,
such as confusion matrices and learning curves, during model evaluation. It pro-
vides a versatile framework for creating informative charts and graphs to assess

the performance of machine learning models.

o D3.js: D3.js powers interactive, web-based visualizations, providing a richer user
experience compared to static charts. It allows for dynamic and customizable vi-
sual representations of data, such as interactive dashboards and graphs, enhancing

user engagement and understanding.
4. Web Development:

o Flask: Handles the server-side logic and seamlessly incorporates machine learning
models into the web application.

o Bootstrap: A front-end framework that guarantees a responsive and uniform de-
sign across various devices.
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e jQuery: Streamlines client-side scripting and improves interactivity.
Implementation Steps

1. Backend Development:

o The backend is developed using Flask, serving as the processing layer for the

application.
o Tasks include:
— Loading trained machine learning models.
— Handling CSV file uploads and parsing the data.
— Invoking the feature extraction pipeline.

— Running predictions using the trained models and preparing results.
2. Visualization Dashboard:

o The dashboard is integrated with Flask to present the analysis results dynamically.
o Features include:
— Dynamic Risk Scores: The URL details are displayed alongside other relevant
information in an interactive table for easy exploration.

— Interactive Charts: The visualizations are created using D3.js to represent
domain wise risk levels, temporal activity patterns, and user classifications.

— Personalized Recommendations: The actionable advice, tailored to the user’s
browsing history, is displayed on a dedicated page, providing personalized

recommendations for improved online safety.
3. User Interaction Flow:
e Step 1: Users upload their browsing history in CSV format through the web

interface.

o Step 2: The backend processes the uploaded data, extracts relevant features, and
applies machine learning models to run predictions.

o Step 3: The dashboard displays the risk scores, classifications, and visualizations
interactively for user engagement.

o Step 4: Users receive a detailed summary report, which they can download as a
PDF or share for further analysis.
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4 Results

The results of the user behavior analysis are presented in the Results section, where the
implications of the findings, the performance of machine learning models, and the insights
derived from the data visualizations are discussed. This section provides a comprehensive

overview of the outcomes, integrating both qualitative and quantitative evaluations.

4.1 Performance of Machine Learning Models

To efficiently assess user behavior, two machine learning models, Random Forest and XG-
Boost, were employed to classify URLs as benign or suspicious. The models were trained
and evaluated using a synthetic dataset of 10,000 labeled URLs. Performance was measured
through various metrics, including confusion matrices, accuracy scores, and other relevant
evaluation metrics.

Accuracy Metrics:

« Random Forest Model: The models achieved an accuracy of 88%, with precision and
recall scores of 0.85 and 0.86, respectively. According to the confusion matrix, the
model correctly classified 1,200 out of 1,400 benign URLs.

o XGBoost Model: The XGBoost model achieved a 92% accuracy rate, surpassing the
Random Forest model in performance. Its recall and precision scores were 0.91 and
0.89, respectively. The confusion matrix indicated that the XGBoost model correctly
classified 1,250 out of 1,400 benign URLs, with fewer false positives and false negatives.
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4.2 Visualization Dashboard Insights
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Normal URLs Malicious URLs

https:/faccounts.google.com/b/0/AddMailService https://webhistorian.github.io/edu_edition.html

https://youtube.com/ hitr

©
@

fitgirl-repacks.site/category/lossless-repack

hitps://maps.google.com https://protonmovies.online;
https:/firanslate.google.com/ https://uidai.gov.in/en/my-aadhaar/get-aadhaar.html
hitps:/iwww.utorrent.com/web/downloads/complete/track/stable/os/win/ hitps://fractionfridgejudiciary.com/2032669/
https://gplinks.co/RhSs/?133754808 https:/ifractionfridgejudiciary.com/2032671

https://www.omegle.com/ https://kir.oz/PESUNI/DUIvY

https://www.google com/intl/en_in/chrome/update/ hitps://xnxxcom.xyz/xnxx/

https:/fmovierulz6.com/bichagadu-
onli

dvdscr-telugu-full-movie-watch- https://iosmirror.cc/home

Analyze Normal URLs Analyze Malicious URLs

Download Normal URLs Download Malicious URLs

Generate PDF Report

’Fig. 7: Normal & Abnormal URLS‘

User Classification:

Goal: The objective is to classify users into "Normal" or "Abnormal" categories based on
their historical browsing behavior.

Details: The system examines browsing patterns, including the frequency of visits to
specific domains, types of interactions, and the detection of anomalies. Key features such as
URL length, domain trustworthiness, and the presence of suspicious keywords are utilized
to construct a comprehensive user profile. This classification process allows for personalized
security recommendations for Normal users to enhance their safety, while Abnormal users
are flagged for further investigation.

URL Risk Assessment:

Goal: The goal is to assess each URL accessed by users to determine its legitimacy and
evaluate its potential threat level.

Details: URLs are evaluated based on various features, including protocol type (HTTP/HTTPS),
domain age, URL structure, and associated metadata (such as keywords or path parameters).
Each URL is assigned a Risk Score, which quantifies the likelihood of malicious activity. The
risk assessment process integrates domain reputation data and patterns derived from histori-
cal datasets to effectively identify high-risk domains. This feature not only detects malicious
URLSs but also prioritizes threats, ensuring that they receive immediate attention.
Visualization Dashboard:

Goal: The goal is to provide users with a comprehensive, interactive interface that trans-
forms complex analysis into clear, actionable insights. This interface will allow users to easily
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understand their browsing behavior, view risk assessments, and access recommendations for
improving their online security.

Details: The dashboard allows users to securely upload their browsing history data in
formats such as CSV. It processes the data and presents it visually using tools like D3.js,
enabling dynamic exploration of activity patterns. Key visualizations include:

Bar Charts: A key visualization includes a chart that depicts domain visit frequencies,
categorized by risk levels (benign or suspicious). This allows users to easily identify which
domains they visit most frequently and assess their associated risk, helping them recognize
potential threats based on their browsing habits.

Pie Charts: Another key visualization provides an overview of URL categories and their
relative proportions in the user’s browsing history. This visualization helps users understand
the distribution of their online activities across different categories (e.g., shopping, social
media, news), and identifies if certain categories are more prone to higher risks, aiding in

better informed decisions for improving security.

Fig. 8: Bar Chart & Pie Chart

Bubble Charts: A further key visualization displays domain distribution, where bubble
sizes represent the frequency of visits to each domain, and colors indicate their associated
risk levels. This allows users to quickly identify the most visited domains and assess their
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security status at a glance, with larger, more frequent domains drawing attention to potential

risks based on their color-coded risk levels.

Fig. 9: Bubble Chart

Heatmaps: Another key visualization shows user activity patterns over time, highlighting
peak periods of risky behavior or high online engagement. This timeline or heatmap enables
users to track their browsing activity and identify times when they are more likely to visit
high-risk domains or exhibit suspicious patterns, helping them better manage their online

security throughout different periods.
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Fig. 10: Heatmap

Domain i Visit Count

’Fig. 11: Heatmap Insights

The dashboard also provides contextual insights, including personalized recommendations
based on the user’s browsing behavior, trends over time, and domain-specific safety tips.
These insights empower users to improve their online security by offering tailored advice,
helping them understand how their browsing habits may impact their safety, and providing
proactive steps to mitigate risks associated with frequently visited domains.

Retrieved personal information
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URL
https://www.ajio.com/si. ..
https://cetonline.karnat...
hitps://ssp.postmatric....
https://id.mcafee.com/I...
https://my.anydesk.co...
https://www.kotak.com...

https://scholarships.go...

Passwords

Username

pk6363702538@gmail. ..

3920190815298

21220798622

prathapm2016@gmail....

prathapm2016@gmail....

MISPK8132k

KA202223001191494

b'v10\xfa\xa9\x94\nIS\. ..
b'v10x08\x86\xce\xeel. ..
b'v10}Xb7w/\Xf7\xb8P...
b'v10(\xc9'\xa4'xb0g'x...
b'v10I6\x8CIGAMW\XSD. ..
b'v10"\x84'xea\x89N&. ..

b'v10\xbai\x17\xe8\xe2...

Fig. 12: Decrypted Passwords
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Filename

C:\Users\prath\Downloads\O...
C:\Users\prath\Downloads\A...
C:\Users\prath\Downloads\A...
C:\Users\prath\Downloads\A...
C:\Users\prath\Downloads\a...
C:\Users\prath\Downloads\ut. ..

C:\Users\prath\Downloads\Fi...

Download History

‘ URL

https://www.opera.com/comp...
https://app.lottiefiles.com/ani...
https://app.lottiefiles.com/ani. ..
https://app.lottiefiles.com/ani...
https://www.ilovepdf.com/do. ...

https://ww.utorrent.com/we. .

https://mcafee-total-protectio. ..

Timestamp

2024-07-02 07:46:04

2024-09-04 19:05:30

2024-09-04 19:07:37

1601-01-01 00:00:00

2024-10-09 03:16:11

1601-01-01 00:00:00

1601-01-01 00:00:00

|Fig. 13: Download History|

Search History

Search Query
rishnam pranaya sa

Search Engine Timestamp

tamilmv - Google Search Google 2024-11-15 06:41:25
tamilmv - Google Search Google 2024-11-14 12:49:05
tamilmv - Google Search Google 2024-11-13 14:48:14
tamilmv - Google Search Google 2024-11-20 05:41:57
tamilmv - Google Search Google 2024-11-19 15:11:10
omegle me - Google Search Google 2024-11-19 08:12:18
omegle me - Google Search Google 2024-11-19 04:38:06

Fig. 14: Search History
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Retrieved Personal Information
User: prath (RID:1001)

Browser: chrome

Passwords Bookmarks Autofill

Download History Search History

Autofill Information

43312__361227pi_43312_361227
43312_361230pi_43312_361230
43312_361233pi_43312_361233
43312_361236pi_43312_361236
43312_361239pi_43312_361239
43312_401465pi_43312_401465

43312_401468pi_43312_401468

pradeep

kumar
prathapm2016@gmail.com
pes

student

KARNATAKA

india

|Fig. 15: Autofill Information

5 Challenges

1. Data Quality and Availability:

o Challenge: One of the key challenges faced in the project was obtaining high
quality, labeled datasets for training and testing the machine learning models.
Although synthetic data was generated for testing purposes, it may not fully
capture the complexity of malicious activities and real-world browsing behaviors.

o Impact: Overfitting, where models perform well on training data but struggle
to generalize to new, unseen data, can occur due to insufficient or biased data.
This limitation can compromise the precision and reliability of the classification

results, affecting the overall effectiveness of the model.
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2. Model Interpretability:

o Challenge: Machine learning models, especially ensemble techniques like Random
Forest and XGBoost, often operate as "black boxes." This makes it challenging
to understand how specific variables influence the final predictions, potentially

undermining user trust and acceptance of the model’s conclusions.

o Impact: Limited interpretability can lead to skepticism from end users regarding
the system’s recommendations, potentially diminishing the tool’s effectiveness and

adoption in applications. Practical.
3. Scalability of Solutions:

o Challenge: Scaling the system to handle large volumes compromising of data
performance without was a significant challenge. As the number of user interac-
tions grows, ensuring the system can efficiently process and analyze data while

maintaining speed becomes increasingly crucial.

o Impact: If the system cannot scale efficiently, analysis may be delayed, leading to
reduced real-time response capabilities. This would hinder the system’s ability to
quickly detect and neutralize potential threats, compromising its effectiveness in
providing timely protection.

5.1 Recommendations

o Enhance Data Collection Strategies: Recommendation: Future initiatives should focus
on forming partnerships with organizations to acquire diverse, high-quality datasets.
Techniques such as web scraping and user-generated data collection can provide more
accurate representations of real browsing behavior. Additionally, implementing con-
tinuous feedback loops can help update and refine datasets regularly, ensuring they

remain relevant and reflective of evolving user patterns.

« Establish a Continuous Learning Framework: Recommendation: Implementing a con-
tinuous learning system that allows models to be regularly retrained with the latest
data is essential. This may involve setting up automated pipelines that integrate new
data sources and dynamically update the models. Such a system will ensure that the
models remain effective in detecting evolving threats and adapt to changes in user

behavior and emerging cybersecurity risks.

o Focus on User-Centric Design: Recommendation: Incorporating usability testing and
surveys early in the design process allows for the customization of the dashboard to
better meet user needs and preferences. Gathering user feedback can enhance the

overall user experience, ensuring that the tool is more effective and accessible to a
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broader audience. This iterative approach helps create a more user-centric interface

that increases engagement and supports improved decision-making.

6 Conclusion

With The user behavior analysis project highlights the critical intersection of data analysis,
machine learning, and cybersecurity, with the goal of classifying users based on their browsing
history and identifying potentially harmful activity. Throughout the project’s development
and implementation, we achieved several significant milestones, including categorizing users
into Normal and anomalous groups, further subclassifying Normal users by their interests,
and detecting anomalous behaviors. These outcomes contribute to enhancing online safety
by providing actionable insights and improving threat detection based on individual user
behaviors.

The comprehensive methodology employed in this project, which included data collec-
tion, feature extraction, model training, and the creation of interactive visualizations, has
yielded valuable insights into user activity patterns. By leveraging advanced machine learn-
ing techniques such as Random Forest and XGBoost, models were developed that accurately
predict user classifications, significantly enhancing the ability to detect potential threats.

The visualizations, including pie charts, bar charts, and dynamic heatmaps, play a crucial
role in interpreting complex data. These visual representations allow stakeholders to easily
comprehend intricate user behaviors and interactions, enabling informed decisions about
security measures. The dashboard’s user-centric design ensures that users, regardless of
their technical background, can navigate and effectively use the insights generated.

This project faced several challenges, including the need for scalable solutions, model
interpretability, and data quality. The success of future research in this field will largely
depend on how well the proposed solutions address these issues. By incorporating explainable
AT techniques, continuous learning frameworks, and strategies for user engagement, user
behavior analysis technologies can become more robust and effective. These advancements
will further enhance the ability to detect and mitigate potential risks, ensuring a safer and
more secure online environment.

In conclusion, this project provides valuable insights that businesses can leverage to
enhance their security measures, while also contributing to the academic discourse on cy-
bersecurity and user behavior analysis. As the digital landscape continues to evolve, the
ongoing development and refinement of such analytical tools will be crucial in safeguarding
user data and strengthening overall cybersecurity resilience. Future research will focus on
expanding the dataset to cover a broader spectrum of browsing behaviors, refining machine
learning models for greater accuracy, and exploring additional visualization techniques to

improve the user experience and uncover new insights.
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The project’s conclusions emphasize the importance of continuous research and innova-
tion in cybersecurity, particularly in understanding user behavior and its impact on security
strategies. By adopting a proactive approach to analyzing user behavior, we can enhance
defenses against emerging threats and contribute to creating a safer online environment for
all users.

The project’s conclusions emphasize the importance of continuous research and innova-
tion in cybersecurity, particularly in understanding user behavior and its impact on security
strategies. By adopting a proactive approach to analyzing user behavior, we can enhance
defenses against emerging threats and contribute to creating a safer online environment for
all users.
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Abstract

The rise of wearable technology has paved the way for the widespread use of
smartwatches. These devices are capable of capturing and storing a vast array
of personal data—from health metrics to communication histories—and have
become integral to our daily lives. This surge in popularity offers new oppor-
tunities for forensic investigators, particularly when traditional digital evidence
is lacking. This paper delves into the field of smartwatch forensics, highlighting
the unique challenges such devices present, such as varying proprietary operating
systems with frequent updates, limited storage capacities, and security features
like encryption and biometric authentication. Our study specifically focuses on
the smartwatches BoAt Xplorer RTL, Amazfit Band 5 and Noise Colorfit Pulse.
Utilizing free and open-source forensic tools to determine the extent to which
their data can be retrieved and analyzed is also an aim of this study. By reviewing
current forensic methodologies and assessing their effectiveness, this paper also
identifies areas needing further research. Ultimately, this study aims to contribute
to the advancement of forensic investigation techniques.

Keywords: Digital Forensics, Forensic Analysis, Smartwatch Forensics, Smartwatches,
Wearable Technology, Wearable Forensics, IOT Forensics, Amazfit, Noisefit, Boat,
Fitness Tracker, Fitness Functions, Metadata Analysis, Open Source Tools.



1 Introduction

In today’s world, wearable technology is no longer just a novelty—it has become a
staple of daily life. Smartwatches, in particular, have emerged as essential gadgets
that not only serve as fashion accessories but also as powerful tools for tracking health
metrics, monitoring physical activities and staying connected with various services.
These devices have transformed how individuals maintain their fitness, keep an eye on
their health and engage with the digital world.

Smartwatches are equipped with an impressive array of sensors, acting as exten-
sions of the human body, continuously gathering and storing data. This information
can offer valuable insights into daily routines, physical health and even whereabouts.
While the widespread adoption of smartwatches brings numerous benefits, it also poses
significant challenges for digital forensic experts.

This paper delves into the world of smartwatch forensics, shedding light on the
key challenges and evaluating existing methodologies that enhance forensic analysis
of these devices. The study focuses on smartwatches like BoAt Xplorer RTL, Amazfit
Band 5 and Noise Colorfit Pulse, using free and open-source tools such as mitmproxy
and DB Browser for SQLite. By doing so, the extent to which data can be captured
and analyzed from these smartwatches and their associated mobile applications is
assessed. Ultimately, the goal is to advance forensic investigation techniques in the
context of wearable technology.

2 Literature Survey

Several papers were reviewed to gain insights into the forensic analysis and extraction
of different watches. Some of the papers are described below.

A study [2] investigated the forensic implications of data generated and stored by
the Fitbit Versa 2 smartwatch on a rooted Samsung Galaxy S6 (Android 7) smart-
phone. Using tools like MSAB XRY, Magnet AXIOM and DB Browser for SQLite, the
researchers were able to extract sensitive data like heart rate, GPS location and even
credit card details which were all stored in an unencrypted form. Additionally per-
sonal and health-related data were found stored in plaintext. Although this data could
be used in criminal investigations, it could pose potential risks for phishing attacks.
However, the study noted that social media message notifications were not stored.
Some limitations include the use of an outdated Android 7 version smartphone and
the reliance on proprietary, non-open-source forensic tools.

Another similar paper [3] focuses on the forensic analysis of the Fitbit Versa
smartwatch by comparing the artifacts stored by the smartwatch in a rooted android
(Google Pixel 2XL) and an iOS (iPhone 7 Plus) smartphone, running Android 10
and iOS 13 respectively. Cellebrite UFED, MSAB XRY and Genymotion were the
tools used in identification and extraction of the data. In the iOS device, both the
tools successfully extracted similar information regarding the smartwatch, user profile,
GPS, heart rate, sleep data and even messages. Even deleted messages and logs were
recovered by the tools. However, the tools weren’t able to extract any significant data



from the android device as the data was stored in a protected data folder. Genymotion
was used to emulate the android smartphone and gain access into the protected folder
and extract all the data as the iOS device except for the deleted logs and messages.

The paper [4] focuses on the forensic analysis of the fitness trackers Xiaomi Mi
Band 2, Fitbit Charge 2 and Huawei Band 2 Pro. The paper focuses on the kind of
data that can be collected from these devices such as the steps taken, heart rate, sleep
pattern and the GPS locations. This information can provide crucial evidence in legal
investigations. The researchers have developed an open-source tool to standardise the
forensic analysis process. This tool is capable of extracting data from the devices
using bluetooth communication, analysing smartphone applications linked to the fit-
ness devices and examining internet traffic generated by the devices. This tool allows
the investigators to reconstruct the user’s daily activities and also detect unusual pat-
terns or behaviours that could be relevant in a criminal case. Although some encrypted
data was not extracted highlighting the limitation of this tool.

The paper [5] investigates the Zepp Life Android application used with the Xiaomi
Mi Band 6. The study examines the data stored on two rooted android smartphones
namely the Xiaomi Mi A2 (android 10) and the BQ Aquaris X Pro (android 8).
The data found in databases and XML files were analysed. They are used to identify
the types of data that could be used as digital evidence. These include the GPS
coordinates, biometric data such as heart rate and sleep patterns and activity logs. It
also focuses on the development of two open source tools which can be used to assist
forensic practitioners in analysing Zepp Life data. They include a python script named
ZL_std and a module named ZL_autopsy for the Autopsy digital forensic software.

The paper [6] analyzes the data stored by six fitness applications on a rooted
android smartphone, Samsung A40 and a Garmin Vivosmart 4 smartband. The
applications consist of Adidas Running, MapMyWalk, Nike Run Club, Pumatrac,
Runkeeper and Strava. Data is extracted from SQLite databases, XML files and log
files. This data is used to identify forensic artifacts such as GPS coordinates, times-
tamps, user account details and workout metrics. The extracted data is then processed
using python scripts and incorporated into the Android Logs events and Protobuf
Parser (ALEAPP) framework for efficient forensic analysis. However, the paper doesn’t
analyse the real time data transmission between applications and cloud services.

The paper [7] investigates multiple fitness applications focusing on their foren-
sic artifacts and mechanisms of data storage. It follows the standard digital forensic
analysis process based on the National Institute of Standards and Technology (NIST)
framework. This includes the identification, collection, organization and presenta-
tion of data. It examined the applications MapMyFitness, Fitbit, NoiseFit, Nike,
StepSetGo and MyFitnessPal which were installed on the android smartphone, Lenovo
ZUK Z2. These were analyzed to identify digital evidence such as user profiles, step
count, heart rate, GPS coordinates and timestamps. Some of the gaps in the paper
include the limited scope of testing as it was tested only on android devices. It also
did not address the encryption or obfuscation mechanisms used by some of the apps
which could impact the reliability of forensic investigations.



These studies have shown that sensitive data such as personal account details,
heart rate, sleep details, GPS logs and even deleted messages can be extracted from
the smartwatches. i0S extractions revealed more information than android extrac-
tions which needed rooting to extract the information. However, gaps remain as many
smartwatch brands are yet to be explored. These findings enhance forensic method-
ologies and expose security risks like unencrypted GPS logs and personal data storage
which are privacy concerns.

Furthermore, integrating various technological domains can greatly enhance the
precision and depth of smartwatch forensic analysis. Leveraging techniques from
machine learning, artificial intelligence enables more comprehensive investigations and
improves the accuracy of forensic findings. Recent research in both IoT security and
digital forensics offer valuable methodologies that could be applied to smartwatch
forensics. In a research [8], machine learning algorithms were used to detect attacks and
anomalies in IoT, showing techniques to catch unusual patterns and possible security
compromise. They could be applicable in detecting anomalies from smartwatch infor-
mation. Similarly, another study [9], did a survey of data storage and retrieval methods
on encrypted cloud data also offers important considerations in managing and protect-
ing sensitive forensic evidence, something that is particularly relevant when dealing
with encrypted wearable device data. Lastly, the paper [10], discuss the convergence of
AT and knowledge graphs in forensic science, providing unique solutions for correlating
sophisticated datasets and augmenting evidence analysis. The paper [11] proposes the
RSA-CRT scheme and efficient index-building algorithm, which can enhance smart-
watch forensics by providing secure data sharing and retrieval from cloud storage.
Another study [12] suggests the Domain and Range Specific Multi-keyword Search
(DRSMS) scheme, which enables the fast and secure retrieval of encrypted logs from
cloud storage, so that the confidential investigation data remains protected. Forensic
analysts can efficiently locate relevant digital evidence (e.g., timestamps, locations,
or activities) while preventing unauthorized access or data breaches by minimizing
search time and index storage space. By integrating these techniques, forensic inves-
tigators can efficiently manage encrypted smartwatch data, streamline access control,
and improve forensic data retrieval speed while maintaining security. These techniques
are promising for automating and optimizing data interpretation in smartwatch foren-
sic analysis. Future research could focus on cloud data retrieval, forensic techniques
for non-rooted devices and cross-platform comparisons to strengthen the reliability of
smartwatch forensics.

3 Materials And Technology

To extract the data from the smartwatches, various hardware devices and software
applications were used.

3.1 Hardware Devices

Three smartwatches namely: Amazfit Band 5, BoAt Xplorer RTL and Noise Colorfit
Pulse were considered. A rooted phone, Xiaomi Poco F1 was used for extracting the
information from the smartwatches.



The first smartwatch is the Noise Colorfit Pulse manufactured by Noise. The Noise
company is known for its affordable products and has been consistently ranked first
amongst the most popular smartwatch brands in India for several consecutive years.
The Noise Colorfit Pulse smartwatch uses the NoiseFit app for synchronizing and
tracking its data. It uses a proprietary OS developed by Noise. It offers several features
such as heart rate monitoring, SpO2 monitoring, sports modes, activity data and sleep
tracking. The second smartwatch that we explored was the BoAt Xplorer RTL from
BoAt (Imagine Marketing Limited). The required information was collected from its
mobile application, BoAt ProGear. A proprietary operating system is being used by the
smartwatch. It consists of several health and activity features. The third smartwatch
Amazfit Band 5 is a brand of the Zepp Health Corporation, formerly known as Huami.
It uses the Zepp application, previously known as the Amazfit App, from which the
forensic data was collected and extracted. It consists of multiple features such as
a heart rate monitor, SpO2 sensor, sleep tracker and stress tracker. It runs on a
proprietary operating system.

3.2 Software

Data was extracted from the mobile applications of the smartwatches: Zepp for the MI
Band, boAt ProGear for the boAt Xplorer and NoiseFit for the Noise Colorfit Pulse.
Open source tools like mitmproxy were used to capture the data being sent from the
smartwatch to the mobile app and DB Browser for SQLite to view the database’s
information. Since the smartwatches use proprietary operating systems, extracting
information directly from the devices was not feasible. Therefore, the data had to be
obtained through their corresponding mobile applications instead.

mitmproxy is an open-source, interactive HTTP/HTTPS proxy that allows the
user to interact with, modify and replay network traffic. It’s most commonly used for
debugging, penetration testing and for analyzing network requests. It is able to capture
the HTTP /HTTPS requests and responses making it an easy and resourceable tool for
real time interception and modification of traffic. One of its most important features is
its ability to act as a Man-in-the-Middle (MITM) proxy to inspect encrypted HTTPS
traffic. We used this feature to intercept the data between the smartwatch and its
application. It can save and export the traffic logs which is extremely beneficial, as
the data can be analyzed later when required. Additionally, it offers both a web-based
interface and a terminal-based Ul increasing the ease of use.

DB Browser for SQLite is a free and open source database tool designed for viewing
and analysing SQLite database files. It provides a graphical user interface (GUI) that
allows users to view the database tables. This tool is widely used in digital forensics
and data analysis to examine the data stored in SQLite databases, such as those found
in mobile apps and forensic extractions. It is able to view raw data, decode the stored
information and reconstruct database structures, making it a valuable asset in data
recovery and forensic investigations.



4 Methodology

Start Investigation

Identify Smartwatch & Mobile App
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:

Compile & Present Findings
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Fig. 1: Workflow for Forensic Analysis of Smartwatch Data

This study follows the standard digital forensic analysis process based on the National
Institute of Standards and Technology(NIST) framework. It consists of the steps -
identification, collection, analysis and presentation similar to the framework used by
Sinha et al [sinha et al]. The first stage consists of identifying the incident or the device.
The collection phase consists of acquiring the necessary evidence and identifying the
required data while discarding any redundant or unrequired data. The analysis phase
involves analyzing the data and then making the corresponding conclusions.The final
presentation phase involves presenting the obtained conclusions to the required per-
sonnel. Our primary goal is to systematically acquire and examine forensic evidence
from smartwatches and their paired mobile applications. To achieve this, two comple-
mentary data extraction approaches were implemented on a Xiaomi Pocophone F1
running Android 10 (rooted). The workflow followed is given in Fig 1.

4.1 Identification

This phase involves identifying the necessary devices and setting up the environment
for the collection and analysis of forensic data. A rooted phone, Xiaomi Poco F1
was selected for the investigation, and the respective companion applications for each



smartwatch were installed from Google Play Store. Separate Gmail accounts were
used for creating accounts. To facilitate the extraction and analysis of data, both the
tools, mitmproxy and DB Browser for SQLite were installed and configured. Each
smartwatch was paired with its corresponding application:

1. boAt Xplorer RTL with the boAt ProGear app
2. Amazfit Band 5 with the Zepp app
3. Noise ColorFit Pulse with the NoiseF'it app.

4.2 Collection

After creating the required accounts, each smartwatch was then synced with its respec-
tive applications, for the transfer of the stored smartwatch data to the application.
The necessary data was collected using two different approaches.

4.2.1 Data Extraction from Rooted Phones:

The first approach involves accessing the mobile device at a deeper level by leveraging
its rooted status, which provides full access to the file system. The details of this
method are as follows:

1. Device Context: Using a Xiaomi Pocophone F1 running Android 10 (rooted)
enabled the bypassing of standard security restrictions and access to the device’s
root, directory where the smartwatch app stores its data.

2. Root Access and File System Exploration: A file explorer tool was employed to
access the root file system. Specifically, the path /root/data/data/” Folder Name
of the app” was navigated to, where all the data for each individual application is
stored. By copying the files from this location, retrieval of local logs, cached files,
configuration settings, and application databases that are not transmitted over the
network was possible.

3. Utilization of Forensic Tools: In addition to the file explorer, tools such as DB
Browser for SQLite were used to parse and analyze the locally extracted databases.
This method effectively complemented the network interception approach by
revealing locally cached information and system-level logs.

4. Advantages: Extracting data directly from the phone provides a more comprehen-
sive view of forensic evidence, especially when some information is stored exclusively
on the device. This approach verifies and supplements the findings obtained through
network analysis, resulting in a robust investigation.

4.2.2 Network Traffic Interception Using mitmproxy:

This approach focuses on the communication between the smartwatch application and
its associated cloud servers. By using mitmproxy, an open-source intercepting proxy,
real-time network traffic generated during the synchronization process was captured
and analyzed. Key details of this approach include:

1. Device Context: The experiments were conducted on a Xiaomi Pocophone F1
running Android 10. The rooted status of the device ensured that all necessary
configurations could be implemented without typical operating system restrictions.



2. Data Collection: mitmproxy was configured to intercept encrypted communications
between the mobile app and the cloud. This setup enabled the capture of trans-
mitted data including personal information, health measurements, call logs, and
message histories.

3. Data Decryption and Analysis: Once intercepted, the traffic was decrypted (where
possible) to reveal the underlying data. This process facilitated the analysis of trans-
mission patterns, identification of potential vulnerabilities in encryption protocols,
and extraction of forensic artifacts, which are critical when traditional evidence is
limited.

4. Advantages: This method is particularly useful when direct access to device stor-
age is challenging or when much of the data is maintained in the cloud. It provides
insighst into real-time data exchange and highlights security loopholes in data
transmission.

4.3 Analysis

This phase involves the analysis of the data obtained by using open source tools. The
collected data can be further divided into separate parameters like health parameters
which consist of heart rate and SpO2, the activity data consisting of the daily steps,
calories and distance count. This also included analysing the monthly activity data
in some watches. Furthermore, details of user profiles were present which were also
analysed.

4.4 Presentation

The final phase involves compiling and presenting the results of the analysis in a clear
and concise format. The conclusions drawn from the study can be used to support
further investigations or legal proceedings.

5 Results

5.1 BoAt Xplorer RTL

The data for BoAt Xplorer RTL, was extracted by going to the database directories
of the BoAt progear app in a rooted phone. The databases were then opened in DB
Browser for SQLite and all the information was obtained from there.
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| FaqDetails
| SedentaryReminderModel
] sleepDetails
| SportsDetails
] stress
| | UserDetails
| WatchFaceBackground
| WaterReminderModel
'[] android_metadata
|| room_master_table
E_J sqlite_sequence

HOWON =

Fig. 2: All the information stored in the database

The data stored in the database can be viewed in Fig 2. It includes important data
like user information which is stored in the UserDetails table, Blood oxygen levels
which is stored in the BloodOxygendata table and blood pressure information which
is stored in the BloodPressuredata table. It also includes some less sensitive data like
steps information, sleep details and stress. Some common data like country code info,
faq details and watch face background can also be seen.

Fig 3 illustrates the tables with populated rows and indicates the number of rows
populated in each table.
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Table: || sqlite_sequence v

name seq
Filter Filter
CountryCodelnfo 224
CRPStepsInfo 138
EveryDayHeartRate 588
BloodOxygendata 2
SleepDetails 5
UserDetails 4

AddContactModel 4
Fig. 3: No. of rows in filled tables
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Table: CRPStepsinfo vi e s o - o, ) n & L

Id activityDate deviceName macAddress starttime  steps distance calories duration

‘i Iter lhlr‘ l'- Iter lL Iter Filte li\t-‘ l?\t-‘ li‘“": I}l!r"

1 1 2024/08/06 3 AC:98:81:17:22:CD 1722923793 2863 2207 111829 1491
2 2 2024/07/30 3 AC:98:B1:17:22:CD 1722326985 5827 4485 226498 3031
3 3 2024/07/30 3 AC:98:B1:17:22:CD 1722335274 5905 4544 229420 3067
4 4 2024/07/30 3 AC:98:81:17:22:CD 1722338070 5971 4594 231892 3095
5 5 2024/07/30 3 AC:98:81:17:22:CD 1722346140 6252 4811 242906 3246
6 6 2024/07/30 3 AC:98:81:17:22:CD 1722349799 10182 7798 390108 5354
7 7 2024/07/30 3 AC:98:B1:17:22:CD 1722352559 10996 8417 420597 5795
8 8 2024/07/30 3 AC:98:81:17:22:CD 1722356811 11377 8711 435453 5970
9 9 2024/07/30 3 AC:98:81:17:22:CD 1722357911 11502 8806 440135 6042
10 10 1970/01/01 3 AC:98:81:17:22:CD 0 0 0 0 0
11 11 2024/07/31 3 AC:98:B1:17:22:CD 1722389060 261 198 9775 134
12 12 2024/07/31 3 AC:98:B1:17:22:CD 1722392779 621 471 23260 323
13 13 2024/07/31 3 AC:98:81:17:22:CD 1722395389 742 563 27792 398
14 14 2024/07/31 3 AC:98:81:17:22:CD 1722400177 811 616 30376 430
15 15 2024/07/31 3 AC:98:B1:17:22:CD 1722402967 1067 810 39965 551
16 16 2024/07/31 3 AC:98:B1:17:22:CD 1722407095 1576 1197 59030 816
17 17 2024/07/31 3 AC:98:81:17:22:CD 1722410996 4405 3355 166193 2327
18 18 2024/07/31 3 AC:98:81:17:22:CD 1722414577 5522 4208 208590 2948
19 19 2024/07/31 3 AC:98:B1:17:22:CD 1722416763 5902 4508 224578 3165
20 20 2024/07/31 3 AC:98:B1:17:22:CD 1722421332 6266 4785 238212 3377
21 21 2024/07/31 3 AC:98:81:17:22:CD 1722424848 6489 4955 246564 3506
22 22 2024/07/31 3 AC:98:81:17:22:CD 1722426367 6661 5085 253007 3587
23 23 2024/07/31 3 AC:98:B1:17:22:CD 1722432567 6973 5333 266159 3742
24 24 2024/07/31 3 AC:98:B1:17:22:CD 1722435955 7123 5447 271778 3816
25 25 2024/07/31 3 AC:98:81:17:22:CD 1722439731 7377 5644 281916 3931

Fig. 4: CPRStepslnfo table
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Fig 4, shows the number of steps taken by the user along with the distance covered
in meters, the calories burnt and the duration it took in seconds. The date and start
time of the activity can also be seen. The date of the activity is in the YYYY/MM/DD
format along with the device name and the mac address of the smartwatch. The start
time of the activity is stored in the system time format.

Fabla: () CountryCodelnfo 8 % S L 8 8, na
Id M1 country code fileUrd min  max supported status
ites [Fites [Fits I [ [Fiter e [Fit

1 1 1 Indka +91 hittps://prod-wearable-s3.53 .20~ 10 10 1 active
2 2 4 Bangladesh +850 Mtps://prod-wearable-$3.63.20-... 7 12 0 active
3 3 2 United Arab Emirates +971 htps://pcod-wearable 53,5320 7 12 0 active
4 4 S Nepad 977 Meps://prod-wearable-$3.53.00 7 12 0 active
5 5 7 Soud Arabla +966  https://prod-wearable-s3.53.00- 2 15 0 active
6 6 8 United State of America +1 Mtps.//prod-wearable-53.53.20-... 2 15 0 active
7 7 9 United Kingdom +44 htps://prod-wearable-53.53.20- 2 15 0 active
| & 8 10 Singapore +65 Mtps://prod-wearable-53.53.2p-... 2 15 0 active
9 9 11 Canada +1 https://prod-wearable-s3.53.2p- 2 15 0 active
10 10 12 Australia +61 Mtps://prod-wearable-s3.53.2p-.... 2 15 0 active
11 1 13 Qatar +974  hitps://prod-wearable-s3.53.ap- 2 15 0 active
12 12 14 Germany +49 htps://prod-wearable-s3.53.ap-... 2 15 0 active
13 13 15 Kuwait +965  https://prod-wearable-s3.53.2p- 2 15 0 active
14 14 16 Oman +968 Mtps://prod-wearable-s3.63.ap-... 2 15 0 active
15 15 17 Bhutan +975  Witps://prod-wearable-s3.53.0p- 2 15 0 active
16 16 18 Netherlands +31 Mtps://prod-wearable-$3.63.20-... 2 15 0 active
17 17 19 Srl Lanka +04 htps://prod-wearable 53,5320 2 15 0 active
18 18 20 France +33 Mtps://prod-wearable-£3.53 .20 2 15 0 active
19 19 21 Maldives +960 https://prod-wearable-s3.53. 20~ 2 15 0 active
20 20 22 Alghanistan +93 Mips://pood-wearable-53.53.80-... 2 15 0 active
21 21 23 Albanda +355  Mitps://prod-wearable-s3.53.ap 2 15 0 active
22 n 24 Algeria +213 Mips://pcod-wearable-53.53.2p-... 2 15 0 active
23 23 25 Andorra +376  htps://prod-wearable-s3.53.ap 2 15 0 active
24 24 26 Angola +244  Mtps://prod-wearable-s3.53.2p-.. 2 15 0 active
25 25 27 Anguila +1264  https://prod-wearable-s3.53.2p- 2 15 0 active

Fig. 5: CountryCodelnfo table

The various countries along with their country codes are stored in the Coun-
tryCodelnfo table shown in Fig 5.

The EveryDayHeartRate table as shown in Fig 6 shows the heart rate measure-
ments taken by the device. The table contains the mac address of the device along
with the values for the heart rate and the date when the heart rate was measured in
system time.
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Iable: [ EvenDayhHeartRate v 8 ° 8, = B, s n e g
Id syncDate deviceName macAddress startMeasureTime heartRatelntegers
[Fitter [ritter [Fitter [Fitter [Fitter [Fitter

1 1 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":72,"b":1722784839000})|
2 2 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":84,"b":1722325516000} )|
3 3 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":86,"b":1722326424000} )|
4 4 1722882600000 6 AC:98:B81:17:22:CD 0 [{"a":101,"b":1722327325000}}
5 5 1722882600000 6 AC:98:B81:17:22:CD 0 [{"a":104,"b":1722328225000}
6 6 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":101,"b":1722329124000}
7 7 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":99,"b":1722330025000} )|
8 8 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":90,"b":1722330919000})
9 9 1722882600000 6 AC:98:B81:17:22:CD 0 [{"a":87,"b":1722331818000} )|
10 10 1722882600000 6 AC:98:B81:17:22:CD 0 [{"a":85,"b™:1722332717000} )|
11 11 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":82,"b":1722333618000})
12 12 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":78,"b":1722334516000} ]|
13 13 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":72,"b":1722335417000} )|
14 14 1722882600000 6 AC:98:B81:17:22:CD 0 [{"a":66,"b":1722336322000} )|
15 15 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":68,"b":1722337225000})|
16 16 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":88,"b":1722338124000})|
17 17 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":75,"b":1722339023000} |
18 18 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":82,"b":1722339917000} )|
19 19 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":83,"b":1722340818000} |
20 20 1722882600000 6 AC:98:B81:17:22:CD 0 [{"a":90,"b":1722341719000} )|
21 21 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":81,"b":1722342617000})|
22 22 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":100,"b":1722343516000}}
23 23 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":79,"b":1722344424000})
24 24 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":72,"b":1722345321000} )
25 25 1722882600000 6 AC:98:B1:17:22:CD 0 [{"a":67,"b":1722346224000} )

Fig. 6: EveryDayHeartRate table

Table: || BloodOxygendata v B % .Qv =) B, 3
Id  activityDate b_oxygen_time b_oxygen_value
[Filter [Filter [Fiter Filter |
1 1 2024/08/06 1722784923 99
2 2 2024/08/06 1722927773 99
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Fig. 7: BloodOxygendata table



Fig 7, shows the blood oxygen value of the user measured by the smartwatch along
with the date and time in which the measurement was taken. The date is in the
YYYY/MM/DD format and the time is in the system time format.

1d SleepDate deviceName macAddress totalTime  restfulTime lightTime soberTime details actualWakeupTime  actualBedTime  actualSleepTime
Filter [Filter Filter [Fittes Filte Filter [Filte Filte! [Fite [Fite Filter
1 1 1722277800000 6 AC:98:B1:17:22:CD 36060 17100 18960 1722733860 1722364620 1722369000
2 2172270980000 6 ACOB:B1:17:22:CD 38040 2540 12600 1722897720 1722795480 1722806400
3 1722796200000 6 AC:98:B1:17:22:CD 7440 2940 4500 1722905220 1722897780 1722903840
4 4172288260000 6 AC:9B:B1:17:22:CD 37500 23700 13800 1723060740 1722962880 1722970500
5 5 1722969000000 6 AC:98:B1:17:22:CD 16680 12300 4380 1723077540 1723060860 1723064820

Fig. 8: SleepDetails table

The table in Fig 8 shows the sleep date, total time slept, amount of restful and
light sleep the user had along with the time that they went to bed, slept and woke up.

1d  gender age phoneNumber emailld firstName  lastName  height  height_unit  weight ~weightUnit ~goal_calorie  goal_steps  name dob  profilePic
ilter [Filter _|Filter [Filter [Fi [Fitte [Fitter [Fitter_Fi | [Fitte [Fitte i it Filter Filte:
1 aFemale 21 SR 2| com namita patil 57 Feet 57 kg 650 10000 namita patil 23/01/2003

Fig. 9: UserDetails table

The Fig 9 shows the UserDetails table which shows the name, age, gender, DoB,
phone number, email ID, height, weight and the daily step and calorie goals of the
user. The UserDetails table shows all the information that the user entered while they
were setting up their account.

5.2 Amazfit Band 5

The data for the Amazfit Band 5 was extracted in a similar manner to the BoAt
smartwatch. First, the database directories of the Zepp mobile application were located
on a rooted phone. Then, the database information was viewed using an sql viewer
github repository[13].

HEART_RATE v

SELECT * FROM 'HEART_RATE' LIMIT @,30

TYPE DEVICE_TYPE DEVICE_SOURCE TIME HR STATE TIME_ZONE DEVICE_ID

2 0 73 1724059724 109 1 19800000 DO59B4FFFEEBB221
2 0 73 1724061744 96 1 19800000 DO59B4FFFEEBB221
2 0 73 1724061890 88 1 19800000 DO59B4FFFEEBB221

Fig. 10: Heart rate information

Fig 10 shows the heart rate of the user measured at the particular time. The time
is stored in the system time format.
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ALARM v

SELECT * FROM 'ALARM' LIMIT @,30

_id CALENDAR ENABLED IS_UPDATE M_DAYS M_SMART_WAKEUP DU... VISIBLE IS_SMART WAKEUP INDEX IS_S
1 1724031015000 0 0 Bl 0 1 1 0 0
2 1724031015000 0 0 127 0 1 1 1 0
3 1724031015000 0 0 0 0 1 1 2 0
4 1724059275385 0 0 0 0 0 1 3 0
5 1724059275388 0 0 0 0 0 1 4 0
6 1724059275389 0 0 0 0 0 1 5 0
7 1724059275392 0 0 0 0 0 1 6 0
8 1724059275396 0 0 0 0 0 1 7 0
9 1724059275398 0 0 0 0 0 1 8 0
10 1724059275403 0 0 0 0 0 1 9 0

Fig. 11: Alarm data

Fig 11 shows the alarm data with the date in the system time format.

USER_INFOS v

SELECT * FROM 'USER_INFOS' LIMIT @,30

USER_ID NAME BIRTHDAY AVATAR_URL AVATAR PATH GENDER HEIGHT SYNCED WEIGHT TARGET_WEIGHT CITY LONGH

3305351217 navyaperam16 2002-7 0 170 1 51 -1

Fig. 12: User information

Fig 12 displays the user information that was entered while setting up the device.
It includes the user ID, name, gender, height and weight of the user.

TRACKRECORD v Export ~
SELECT * FROM 'TRACKRECORD' LIMIT @,3@ @

_id SOURCE TYPE DATE TRACKID  DISTANCE COSTTIME CAL PACE SFREQ AVGHR FFPERCENT V ENDTIME MAXRTP MINRTP

1 173 8 2024-08-19 1724059420 214 162 18  0.7559999823570251 88 150 =l 12 1724059587 3.8496580123901367 0.4953720867633

Fig. 13: Steps records

Fig 13 shows the date of the activity, total distance covered in meters, the pace of
the user and the average heart rate.
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HM_PROPERTY

SELECT * FROM 'HM_PROPERTY' LIMIT ©,3@

KEY VALUE STATUS
IS_IN_MAINLAND false 1
huami.mifit.sport.shareRouter https://fe-cdn.huami.com/sport-history/index.html#/ 1
huami.mifit.user.settings.synctime {"D0:59:B4:EB:B2:21":{"single_stress":1724062001000}} 0

Fig. 14: Property information

Fig 14 shows that the smartwatch was set up in a region outside China and also
displays a URL that might be used to share data. The row IS_IN_MAINLAND suggests
that the Zepp app is currently running in global mode rather than Chinese mode.
Even the MAC address of the device can be seen.

context v Export ¥ ‘

SELECT * FROM 'context' LIMIT ©,38

brand model

pp ode app osLevel channel locale network

151386 811.5-play 202 29 10 play  enIN wifi

1080%2027 1 com huamiwatch.hmwat... Xiaomi POCO F1

Fig. 15: Smartwatch information

Fig 15 shows the smartwatch’s information like the operating system version and
level, the app version, the sdk version and even the resolution of the device.

sqlite_sequence

SELECT * FROM 'sqlite_sequence' LIMIT 0,30

name seq
CONFIG 0
FW_DWON_SUCCESS_INFO 7
ALARM 10
TRACKRECORD 1

Fig. 16: Sequence table

Fig 16 presents an internal system table that keeps track of the last assigned
auto-increment values for each table with an auto-increment primary key. This table
indicates that no recent records have been modified in the CONFIG table. The entry
FW_DWON_SUCCESS_INFO could relate to recent successful firmware downloads. The
ALARM row suggests that 10 alarms were recently created. TRACKRECORD shows that

only one record has been logged so far.
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CONFIG v [ export + |

SELECT * FROM 'CONFIG' LIMIT @,30 Execute

_id ALARM _NOTIFY EN... DAY REPORT NOTI DISCONNECTED RE... ENABLE CONNECTE... GOAL STEPS COUNT LIGHT COLOR IN COMING CALL

0 0 OFF 0 8000 BLUE 259

Fig. 17: User default settings

In fig 17, the config table displays the default smartwatch settings, including noti-
fications, step goals and call alerts. It shows that alarm and daily report notifications
are currently turned off and that the step goal is set to 8000. It also shows that the
notification light color is set to blue.

5.3 Noise Colourfit Pulse

The data for the Noise Colourfit Pulse smartwatch was extracted by using the mitm-
proxy tool. The tool acted as a middle man between the smartwatch and the mobile
application and received all the information that was being sent through the connec-
tion. mitmproxy was utilized to capture the data as the database information on the
smartphone couldn’t be found.

©  Reguest

GET https://app-eks.gonoise.com/watch/heart_rates/vi/history?history_type-weekly HTTP/2.0 E

content.type: application

version: 547
version-name: 4.4.9
user-agent: An

device-model

device-manufacturer: Xiasonl
os-version: 18

platform: android

country: IN
accept-language: an
epoch-time: 1

access-token: Dearer
s1indl

QEMTFY  hfVLIOSGB1yt TFuslaMcVIAOASedu8

eylhdGeciol)
10

device-id: 51

SINRSCCIBIkpXVC GV2akN1X2 1k I JoIMSwianF ol JoxNz IyCOUWMDEXLC) leH

device-type: colorfit_pulse
device-no: 10177
wearable-type: watch
timezone: Asia/Kolkata
offset: 330

accept-encoding: grip

2, 263t LRepisce @ Viewiaviow

history_type: weekly

Fig. 18: Device Information
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Fig 18 shows the device information that we accessed through the mitmproxy tool.
It includes data like the smartphone device manufacturer, which was used for rooting
and the smartwatch model, name, device id and its access token along with the country
and language. It also displays the purpose of the request which in this case was the
heart rate data and the format in which the data was obtained which is JSON. This
shows that the heart rate data is stored remotely on the Noise server and is obtained
by using the access token. This token is used to verify the user’s identity and authorize
access to the smartwatch’s data. If exposed it can be misused to access personal health
data.

"data": {

"is_pwd": false,

"message"”: "OTP verified”,

“token": {
"access_token": "eyJhbGciCiJIUzIINIISINRSCCISIKPXVCIS. ey
"refresh_token": "eyJhbGciOiJIUzIINIISINRSCCISIKPXVCIS.

b

"user”: {
"auth_token": "&632fdbd5-fceb-4696-aebc-cc8ccacace49”,
"country": "IN",
"country_code": "",
"email": "na
“end_game": -
"first_name": "Navy",
"google_uid": "116592841337118985091",
"id": 10501118,
"image_url": "https://1h3.googleusercontent.com/a/AEdFT|
"interests": [

r
1

yaperamis@gmail.com”,

g E
"name": “"Swimming"
s
{
"id": 2,
"name": “"walking"
}:
{
"id": 3,
"name": "Cycling”
T
{
"id": s,
"name": "Better Sleep"
T
{
"id": 6,
"name": "Productivity"
}

1,

"is_verified": 1,
“language": "en",
"last_name": "",
"location": null,

Fig. 19: User authentication profile data
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The Fig 19 displays the profile data of the user, along with the authentication
information. It also displays the access and refresh token used for authentication.

Fig 20 displays the user’s profile data such as their personal details and their goals.

"notifications_enabled”: 1,

"offset": 330,

“password_digest”: null,

“"timezone": "Asia/Kolkata",

"user_goals": {
“calories_goals"™: 24e,
"distance_goals": &6eee,
"id": 11210969,
"sleep_goals™: 8,
"step_goals": &eee,
"unit_system": "metric",
"user_id": 151118

3

"user_info": {
"dob": "GN,
"gender": "Female",
"height": 161,
“"step_length®: 7o,
"weight": 5@

3

“vendor_id": null,

“"vendor_ids": null

Is

"success”: true

Fig. 20: User profile data

Fig 21 displays the heartbeat data collected over all the days of a week. It also con-
sists of the cumulative heartbeat data containing the average, minimum and maximum
rate over the week. This data is displayed as a JSON format and is obtained through
mitmproxy. Similarly monthly data and daily data along with hourly breakups can
also be found.
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"data": {
"cumulative":
“avg": 9@,
"max": 123,

"min": 69

r

¥

"heart_rates": [

£
L
"avg": 92,
"date": "2024-08-02",
"max": 120,
"min": 69,
"resting_hr": @
3
f
1
"date": "2024-08-03"
5
{
1
"date": "2024-28-24"
3
{
|8
“avg": 87,
"date": "2024-88-25",
"max": 97,
"min": 78,
“resting_hr": @
¥
4
1
"date": "2024-28-26"
} 55
4
1
"date": "2024-038-07"
P
{
1
"avg": 93,
"date": "2024-08-e8",
"max": 123,
"min": 72,
"resting_hr": @
3

1

"history_type": "weekly"
}:
"message”: "",
"success": true,

"time": "1723109279459"

Fig. 21: Weekly heart rate data
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"data": {
"avg": {
"calories": 132,

"distance": 2557,
“steps": 3874

}J

"history_type": "daily",

"step_activities": [

{

"active_time": @,

“calories": 225,

“date": "2024-08-02",

"distance": 4345,

"hourly_breakup”: [

{

"active_time": o,
"calories": e,
"date": "e2/es/2024",
"distance": 195,
"hour_of_the_day": 8,
"steps": 296

"active_time": o,
"calories": e,
"date": "e2/e8/2024",
"distance": 765,
"hour_of_the_day": 9,
"steps": 116e

"active_time": o,
"calories": e,

"date": "e2/es/2024",
"distance": 197,
"hour_of_the_day": 1e,
"steps": 299

"active_time": o,
"calories": e,

"date": "e2/es/2024",
"distance": 658,
"hour_of_the_day": 11,
"steps™: 997

Fig. 22: Daily distance data

Fig 22 shows the daily data of multiple attributes such as steps, calories and
distance. It displays the average calories burnt in a single day along with the average
distance and steps covered. It stores the values in an hourly format. This could also
help the forensic investigators understand the user’s activities during a particular
period of time. Similarly a weekly format can also be seen.
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L
"data": {
"avg": {
"calories": 132,
"distance": 2557,
"steps": 3874
1
"history_type": "weekly",
“step_activities": [
{
"active_time": e,
"calories": 225,
"date": "2024-238-02",
"distance": 4345,
"steps": 6583
1
{
"active_time": e,
"calories": o,
"date": "2024-238-83",
"distance": 9,
"steps": 14
3
{
"date": "2024-23-e4"
3
{
"active_time": o,
"calories": 119,
"date": "2024-238-85",
"distance": 2309,
"steps": 3499
3
L

Fig. 23: Weekly distance data

Fig 23, displays the number of steps that were taken that week along with the
total distance covered in meters and the number of calories burnt.
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"data": {
“blood_oxygen": [

{
"date": "2024-e7-30"
1>
{
"date": "2024-7-31"
1
{
"date": "2024-e3-21"
1>
{
"date": "2024-e3-82"
3
{
"date": "2824-e3-83"
1
{
"date": "2024-e3-e4"
1>
{
"count": 99,
"date": "2024-23-25",
"hourly_break_up”: [
1
"date": "es/es/2024",
"time": "15:02",
"value™: 99
¥
1,
"max_count": 99,
"min_count": 99
3
1,
“cumulative"”: {
"count": "99.0",
"max": 99,
"min": 99
1

"history_type": "daily"
1
Ja
"message”: "",
"success": true

Fig. 24: Daily blood oxygen data
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Fig 24, presents the blood oxygen data of that particular day
and monthly blood oxygen data can also be obtained.

. Similarly, weekly

-

"data": {
"activities": [
{

"activity_type": “"walking",
"calories": 1e5,
"date": "2024-97-3e",
"distance": 202,
"duration": 29633,
"heart_rate_average"”: 104,
"id": 248314911,
"steps": 295,
"time": "22:43:41"

"activity_type": “"treadmill",
"calories": 131,

"date": "20823-1e-e1",
"distance": @,

"duration": 792,
"heart_rate_average": 131,
"id": 222745695,

"steps": 1005,

"time": "19:31:e1"

]
T
"message”: "",
"success": true,
"time": "1722850028062"

Fig. 25: Activity data

The type of activities performed by the user can be viewed in Fig 25. Multiple
parameters are described for each activity, these include the activity type and id,
calories burnt, distance, steps and the heart rate average during the activity. The
activity type can be chosen from various activities in the list such as outdoor running,
walking, outdoor cycling, trial run, trekking, treadmill, indoor cycling, yoga. It also
includes the duration of the activity in system time. The time and date at which the
activity was performed are also visible.
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"data": {
"avg_awake": null,
"avg_bedtime": "@:0",
“avg_deep”: null,
"avg_duration": o,
“"avg_light": null,
"avg_readiness_score": @,
"avg_sleep_score": o,
"avg_scber": null,
“"bo_max": null,
"bo_min": null,
“breakup_duration": [

{

"date": "2024-07-3@"
3
{

"date": "2024-07-31"
3
{

"date": "2024-03-01"
X

Fig. 26: Sleep data

The sleep data of the user can be extracted through this method as well, as seen
by the format in Fig 26.

1son @ st ieplsce || @) View suto

wmbnai) 635070447070, p0"

CL-CLaHQXS4HERy L KBLPES202520FK CORZTIY_JsK =536-C"

Fig. 27: User challenge information
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Fig 27 displays the challenge “Calorie Callin’ Challenge”, one of the multiple
challenges undertaken by the smartwatch users. It contains the start and end dates
and times of the particular challenge. It also contains information regarding the
participants’ profiles and their profile names.

"admin_post_cta": null,
"caption”: "Due to the demise of my naniji I won't be active for a week or so, I'll try to post some morning posts but there will be no activity log for some days.”
"comment”: {

Fig. 28: Challenge participant’s messages

“admin_post_cta : null,
"caption": "A new day ® \nGood morning &,
"comment”: {
“comment"”: "Aap ol",
“comment_id": 1622111,
"image_url": "https://1h3.googleusercontent.com/a/ACg80cIFO2RNcghkASXOfgaXCtENTU27UPrfbPALYy1BOYUTMOCOHE=596-C|
"is_my_comment": false,
“name”: “"Shailesh Kumar®,
"post_id": 3514358,
“updated_at": "2024-03-28T@8:41:37.000Z",
"user_id": 29837499,
"user_type": "user"

Fig. 29: Challenge participant’s messages

Fig 28 and Fig 29 display the messages posted by participants on the dashboard
during past challenges and the corresponding comments by other participants. The
commenters’ id’s and usernames along with the date and time at which their comments
were posted can also be viewed.

The profile picture and details of the users who participate in challenges present in
the app are visible through this method. Fig 30 shows the profile information of a user.
It displays the person’s profile image along the date they last modified their personal
details. It can be seen that the user’s profile picture is stored on Amazon S3, a cloud
storage service and is delivered via Amazon CloudFront. This is a CDN that caches and
distributes the image efficiently. The image is encrypted using AES-256 when at rest.
However, there are a large number of security gaps, such as token exposure, where an
attacker upon gaining access to the token data can retrieve the private data, including
the profile picture as seen. Misconfigured S3 permissions could also make the images
publicly accessible, leading to unauthorized access or modification. Additionally, if the
TLS encryption is not enforced, intercepted requests could expose the images, making
them vulnerable to identity spoofing. CloudFront caching means that even if an image
is deleted, it may still be accessible for a period of time.
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Content-Type: image/jpeg

Content-Length: 12944

Connection: keep-alive

Date: Thu, 88 Aug 2024 99:32:35 GMT

Last-Modified: Tue, 31 Oct 2023 12:01:36 GMT

ETag: "5867f450203040e7044b4F17e63003e1"

x-amz-server-side-encryption: AES256

Accept-Ranges: bytes

Server: AmazonS3

X-Cache: Hit from cloudfront

Via: 1.1 fcc502d615e3984d2902793d96de872. cloudfront.net (CloudFront)
X-Amz-Cf-Pop: BLRS@-P2

X-Amz-Cf-1d: KyPwjiIST19m9ZIXPSsVuLXNEZSsql7ySHGI9XVIcHT07-EVyqfkag==
Age: 254

JPEG Image

Fig. 30: Visible challenge participant’s profile data

Fig 31 shows data from various time frames like the total steps taken, distance
covered and calories burnt. A message is also stored regarding the distance covered
and the number of calories burnt by comparing the data of the current time frame to
the previous time frame.
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"data": {
"daily": {
"calories_msg": "vou burnt more calories today than yesterday.”,
"distance_msg": “"vour total distance today is more than yesterday."”,
"msg”: “"vour total step count today is more than yesterday.",
“today": {
“calories": 184,
istance": 3565,
“label": “"Today",
“steps”: 5402

)l

“yesterday": {
"calories": o,
"distance": @,
"label": "2024-e8-07",
"steps": @
}
}p
"max": null,
"monthly": {
"calories_msg": "vou are burning less calories a day this month than last month.”
"current”: {
“calories": 528,
“distance": 10228,
“label”: “This month®,
“steps": 15498
}l
"distance_msg": "You covered less distance a day this month than last month."
"last": {
"calories": 1133,
"distance": 21939,
"label": “"Last month",
“steps®: 33239
s
"msg": “"You are taking fewer steps a day this month than last month®
b

“weekly”: {
“calories_msg": “You are burning more calories a day this week than last week. *,
“current”:
"calories": 303,
"distance": 5874,
"label": "This week",
"steps": 8se1

S

“w
"
"
»

-

?

distance_msg": "You covered more distance a day this week than 1a
132

last

ast": {

“calories": 225
“distance": 43
“label": "Last
"steps": 6597

.) 3

"msg": “"You are taking more steps a day this week than last week.

i
"message”: "",
"success™: true,

“time": "1723109331133"

Fig. 31: Comparative user activity data
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data”: {
"customeatchface_list": {
"ar null,
“background”: [

watchfaces-cdn.gonoise. con/watch_faces/production/custom_watchface/backgroundsimages/group_1321314748.webp"
L

atchfaces-cdn. gonoise. con/watch_faces/prod/custon_watchface/admin_upload/square/2
{

om/watch_faces/production/custom_watchface/background+images/Square/independence+day-+Square

watch_faces/undefined/custom_watchface/admin_upload/square/24%20X%20240/Earthday-1-1713

s://watchfaces-cdn. gonoise. con/watch_faces/production/custon_watchface/adnin_upload/square/248%2e)

watch_fac| ad/square/ 248%20X%202:

Fig. 32: Watchface design information

Fig 32 displays the multiple watchfaces present in the watch face gallery along with
their links. Upon clicking on the links the watchfaces designs can be viewed online.

Content-Type: &

Content-Length
Connection:
Date: vied, ©
Last-Modified: £
ETag: °5
x-amz-server-side-encryption: AE

[Accept-Ranges

Server: Amazo
X-Cache: Hit
Via: 1.1
X-Amz-Cf-Poy
X-Amz-Cf-1d: rQg

zrv21a- Qi

NEBP Image

Fig. 33: Single watch face design information
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Fig 33 shows one of the many watchfaces designs present in the application, as seen
in Fig 32. The user can choose from the multiple interfaces, which then loads onto
the watch after the syncing process. The above image shows that the WebP image is
hosted on Amazon S3 and is accessed through CloudFront.

Table 1 is a compilation of all the data that was obtained by studying the three
smartwatches.

Table 1: Comparison of Smartwatch Features and Results

User DetailsDevice DetailsSteps InfoSleep DataHeart RateSpO20ther ProfilesAlarm Data

Noise Colorfit Pulse v v v v v v v X
BoAt Xplorer RTL v X v v v v X v
Amazfit Band 5 v v v X v X X v

6 Conclusion

In this study, the NIST digital forensic analysis was used to analyze three smart-
watches: Noise Colorfit Pulse, BoAt Xplorer RTL, and Amagzfit Band 5. The primary
objective was to examine the type of user data generated and stored by the applica-
tion after user registration and login. Additionally, the app’s security was analyzed,
focusing on the extent of information accessible to the investigators, including the
user profiles and challenge details. We successfully extracted data like user infor-
mation, steps taken, and heart rate, and verified it against the data shown on the
smartwatches and in their apps. For all three smartwatches, we managed to retrieve
user information along with stats such as heart rate. The data obtained provides
valuable insights into the user’s daily activities, which can be crucial in important
investigations. For example, investigators can analyze whether the user engaged in any
energy-intensive activities based on health parameters like heart rate and SpO2 rates.
Additionally, sleep schedules can be reviewed based on recorded data. Also, though
services like CloudFront enable seamless access to smartwatch data stored in cloud,
this also involves several potential security risks. It was noted that the user’s access
token could be exploited to view user stats and data stored in the database, posing
a security risk. Similarly, profiles of other users, along with their pictures, could be
accessed, highlighting potential security threats. To mitigate these risks, it is essential
to enforce strict TAM policies, signed URLs, and access logging to prevent unautho-
rized access and data leaks. Enhanced protection measures are crucial to ensure that
sensitive user’s information is protected from unauthorized access and breaches, espe-
cially in Cloud[14]. Paper [15] mentions about how many of the IoT devices are weak
in security, lacking basic measures like encryption which could make it easy for hack-
ers to collect personally identifiable information(PII). They also rightfully point out
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the vast majority of devices that exist in the market and all of them could have dif-
ferent security needs and data collection methods. This would make it harder for
forensic experts as they would have to identify the correct tools and methods that are
needed to extract the necessary information. Future research could expand the scope
by including more types of smartwatches. Further investigation is needed to determine
if the data extraction remains consistent across different smartphone models, including
iOS devices. Additionally, exploring data extraction through non-open-source tools or
subscription-based tools could reveal additional data from the devices.
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Abstract
This paper explores the emerging role of broadband connectivity as both an
enabler of crime and a catalyst for forensic science. With increasing digitization,
forensic workflows are undergoing a transformation powered by high-speed inter-
net access. We discuss the various tools and innovations supported by broadband,
the challenges they pose, and their implications for justice delivery, especially in
rural and underserved regions.

Keywords: BNSS, BNS, BSA, Certificate, Integrity, Hashing, Digital Evidence

1 Introduction

The digital revolution has profoundly reshaped the landscape of crime and criminal
investigation. The proliferation of broadband internet—characterized by high-speed,
always-on connectivity—has created new opportunities for both malicious actors and
law enforcement agencies. On one hand, broadband facilitates a wide range of cyber-
crimes such as ransomware attacks, identity theft, phishing, and the dissemination
of deepfake content. On the other, it enables unprecedented advancements in digital
forensics, remote investigations, and real-time evidence processing.

Broadband, with its ability to support the transfer of large volumes of data and
seamless communication across geographic boundaries, has become an essential tool
in the modern forensic toolkit. It allows investigators to access and analyze digital
evidence remotely, collaborate across jurisdictions, and employ Al-powered forensic
tools that rely on cloud-based infrastructures. In rural and underserved areas, where



traditional forensic facilities may be limited, broadband connectivity can bridge sig-
nificant gaps by providing remote access to expert testimony, digital labs, and case
management platforms.

Furthermore, broadband contributes to streamlining the judicial process. Digital
case files, online legal portals, and virtual courtrooms powered by reliable internet
connectivity can enhance the speed and accessibility of justice delivery. It also opens
avenues for training and capacity building in digital forensics through virtual platforms
and e-learning tools.

This paper aims to explore the dual nature of broadband as both a challenge and a
catalyst in the forensic sciences. It delves into the evolving crime landscape shaped by
digital connectivity, outlines broadband-enabled forensic technologies, and highlights
the transformative potential of broadband in ensuring equitable access to justice,
especially in remote regions. By addressing the ethical, technical, and infrastructural
considerations, this paper provides a comprehensive understanding of broadband’s
growing influence on forensic practices in a connected world.

2 What is Broadband?

Broadband is a term used to describe high-speed internet access that is continuously
available and significantly faster than traditional dial-up connections. Unlike the dial-
up systems of the past, broadband does not interrupt telephone usage and allows for
the simultaneous transmission of large quantities of data. The core technologies used
to deliver broadband include Digital Subscriber Line (DSL), cable modems, fiber-optic
connections, satellite services, and mobile networks such as 4G and the more recent
5G.

Each of these broadband types comes with its own strengths and limitations. Fiber-
optic connections offer the highest speeds and reliability, ideal for handling data-
intensive forensic applications such as live imaging, cloud-based analytics, and video
surveillance streams. Satellite broadband, though slower and more prone to latency,
can provide vital connectivity in remote areas lacking ground infrastructure. Mobile
broadband, particularly 5G, introduces ultra-low latency and increased bandwidth,
supporting real-time forensic analysis even on the move.

Broadband’s significance in forensic investigations lies in its capacity to enable
instantaneous communication, remote access to forensic tools, and the secure trans-
fer of large digital evidence files. With growing adoption globally, broadband is
increasingly becoming a foundational layer for modern digital forensics infrastructure

[1].
3 The Digital Crime Landscape

The availability and ubiquity of broadband have dramatically transformed the crime
landscape. High-speed connectivity has enabled the rise of sophisticated cybercrimes
that can be orchestrated from virtually anywhere in the world. Threat actors exploit
broadband networks to distribute malware, launch ransomware attacks, conduct phish-
ing schemes, perpetrate identity theft, and spread misinformation using Al-generated
content such as deepfakes.



Ransomware has become one of the most prominent broadband-enabled threats.
Cybercriminals deploy malicious software that encrypts victims’ data and demand
cryptocurrency payments for restoration. These attacks are often executed through
high-speed networks that allow the rapid dissemination of malware across multiple
systems and geographies. Similarly, phishing attacks, which rely on deceiving users
into revealing sensitive information, leverage broadband to propagate spoofed websites
and mass email campaigns at scale.

Another disturbing trend is the emergence of deepfake technology—AI-generated
synthetic media that convincingly alters audio or video content. Deepfakes pose a
serious challenge to the authenticity of digital evidence, enabling false impersonation
and undermining public trust in video surveillance and courtroom testimonies.

The forensic response to these digital crimes relies heavily on broadband to col-
lect, preserve, and analyze digital traces. Logs of IP addresses, timestamps of activity,
metadata from files and devices, and communication records such as emails and chat
histories all form essential elements of digital evidence. As broadband enables perpe-
trators to mask their identities and operate across borders, forensic professionals must
leverage the same connectivity to detect, attribute, and investigate these offenses [2].

4 Broadband-Enabled Forensic Tools

High-speed connectivity has enabled a new class of forensic tools that operate remotely
and in real-time. Some of the key broadband-driven innovations include:

¢ Cloud-based Digital Evidence Management Systems (DEMS): Securely
storing, sharing, and analyzing digital evidence across jurisdictions.

® Remote Mobile Forensics: Broadband allows investigators to access and extract
mobile data from distant locations using encrypted connections.

e Al-Powered Network Traffic Analysis: Detects anomalies and intrusions by
analyzing live network data.

e Live Disk Imaging: Real-time duplication and analysis of storage devices via
secure broadband channels [3].

5 Broadband Access and Rural Justice

Broadband access also plays a democratizing role in digital forensics. In rural and
remote areas where physical access to forensic labs is limited, broadband enables:

® Remote Expert Testimony: Experts can provide insights via video conferencing.

® Cloud-Based Laboratories: Virtual labs for digital evidence analysis.

¢ Fast Case File Access: Immediate access to shared documents, improving judicial
efficiency.

6 Challenges and Ethical Considerations

While broadband connectivity has enhanced forensic capabilities, it also introduces a
spectrum of technical, ethical, and legal challenges that must be addressed to ensure
responsible and equitable use.



Privacy and Security: The handling of digital evidence over broadband networks
raises serious concerns regarding confidentiality and data integrity. If not adequately
encrypted or protected by secure transmission protocols, sensitive information such
as personal communications, financial records, or digital surveillance footage may be
intercepted, altered, or leaked. Cybersecurity protocols must be integrated into every
stage of the forensic workflow to protect against unauthorized access and tampering.

Legal Admissibility: For digital evidence to be admissible in court, it must main-
tain a clearly documented and unbroken chain of custody. However, remote handling
and transmission of evidence over broadband networks complicate this requirement.
Forensic investigators must adopt rigorous documentation and digital signing proto-
cols to demonstrate the integrity and authenticity of evidence collected, transmitted,
or analyzed remotely.

Infrastructure Disparity: Access to high-speed internet remains uneven, par-
ticularly in developing regions or marginalized communities. This disparity restricts
the implementation of broadband-enabled forensic systems in areas that may benefit
most from such capabilities. The uneven development of digital infrastructure risks
creating a justice divide, where rural or underserved regions are unable to leverage
the same forensic tools available to urban centers.

Digital Divide and Training: In addition to infrastructure limitations, the lack
of digital literacy and training among law enforcement and forensic personnel further
hampers the effective utilization of broadband technologies. Specialized training in
digital forensic protocols, cybercrime investigation, and secure communication is essen-
tial to equip professionals with the skills needed to operate in broadband-enhanced
environments [4].

Addressing these challenges requires a coordinated effort involving policymakers,
technology developers, forensic experts, and educators to ensure that the benefits of
broadband in forensics are realized responsibly and inclusively.

7 Conclusion

Broadband technology stands as a transformative force in the field of forensic sci-
ence, enabling faster, more decentralized, and widely accessible investigative processes.
From real-time mobile forensics to cloud-based evidence management, broadband
has reshaped how law enforcement agencies gather, analyze, and share digital evi-
dence across jurisdictions. It facilitates collaboration between remote experts, enhances
judicial efficiency through virtual case processing, and ensures that even rural or
underserved communities have a pathway to justice through digital means.

However, the potential of broadband cannot be fully realized without addressing
its associated challenges. Investments must go beyond mere infrastructure deploy-
ment to encompass robust cybersecurity safeguards, training programs for forensic
professionals, and legal frameworks that adapt to the dynamic nature of digital
evidence.

As we move into an era of Al-enabled and data-driven justice systems, broad-
band will remain at the heart of forensic innovation. It is imperative for stake-
holders—governments, academic institutions, forensic agencies, and private sector



partners—to work together in shaping a secure, inclusive, and ethically sound
broadband-powered forensic ecosystem. With the right policies and partnerships in
place, broadband can not only accelerate investigations but also uphold the core
principles of fairness, transparency, and justice in the digital age.
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