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Abstract

Emotion Recognition is a critical research area for en-
hancing human-computer interaction. Keystroke dynam-
ics, a behavioral biometric capturing typing patterns, of-
fers a non-intrusive, user-friendly method for recogniz-
ing emotions. We propose a Dual-Stream Transformer-
based Emotion Recognition (DSTER) model, which lever-
ages keystroke dynamics to determine emotional states.
The DSTER model features a dual-stream architecture that
separately extracts temporal-over-channel and channel-
over-temporal information. Each stream employs multi-
head self-attention mechanisms, Long-Short Term Memory
(LSTM), and Convolutional Neural Network (CNN) layers,
along with dense vector embeddings of keycode data, to im-
prove the extraction of temporal and contextual informa-
tion from typing sequences. To the best of our knowledge,
the DSTER model is the first to integrate transformer ar-
chitecture with keystroke dynamics for emotion recognition.
Our experiments on a widely-used fixed-text dataset demon-
strate that the DSTER model significantly outperforms the
three most recent baseline models, achieving average F1
scores up to 0.989 and an average accuracy increase of up
to 66.04%. Unlike the significant performance variations
reported in baseline models, the DSTER model maintains
consistent and robust performance across all five tested
emotional states. Further analysis shows that the model
performs better with longer window lengths and greater
overlaps.

1. Introduction

Advancements in digital devices necessitate improved
human-computer interaction (HCI) to enhance user engage-
ment and satisfaction. One of the most effective methods
to enhance HCI is enabling the system to understand and
adapt to the user’s emotional context. This adaptation al-
lows the system to respond appropriately, improving user

satisfaction. Furthermore, emotion recognition is crucial in
applications such as health monitoring [27] and healing [4]
since understanding users’ emotional states can greatly in-
fluence the effectiveness of interventions, such as the inten-
sity and when it should intervene to help the patient recover
from an unhealthy condition.

Emotion recognition (ER) has been a hot research area in
the field of HCI for many decades [5, 20], and many studies
have investigated ER through various biometrics, including
physiological biometrics, such as facial expression [2, 8, 10]
and Electrocardiogram (ECG) signals [7, 22], as well as be-
havioral biometrics, such as speech [6, 12] and keystroke
dynamics [16, 26, 31]. Keystroke dynamics (KD), which
refer to the manner and rhythm of typing, are less intru-
sive and require no additional permissions or invasive hard-
ware, enhancing their suitability for ER from both usability
and privacy perspectives. Moreover, with desktops and lap-
tops being integral to daily life and continuously interacted
with, implementing ER through KD on these devices allows
for the development of personalized, context-aware appli-
cations that enhance user experience in a naturalistic setting
[15].

In this paper, we propose a Dual-Stream Transformer-
based Emotion Recognition (DSTER) model that utilizes
keystroke dynamics for emotion recognition. The DSTER
model leverages a dual-stream architecture that includes:
(1) a temporal stream, focusing on extracting hidden se-
quential information and interrelationships between con-
secutive keys, and (2) a channel stream, concentrating on
extracting inter-feature relationships within key and tim-
ing features. The input to these streams incorporates
Gaussian Range Encoding (GRE) to assist the multi-head
self-attention mechanism in understanding positional and
contextual information. Additionally, Keystroke Dynam-
ics Emotion Recognition (KDER) Multi-scale Long-Short
Term Memory (Multi-LSTM) blocks and KDER Multi-
scale Convolutional Neural Network (Multi-CNN) blocks
in the temporal and channel streams are designed to further
extract information from temporal and channel aspects. The



embeddings extracted from these streams are concatenated
and used to make the emotion recognition decision.

We employed a widely-used KD dataset, EmoSurv
dataset [17], in the experiment to evaluate the DSTER
model and compared it against the three most recent studies
in this field. The DSTER model demonstrated superior per-
formance, achieving an accuracy of 99.44% and an F1 score
of 0.989 across all five tested emotions. Compared to base-
line studies that performed experiments on the same dataset,
our model demonstrated significant improvements in accu-
racy, precision, recall, and F1 score. Notably, our model
increased the average accuracy by a range from 22.96%
to 66.04% over baseline models. Moreover, the DSTER
model achieves consistent and robust performance across
all emotional states, outperforming baseline models that re-
ported significant performance variations across different
emotions. Further analysis on different sample lengths and
proportions of overlap suggests that our model performs op-
timally with longer samples and being trained on samples
with greater overlap. The best performance is achieved at
a sample length of 40 keystrokes and 90% overlap between
samples. These results confirm that the DSTER model ex-
cels in multi-emotion recognition and is not user-specific
but universally applicable, significantly enhancing its gen-
eralizability and suitability for real-world applications.

The main contributions of this paper are:

1. We propose a Dual-Stream Transformer-based Emo-
tion Recognition (DSTER) model for emotion recog-
nition through KD. To the best of our knowledge, we
are the first to integrate transformer architecture into
emotion recognition using keystroke data.

2. The dual-stream architecture consists of: (1) a tempo-
ral stream, which focuses on extracting sequential in-
formation between consecutive key vectors, and (2) a
channel stream, which concentrates on unveiling hid-
den relationships between key and timing features.

3. Each stream incorporates Gaussian Range Encoding
(GRE) to capture the uncertainty and influence of
each position over its neighbors, enhancing the trans-
former’s capability to process sequential information.

4. The DSTER model significantly outperforms recent
studies and maintains consistent and robust perfor-
mance across various emotional states, thus avoiding
the considerable performance variations observed in
baseline models.

5. The DSTER model is universal, applicable to any user
rather than being user-specific, which enhances its
practical applicability and deployment potential.

6. We investigate the impact of sample length and overlap
proportion on model performance, identifying optimal
settings for emotion recognition.

The remainder of this paper is organized as follows: Sec-
tion 2 summarizes previous studies in emotion recognition,
especially through keystroke dynamics, identifies their lim-
itations, and briefly outlines how we addressed them. Sec-
tion 3 details the feature extraction and architecture of our
DSTER model. Section 4 presents experimental results, in-
cluding comparisons with baseline models and analysis of
how different sample configurations influence model per-
formance. Finally, Section 5 concludes our work and dis-
cusses future research directions.

2. Prior work

2.1. Prior studies on emotion recognition through
various biometrics

Emotion recognition (ER) has been extensively investi-
gated over the past few decades. Researchers have explored
emotional state recognition using physiological biometrics.
For instance, Jain et al. [8] proposed a hybrid deep neu-
ral network (DNN) for facial emotion recognition, achiev-
ing an accuracy of 94.91%. Sarkar et al. [22] employed
a series of convolutional neural network (CNN) blocks to
learn representations from ECG signals, training a classifi-
cation model that detected stress with an accuracy of 96.9%.
Lee et al. [14] utilized a CNN model to extract features
from photoplethysmogram (PPG) signals, classifying va-
lence and arousal with accuracies of 75.3% and 76.2%, re-
spectively. However, ER using these physiological biomet-
rics typically requires additional devices to capture the sig-
nals, which must then be transferred to another device, such
as a mobile phone or computer, for processing and analysis.
It not only consumes time but also raises privacy concerns.

In contrast, behavioral biometrics can be captured in a
more non-invasive manner and are often collected directly
by the device with which users interact. For example, Yang
et al. [30] developed an attention-based LSTM system that
integrated signals from smartphone and wristband sensors
to determine users’ emotional states, achieving an average
accuracy of 89.2% for binary positive and negative emotion
classification. Xu et al. [29] enhanced speech ER accuracy
by 6% over the previous state-of-the-art models using an
attention-based CNN model. With advancements in large
language models, text-based ER analysis has also gained
prominence. Kumar et al. [13] proposed a text emotion
recognition system that employed the pre-trained Bidirec-
tional Encoder Representations from Transformers (BERT)
model to extract embedding vectors, constructing a dual-
channel neural network for emotion recognition and achiev-
ing an accuracy of 79.17%. Nonetheless, due to privacy



concerns, individuals are often hesitant to allow applica-
tions to access their speech or text data, making it hard to
recognize their emotional state through these biometrics.

2.2. Prior studies on emotion recognition through
keystroke dynamics and their limitations

Keystroke dynamics (KD) offer a less intrusive biometric
for ER, without concerns over the content of the typing. For
example, Kołakowska [11] investigated suitable classifica-
tion models for ER using KD on physical keyboards, find-
ing that accuracies varied significantly among emotional
states and models, ranging from 47.36% to 81.25%. Qi
et al. [21] analyzed positive and negative impulses from
key presses and releases on a piezoelectric touch panel and
extracted several time-related features. They constructed a
random forest model that recognized four emotional states
(happiness, fear, disgust, and sadness) with an accuracy
of 78.31%. However, the small dataset size of only nine
individuals may not fully substantiate their model’s gen-
eralizability. Velichko and Izotov [28] evaluated an emo-
tion recognition model based on the LogNNet neural net-
work using the EmoSurv dataset [17], but achieved only
a 33.4% accuracy across five emotional states (happy, sad,
angry, calm, and neutral) with an F1 score of 0.299. Al-
though their model required minimal computing resources,
its performance was relatively low due to the simplicity
of their model structure. Marrone and Sansone [19] pro-
posed CNN and Multi-Instance Learning Support Vector
Machine (MIL-SVM) based models, using a fixed time win-
dow of 15 seconds for data capture and emotion recogni-
tion. Their evaluations on the EmoSurv dataset showed
that the MIL-SVM model performed better, achieving an
average accuracy of 76%. Similarly, Maalej et al. [18]
compared four traditional machine learning algorithms —
J48, Random Forest, Random Committee, and KNN — on
the same dataset, with accuracies peaking at 76.4818% and
76.5435% for fixed-text and free-text subset, respectively.

Nevertheless, existing models have not effectively cap-
italized on the sequential information inherent in a series
of key presses and releases. Many of them extracted fea-
ture vectors from only two or three consecutive keystrokes,
which may not be sufficient to accurately reveal emotional
states. It also overlooks the potential interrelationships be-
tween consecutive actions. Moreover, they primarily rely
on manually extracted features and simple machine learning
models, which may hinder their ability to uncover deeper
insights from the data necessary for enhanced performance.
Furthermore, the accuracy of these models remains modest,
peaking at approximately 76% for recognizing five emo-
tional states and 78% for four in fixed-text typing scenarios.
This modest performance underscores a significant oppor-
tunity for improvement.

2.3. How our model addresses the limitations

To overcome these limitations, we introduce the Dual-
Stream Transformer-based Emotion Recognition (DSTER)
model. This model processes a sequence of feature vectors
as input, providing more comprehensive information than
a single vector would. It utilizes a dual-stream architec-
ture to separately extract temporal and contextual informa-
tion. The temporal stream employs transformer architecture
and Multi-LSTM blocks to extract sequential information,
while the channel stream utilizes transformer architecture
and Multi-CNN blocks to focus on extracting information
within feature vectors. Previous studies [23, 25] have shown
that the transformer works well in extracting information
from KD features, and we incorporate Multi-LSTM and
Multi-CNN to further extract information from each stream.
Additionally, we integrate Gaussian range encoding (GRE)
prior to processing by the dual-stream architecture, utilizing
multiple Gaussian distributions to encode positions. Com-
pared to traditional positional encoding, this approach better
captures the uncertainty and influence of each position rela-
tive to its neighbors, thereby providing a more nuanced un-
derstanding of positional relationships. This enhancement
is crucial for managing long sequences and improving the
transformer’s overall performance.

3. Dual-Stream Transformer-based Emotion
Recognition Model

In this section, we provide a detailed description of
the Dual-Stream Transformer-based Emotion Recognition
(DSTER) model. We first explore the process of feature ex-
traction from raw keystroke data, focusing on timing fea-
tures and keycode embeddings. Then, we introduce the
architecture of the DSTER model, presenting an in-depth
analysis of each principal component.

3.1. Feature extraction for timing features and fea-
ture embedding for keycode
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Figure 1. Illustrations of Timing Feature Extraction.
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Figure 2. Architecture of Dual-Stream Transformer-based Emotion Recognition (DSTER) Model. (KDER: Keystroke dynamics emotion
recognition, CNN: convolutional neural network, LSTM: long-short term memory. )

The raw typing data collected records the events when
keys are pressed or released, including the keycode and
timestamps. We extract five timing features from the raw
data, as illustrated in Figure 1. For each pair of consecutive
key presses, ki and ki+1, we utilize their press times (tkip

and tki+1p) and release times (tkir and tki+1r) to compute
the following timing features for key ki: (1) Key hold time:
kh = tkir − tkip; (2) Flight1 time: f1 = tki+1p − tkir;
(3) Flight2 time: f2 = tki+1r − tkir; (4) Flight3 time:
f4 = tki+1p − tkip; (5) Flight4 time: f4 = tki+1r − tkip.

Additionally, keycodes, which represent the keys pressed
or released, are categorical variables. Unlike previous stud-
ies that directly used keycode values [24, 25] or one-hot
encoded vector [3, 9], we integrate an embedding layer to
encode each keycode to a dense vector space. This ap-
proach is not only more space-efficient compared to gen-
erating a sparse vector for each keycode through one-hot
encoding, but it also allows the embedding layer to learn
and capture potential informational and relational dynamics
between consecutive keys.

The extracted timing features and embedded keycode
vector are then concatenated to form the feature vector for
key ki as: [embedded keycode vector, kh, f1, f2, f3, f4].
The model then processes S consecutive feature vectors to
recognize emotional states.

3.2. Architecture of Dual-Stream Transformer-
based Emotion Recognition (DSTER) Model

The Dual-Stream Transformer-based Emotion Recog-
nition (DSTER) model leverages a dual-stream structure
underpinned by the multi-head self-attention mechanism.
The input, comprising S consecutive key feature vectors
as described in the previous section, is initially added with
Gaussian range encoding. Subsequently, two streams of

Transformer-based blocks process the input from different
perspectives: the temporal stream, which extracts infor-
mation and relationships between feature vectors, and the
channel stream, which focuses on inter-feature relationships
within each vector. Data processed by both streams are
further analyzed through CNN layers with max-pooling to
derive embeddings, which are concatenated and then pro-
cessed through linear layers with a softmax activation func-
tion to recognize multiple emotional states. The overall
model architecture is depicted in Figure 2. The rest of this
section details each primary component of the model.

Gaussian Range Encoding (GRE): The sequence of
S key feature vectors inherently contains valuable inter-
sample relationships crucial for emotion recognition, as in-
dependent typing events do not signify emotions unless con-
sidered collectively. Traditional multi-head self-attention
mechanisms treat input data as independent points and do
not inherently capture sequential data relationships. To ad-
dress this, we implement GRE [1] to enhance the trans-
former’s ability to apprehend sequential information. GRE
employs multiple Gaussian distributions with varied param-
eters to encode each position, enabling a position to be-
long to multiple ranges. This encoding approach allows the
model to learn the extent of influence each range has on a
given position. Compared to traditional positional encod-
ing, it captures the uncertainty and influence of each posi-
tion over its neighbors, thereby providing a more nuanced
understanding of positional relationships and contextual in-
formation from sequential data. It thus enhances the trans-
former’s capability to manage long sequences. GRE is ap-
plied to inputs for both the temporal and channel streams,
as shown in Figure 2.

Temporal Stream: This stream consists of N identi-
cal temporal blocks, each comprising a residual-connected



multi-head self-attention layer, followed by layer nor-
malization, and a residual-connected KDER (Keystroke
Dynamics Emotion Recognition) Multi-LSTM (Multiple
Long-short Term Memory) block, followed by another layer
normalization. The multi-head self-attention mechanism in-
tegrates information across the entire input sequence, gen-
erating a hidden representation. This mechanism enables
the model to simultaneously attend to different parts of the
sequence and weigh the influence of all points, making it
adept at capturing patterns that span various time steps. Fol-
lowing this, the KDER Multi-LSTM block employs a series
of LSTM layers with varying hidden sizes to extract time-
related features from this representation at different tempo-
ral scales. This multi-scale approach enables the model to
capture both short-term dependencies and long-term trends,
effectively extracting temporal dynamics crucial for accu-
rate emotion recognition. Each LSTM layer is followed by
ReLU activation, batch normalization, and a dropout layer.
A fully connected layer then standardizes the output size
to match the input for residual integration. Information ex-
tracted from various time scales is amalgamated by averag-
ing the outputs from all LSTM layers as the final output of
the KDER Multi-LSTM block.

Suppose the input of the KDER Multi-LSTM block is
X ∈ RS×d, and there are M LSTM layers with a set of hid-
den dimensions M = {m1,m2, ...,mM}. The operations
within a KDER Multi-LSTM block are mathematically de-
scribed as follows:

Tmi
= ReLU(Dropout(BN(ReLU(LSTM(Wmi

, X)))))
(1)

OLSTM =
1

M

M∑
i=1

FCmi(Tmi) (2)

where Tmi
is the output of each LSTM layer and OLSTM

is the final output of the KDER Multi-LSTM block.
Channel Stream: The channel stream is designed to

extract inter-feature information between encoded keycode
features and timing features. The input is thus transposed,
with rows representing features and columns representing
time sequences. This stream contains H identical channel
blocks, each comprising a residual-connected multi-head
self-attention layer, followed by layer normalization, and
a residual-connected KDER Multi-CNN (Multiple Convo-
lutional Neural Network) block, also followed by layer nor-
malization. The KDER Multi-CNN block employs multiple
CNN layers with varying kernel sizes to capture channel-
wise information at different scales. It enables the model
to adaptively focus on varying extents of inter-feature rela-
tionships, from localized to more distributed patterns, pro-
viding a deeper analysis of how different features influence
each other over time. Each CNN layer is followed by ReLU

activation, batch normalization, and a dropout layer. The
output from each CNN layer is summed and averaged as
the block’s output.

Suppose the input of the KDER Multi-CNN block is
X ∈ Rd×S and K is a set of kernel sizes of CNN layers
K = {k1, k2, ..., kK}. The output of the KDER Multi-CNN
block OCNN can be mathematically calculated as:

OCNN =
1

K

K∑
i=1

ReLU(Dropout(BN(ReLU(CNN(Wki
, X)))))

(3)
Final Emotion Recognition: Following the processing

through temporal stream and channel stream, a series of
CNN and max-pooling layers are employed to extract em-
beddings from data processed by each stream. These em-
beddings are then concatenated, and a fully connected layer
with a softmax activation function is utilized for the recog-
nition of multiple emotional states.

4. Experiments and results
We used the widely recognized EmoSurv keystroke

dataset [17] to evaluate our DSTER model and compare
its performance against other studies. In this section, we
first give a concise description of the EmoSurv dataset and
our data preprocessing process. We then detail the training
and evaluation procedures for our model. Subsequently, we
present the experimental results obtained and compare these
with those of baseline models. Additionally, we explore the
DSTER model’s performance under various parameter con-
figurations, providing insights into how these configurations
influence the model’s effectiveness.

4.1. Deployment of DSTER model

4.2. Dataset Description and Pre-processing

Maalej et al. developed a dynamic web application,
EmoSurv [17], specifically designed to collect keystroke
dynamics data. During the data collection phase, par-
ticipants initially provided typing data while in a neutral
state. Subsequently, they were exposed to emotion-eliciting
videos intended to induce a specific emotional state. After
the emotion was induced, participants were asked to type
again, with this subsequent data being annotated according
to the induced emotional state.

The EmoSurv dataset encompasses five emotional states:
happy, sad, angry, calm, and neutral, and includes both free-
text and fixed-text typing data. For our experiments, we
exclusively utilized the fixed-text typing data to recognize
emotions, as this subset of data is commonly employed in
emotion recognition studies [18, 19, 28]. The initial dataset
included 83 participants; however, not all participants con-
tributed data across all five emotional states. Following a



Study Model # emotions Accuracy Precision Recall F1-score
Marrone et al. [19] MIL-SVM 5 76% 0.80 0.69 0.74
Velichko et al. [28] LogNNet 5 33.4% 0.353 0.261 0.299
Maalej et al. [18] Random Forest 4 76.4818% - - -

Our work DSTER 5 99.44% 0.986 0.992 0.989
Table 1. Comparison of average performance between our DSTER with baseline models. Performance from other studies are directly taken
from corresponding studies.

rigorous data cleaning process to remove incomplete and
noisy data, the remaining dataset comprised various num-
bers of participants and key feature vectors for each emo-
tional state, detailed in Table 2.

Emotional States Happy Sad Angry Calm Neutral
No. of Participants 32 29 23 27 82

No. of Feature vectors 4355 4508 4035 4668 25358
Table 2. Number of participants and number of key feature vectors
used in our experiment.

4.2.1 Generation of training, validation, and testing
datasets

To mitigate the potential overfitting due to single dataset
evaluation, we partitioned participants across the training,
validation, and testing datasets in an 8:1:1 ratio for each
emotional state. This strategy ensures that no user’s data
overlaps between these sets, providing a robust validation
through genuinely independent datasets for each phase of
model evaluation. After that, Z-score normalization was ap-
plied separately to all samples based on the statistics from
the training data. Sample generation leveraged the slid-
ing window method with fixed-length sequences to select
S consecutive key feature vectors and generate samples for
each participant. We experimented with sliding window
lengths S of [10, 20, 30, 40, 50, 60] and proportions of
overlap in [90%, 80%, 70%, 60%, 50%]. It is worth not-
ing that longer window lengths and smaller proportions of
overlap yield fewer samples.

The hyperparameters for our model were set as follows:
batch size of 16, learning rate of 0.001, loss function of
cross-entropy, and the Adam optimizer. We incorporated an
early stopping mechanism activated after 20 epochs without
improvement. The model architecture included 10 temporal
blocks (N = 10) and 10 channel blocks (H = 10), and the
size of embedding layer for keycode embedding is set to 8.

4.2.2 Baseline models

To establish benchmarks, we compared our model against
three studies within three years that also utilized the Emo-
Surv dataset with fixed-text data for emotion recognition:
Marrone et al. [19], Velichko et al. [28], and Maalej et al.
[18], as discussed in Section 2.2. We extracted performance

metrics directly from these studies for comparison, which
are summarized in Table 1 and 3.

4.3. Performance evaluation and insights

In this section, we present a comparative analysis of the
best performance achieved by our DSTER model against
baseline models. Additionally, we explore the performance
variations of our DSTER model across different sample
lengths and overlaps, analyzing how these factors influence
recognition accuracy across various emotional states.

4.3.1 Performance evaluation and comparison with
baseline models

Table 1 presents the average performance across all emo-
tions for both our DSTER model and the baseline mod-
els. The baseline models’ performances are as reported
in their respective studies, while the performance of our
DSTER model is the best achieved, utilizing a sliding win-
dow length of 40 keys and an overlap of 90% to generate
samples. Notably, the DSTER model surpasses all baseline
models, achieving an accuracy of 99.44% and an F1 score of
0.989. In contrast, the best-performing baseline model [19]
achieved only 76% accuracy and an F1 score of 0.74. Thus,
our DSTER model demonstrates a significant improvement,
with a 23.44% higher accuracy than the baseline.

Study Happy Sad Angry Calm Neutral
Marrone et al. [19] 0.78 0.71 0.58 0.60 0.94
Velichko et al. [28] 0.275 0.395 0.346 0.333 0.299
Maalej et al. [18] 0.796 0.815 0.717 0.723 -

Our work 0.981 0.997 0.989 0.979 0.999
Table 3. Comparison of average F1 score between our DSTER and
baseline models for each emotion. Performance values from other
studies are directly taken from corresponding studies.

Furthermore, Table 3 compares the performance of
DSTER and baseline models across five emotional states,
evaluated by F1 scores. All baseline models exhibited sub-
stantial variations in performance across different emotions.
For instance, Velichko et al. [28] demonstrated poor perfor-
mance on ’Happy,’ achieving only an F1 score of 0.275,
while Marrone et al. [19] underperformed on ’Angry’ and
’Calm,’ with F1 scores of only 0.58 and 0.6, respectively.
The F1 score differences between the underperforming and



well-performing emotions for baseline models were as large
as 0.2. In contrast, our DSTER model consistently achieved
the highest performance across all five emotions, with aver-
age F1 scores nearing 1. The maximum F1 score difference
within our model was only 0.02, demonstrating robust per-
formance across various emotional states.

Several factors may contribute to the superior perfor-
mance of the DSTER model:

(1) Feature Extraction: The three baseline models rely
on manually extracted timing features, such as dwell times,
flight times, and their statistical analyses. These simple fea-
tures, which can be linearly combined, correlated, or in-
ferred from sequential analysis, may potentially reduce their
effectiveness due to their simplicity. Conversely, our model
involves extracting only five basic timing features and em-
bedding the keycode into a dense vector. This embedding
process likely provides richer contextual information be-
tween keystrokes than merely using keycode values. Ad-
ditionally, these timing features are then processed by the
dual-stream architecture of the DSTER model, further en-
hancing the extraction and utilization of relevant but hidden
information for emotion recognition.

(2) Model Architecture: The baseline models employ
either traditional machine learning models like MIL-SVM
and Random Forest, or simple neural network architectures
like LogNNet, which are generally not optimized for han-
dling sequential data. In contrast, our DSTER model uti-
lizes multi-head self-attention mechanisms designed to un-
earth hidden relationships across entire sequences. Addi-
tionally, the GRE and the dual-stream architecture, which
focuses on extracting temporal-over-channel and channel-
over-temporal information, enhances the efficiency and ac-
curacy of feature extraction.

(3) Data Sampling Strategy: The substantial overlap
of 90% in our sliding window approach generates a larger
number of samples for both training and testing. This high
degree of sample redundancy provides the model with am-
ple opportunity to learn from slightly varied versions of
similar data, aiding in stabilizing and refining the learning
process while enhancing the model’s generalizability to new
data. The results also demonstrates that this approach does
not lead to overfitting but rather increases the model’s gen-
eralizability, as evidenced by its robust performance on the
unseen user’s data in the testing set.

4.3.2 Performance evaluation and comparison with
different data settings and across different emo-
tional states

We further evaluated the DSTER model under varying win-
dow lengths and proportions of overlap between samples
to investigate how different input configurations influence
the model’s performance. The average F1 scores across all
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Figure 3. Average F1 scores of DSTER model across all emotions
with different window lengths and proportions of overlaps.

emotions are depicted in Figure 3. Analysis of the figure
reveals the following key findings:

(1) Longer Window Length Yields Better Perfor-
mance: The model’s overall performance improves with
increased window length. Specifically, when the window
length is set to 60, the performance metrics with differ-
ent proportions of overlap are consistently above 0.94. In
contrast, performance falls below 0.94 when the window
length is reduced to 10. This improvement at longer win-
dow lengths can be attributed to the model’s architecture,
particularly via the multi-head self-attention mechanism, to
capture long-range sequential information more effectively
when more consecutive keys are involved. Furthermore, 10
or 20 key presses only correspond to approximately 2 - 5
words including spaces, and it is commonly understood that
inferring emotions from just a few words can be challeng-
ing. Conversely, with 50 to 60 key presses, users may be
able to type one or two complete sentences, which should
be more conducive for accurate emotion recognition.

(2) Being Trained on Samples with Larger Propor-
tion of Overlap Enhances Performance: An increase in
the proportion of overlap generally leads to improved per-
formance, as shown in Figure 3 from left to right. A larger
overlap results in more data samples, allowing the model to
capture subtle variations in the data and enhance generaliz-
ability. Conversely, a smaller proportion of overlap yields
fewer samples, which means that each incorrect classifica-
tion has a proportionally larger impact on performance. It
is noteworthy that the benefits of increasing the proportion
of overlap are more pronounced when the window length
below 40, suggesting that a window length of 40 might be
optimal for emotion recognition.

Additionally, we compare the performance of our
DSTER model across different emotions. Based on previ-
ous observations that the model performs optimally with a
window length of 40 and a 90% proportion of overlap, we
present results for these two settings: Table 4 details the F1
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Figure 4. With window length of 40, the F1 score of DSTER model for each emotion at different proportions of overlap between samples.

scores for each emotion at different window lengths with
a 90% overlap, while Figure 4 illustrates the F1 scores for
each emotion at various overlap proportions with a window
length of 40.

Window Length Happy Sad Angry Calm Neutral
10 0.940 0.909 0.888 0.922 0.978
20 0.965 0.942 0.940 0.982 0.989
30 0.940 0.920 0.921 0.974 0.986
40 0.981 0.997 0.989 0.979 0.999
50 0.947 0.942 0.930 0.928 0.992
60 0.936 0.933 0.980 0.921 0.993

Table 4. With 90% proportion of overlap between samples, the
F1 score of DSTER model for each emotion at different window
length.

Consistent and Robust ER Performance Across All
Emotions: The results demonstrate that our DSTER model
achieves high and consistent performance across all emo-
tions. Notably, it consistently excels at recognizing ”Neu-
tral,” likely due to the significantly larger number of sam-
ples for ”Neutral” compared to other emotions, as shown
in Table 2. However, there are instances where its perfor-
mance on certain emotions is slightly lower than on others.
For example, with a window length of 40 and a 50% over-
lap, the model achieved an F1 score of only 0.867 for ”Sad”,
which is 0.119 lower than the F1 scores for ”Neutral”. De-
spite these variations, the DSTER model does not consis-
tently underperform on any particular emotion, suggesting
that the observed performance differences are likely due to
the sampling strategies or random participant partition.

5. Conclusion and Discussion
In this paper, we introduced the Dual-Stream

Transformer-based Emotion Recognition (DSTER) model,
which utilizes keystroke dynamics for emotion recognition.
Our model incorporates a dual-stream architecture that

effectively leverages both temporal-over-channel and
channel-over-temporal information through a sophisticated
yet effective combination of multi-head self-attention
mechanisms, KDER Multi-LSTM blocks, and KDER
Multi-CNN blocks. Dense vector embeddings for keycode
information and Gaussian range encoding (GRE) further
enhance the transformer’s ability to process sequential and
contextual information.

Experiments conducted on a widely recognized fixed-
text keystroke dataset demonstrated that the DSTER model
significantly outperforms existing baseline models, achiev-
ing 99.44% accuracy and an F1 score of 0.989 across var-
ious emotional states. Specifically, it showed an improve-
ment in accuracy ranging from 22.96% to 66.04% over the
baseline models from the past three years and maintained
consistently high performance across all five tested emo-
tions. Further analysis indicated that the DSTER model per-
forms optimally with longer sample sizes and higher pro-
portions of overlap, which allows the model to learn from
subtle variations in the data, thereby enhancing its general-
izability.

Despite the DSTER model’s superior performance, there
are areas for further improvement. Currently, our evaluation
is limited to a single fixed-text dataset. Future work will in-
volve assessing the model on free-text datasets, where the
variable length of text samples presents a new challenge.
A potential solution is to employ zero-padding to standard-
ize sample lengths; however, the impact of such padding on
model performance requires thorough investigation. Addi-
tionally, with the increasing ubiquity of mobile devices such
as smartphones and tablets, extending our model to these
platforms could significantly enhance human-computer in-
teraction by deploying emotion recognition capabilities that
dynamically adapt to users’ needs.
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