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Abstract—In real-world deployment, continuous authentication
for mobile devices faces challenges such as intermittent data
streams, variable data quality, and varying modality reliability.
To address these challenges, we introduce a framework based
on Markov process, named State-Space Perturbation-Resistant
Approach (SSPRA). SSPRA integrates a two-level multi-modality
fusion mechanism and dual state transition machines (STMs).
This two-level fusion integrates probabilities from available
modalities at each inspection (vertical-level) and evolves state
probabilities over time (horizontal-level), thereby enhancing
decision accuracy. It effectively manages modality disruptions
and adjusts to variations in modality reliability. The dual STMs
trigger appropriate responses upon detecting suspicious data,
managing data fluctuations and extending operational duration,
thus improving user experience. In our simulations, covering
standard operations and adversarial scenarios like zero to non-
zero-effort (ZE/NZE) attacks, modality disconnections, and data
fluctuations, SSPRA consistently outperformed all baselines,
including Sim’s HMM and three state-of-the-art deep-learning
models. Notably, in adversarial attack scenarios, SSPRA achieved
substantial reductions in False Alarm Rate (FAR) - 36.31%,
36.58%, and 8.26% - and improvements in True Alarm Rate
(TAR) - 33.15%, 33.75%, and 5.1% compared to the DeepSense,
Siamese-structured network, and UMSNet models, respectively.
Furthermore, it outperformed all baselines in modality disconnec-
tion and fluctuation scenarios, underscoring SSPRA’s potential in
addressing real-world challenges in mobile device authentication.

Index Terms—Continuous authentication, multi-modality
fusion, wearable devices, behavior biometrics, modality
disconnection.

I. INTRODUCTION

THE WIDESPREAD adoption of wearable and mobile
technologies has significantly escalated the importance

of robust continuous authentication systems. As individuals
increasingly rely on these technologies for both personal and
professional purposes, ensuring secure access to sensitive data
through effective authentication becomes paramount. These
devices generate substantial data, which, when effectively
synthesized, can considerably bolster an individual’s digital
security.
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Existing single-modality systems often suffer from inac-
curacies and vulnerabilities [1], [2], [3]. Despite substantial
research in multi-modal continuous authentication, the
dynamic interplay between user verification and device-based
systems remains complex challenges [4], [5], [6], [7], [8].
Predominant challenges include device reliability, the sporadic
connectivity of modalities [9], [10] – a common challenge in
real-world applications, and fluctuations in data quality, which
critically impact the accuracy and reliability of authentication.
Moreover, many existing authentication frameworks neglect
the sequential continuity of data and temporal dependencies
between authentication attempts [11], [12], which results in
high false positives and struggles with inconsistent data
quality.

In response to these challenges, we propose a frame-
work named State-Space Perturbation-Resistant Approach
(SSPRA). SSPRA is predicated on the first-order Markov
process, where the system’s current state is determined by its
immediately preceding state combined with newly acquired
information. SSPRA incorporates a two-level multi-modality
fusion: the ‘vertical level’ utilizes all available modalities
obtained at current state, while the ‘horizontal level’ con-
siders the temporal influence of previous states. Figure 1 in
Section III-B demonstrates multi-modality continuous authen-
tication in a real-world context, illustrating these levels. At
each system check, multiple simultaneous observations from
various modalities (vertical level) are combined with prior
state decisions (horizontal level) to ascertain the current state.
Moreover, we introduce a ‘Suspense’ state and two state
transition machines (STMs), operational under different con-
ditions depending on whether suspicious data is detected (see
Figure 3 in Section III-B). This dual STM integration enhances
system resilience, minimizes unnecessary disruptions, and
extends the continuous authentication system’s operational
duration.

We simulated four real-world scenarios to evaluate SSPRA
in continuous gait-based authentication: standard operation,
adversarial attacks, modality disruption, and data fluctua-
tion. We crafted a threat model for the adversarial attacks,
detailed in Section IV-C. It encompasses various com-
binations of zero-effort (ZE) and non-zero-effort (NZE)
attacks targeting different modalities. Our comparative anal-
ysis with four baseline models, including Sim et al.’s
HMM-based verification system [13] and three state-of-the-art
deep learning frameworks, DeepSense [14], Siamese-structure
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Network [15], and Transformer-based UMSNet [16], high-
lights SSPRA’s superior performance. In adversarial attack
conditions, SSPRA significantly outperforms deep learning
baselines with an 80.48% True Alarm Rate (TAR), surpassing
DeepSense, Siamese-structured Network, and UMSNet by
33.15%, 33.75%, and 5.1%, respectively. Its False Alarm Rate
(FAR) of only 16.79% is also notably lower than that of
the baselines. In temporary modality disconnection scenarios,
SSPRA’s FAR is up to a quarter of that seen in Sim et al.’s
HMM-based model. During tests with data fluctuation, SSPRA
maintains the lowest FAR and the highest True Pass Rate
(TPaR). Particularly with 20% Gaussian noise, its FAR is
only approximately one-ninth of DeepSense’s. Additionally,
in standard operation, SSPRA extends operational time by
about 50% compared to baselines. These results demonstrate
SSPRA’s resilience and operational efficacy, highlighting its
robustness in continuous authentication systems.

A. Main Contributions

With the introduction of the SSPRA, we advance the
domain of continuous authentication by addressing critical
limitations in current authentication models, particularly those
encountered during real-world deployment. These include
challenges such as maintaining authentication capabilities dur-
ing modality disconnections, adapting to varying data quality,
and preserving system continuity without sacrificing security.
Our specific contributions are as follows:

1) Consideration of System and Data Continuity: Unlike
previous continuous authentication models that perform
isolated one-time inspections and overlook the continu-
ity of data and systems [7], [17], SSPRA emphasizes
this aspect by integrating past and current states, thereby
enhancing the system’s operational duration.

2) Resilience to Modality Disconnection: Our SSPRA
uniquely addresses the issue of disconnected modalities
– a scenario often ignored by existing work [11], [18] –
by reliably operating with the available data, rather than
generating synthetic data [19], [20], thus maintaining
authentication integrity, especially when cross-modality
correlation is not clearly defined.

3) Improved Handling of Data Quality Variation:
Incorporating dual state transition machines (STMs), we
introduce a ‘Suspense’ state into SSPRA to serve as a
buffer against erratic data quality, increasing the model’s
resilience to noise, reducing unnecessary interruptions,
and improving user experience.

4) Adaptable Modality Reliability Handling: In contrast to
models that use fixed weighting schemes for modality
reliability [5], [12], SSPRA dynamically adjusts weights
based on real-time assessments of each modality’s
performance, ensuring a more robust and context-aware
authentication process.

5) Flexible Modality Management: SSPRA’s design sup-
ports post-deployment modifications, such as the
inclusion or exclusion of modalities, offering a level of
customization in user authentication that is not com-
monly provided by existing models [21], [22].

The rest of the paper is structured as follows: Section II
delineates prior work and outlines the challenges in multi-
modal fusion and authentication systems. Section III delves
into the architecture of SSPRA, explicating the two-level
fusion process, dual STMs, and the operational mechanisms.
The evaluation metrics, experimental setup, and threat model
are detailed in Section IV. Section V presents a thorough
analysis of SSPRA’s performance in a gait-based authen-
tication scenario using mobile devices. Finally, Section VI
consolidates our findings and discusses their implications for
the advancement of continuous authentication systems.

II. MOTIVATION AND PRIOR WORK

In this section, we discuss the evolution of authentication
systems, spotlighting the shift from single-modality to multi-
modality fusion approaches and the inherent challenges in
deploying these systems in real-world scenarios. We then
introduce our SSPRA model, highlighting its novel contribu-
tions in addressing these challenges, and provide a comparison
with a closely related study to underscore the advancements
we bring to the field.

A. Advancements in Single-Modality and Multi-Modality
Fusion Approaches

Existing studies have explored single-modality authentica-
tion systems [6], [23], [24], [25]. Despite their simplicity, these
systems often suffer from limited accuracy [26], [27], [28] and
are susceptible to adversarial attacks [29], [30], [31]. This has
led to a growing interest in multi-modality systems, which aim
to enhance security by integrating multiple modalities.

Multi-modality fusion approaches can be categorized into
feature-level, decision-level, and score-level fusion. In feature-
level fusion, features or raw data from multiple modalities
are combined, as seen in the work of Pham et al. [22],
who extracted features from three modalities for a breath-
based authentication system. Yoon et al. introduced a
pretrained implicit-ensemble transformer model for open-set
authentication using touchstrokes and gait signals [32], and
Delgado-Santos et al. [33] introduced M-GaitFormer for gait
verification, which utilizes a Transformer to extract features
from multiple gait signals. Decision-level fusion integrates
decisions from separate classifiers by using rules like the
maximum rule [5] and majority voting rule [12]. Score-level
fusion involves normalizing and fusing scores from individual
classification models to arrive at a final decision, with various
techniques such as sum, product, maximum, and minimum
rules [34], [35], [36]. Applications of these rules are seen in
the work of Sitová et al. [37], who used the weighted sum
rule for three modalities, and Ray-Dowling et al. [38], who
evaluated score-level fusion on behavioral biometric-based
continuous user authentication.

Each fusion level mentioned presents its own set of advan-
tages and challenges. Feature-level fusion offers rich data
insights but relies heavily on the availability of all modalities.
Decision-level fusion provides operational independence for
each modality, yet it can suffer from information loss about
modality reliability. Score-level fusion offers a balance by
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allowing operation despite modality unavailability and offering
detailed data integration. While it demands more complex nor-
malization and higher computational resources, we selected it
for SSPRA due to its effectiveness in capturing comprehensive
modality-specific details, which is crucial for enhancing multi-
modal continuous authentication accuracy.

B. Advancements and Challenges in Multi-Modality
Continuous Authentication Systems

The integration of multiple modalities in continuous authen-
tication systems provides a comprehensive approach to user
verification in dynamic real-world environments. Fridman
et al. [5] combined keystroke dynamics with mouse movement
data, evaluating each sensor’s efficacy by analyzing false
acceptance and rejection metrics for perpetual authentication.
Buriro et al. fused actions before answering a call with
voice recognition at the score-level for unobtrusive behavioral
user authentication in [39]. In [40], they integrated these
actions at the feature-level to propose a continuous user
authentication mechanism. Deb et al. [41] proposed a Siamese
Long Short-Term Memory (LSTM) network to extract deep
temporal features from data generated from smartphones such
as keystroke dynamics and GPS location, and introduced a pas-
sive user authentication method on smartphones utilizing these
data. Lastly, Ray-Dowling et al. [42] provided a survey on
stationary mobile behavioral biometrics, focusing on motion
sensors and supporting non-motion, sporadic modalities like
swipes and keystrokes.

While multi-modality systems show clear potential, deploy-
ing them in real-world scenarios poses various challenges. A
major concern is the sporadic disconnection of devices due
to unforeseen factors like Bluetooth interference or network
issues. These disconnections impede the system’s data access
from the affected modality, making the fusion model non-
functional. One approach that researchers have explored to
tackle this is the imputation of missing data. Generally,
these methods include matrix completion techniques and
autoencoder-based strategies. While matrix completion meth-
ods [43], [44] often assume data is missing at random,
this assumption may not hold true for continuous authen-
tication where data omissions can span extended durations.
Autoencoder-based methods leverage available modalities to
impute missing data. Du et al. [45] introduced a semi-
supervised multi-modal variational autoencoder to generate
incomplete emotional data for emotional recognition, positing
that emotional data from an individual exhibits inherent inter-
modality correlations. Tsai et al. [19] developed a model
that discerns and generates data from modality-specific rep-
resentations. Ma et al. [20] presented SMIL, designed for
scenarios with significant modality absence. Instead of relying
on available modalities, their reconstruction network estimates
missing data by computing a weighted sum of modalities.
All these methods presuppose the existence of cross-modality
correlations. However, unlike multi-modal benchmarks like
CMU-MOSI [46] and AV-MNIST [47], where correlations are
evident between modalities, the relationship between certain
biometrics might be ambiguous or non-existent, potentially

varying across datasets. This ambiguity complicates the eval-
uation of imputed data quality, with inaccuracies potentially
compromising classification outcomes.

Another challenge lies in overlooking the continuous
nature of data acquisition and analysis. Traditional contin-
uous authentication approaches often treat each inspection
as a discrete event [48], [49], neglecting the inherent tem-
poral dependencies and historical context within continuous
data streams. Such an approach is susceptible to transient
data fluctuations. Additionally, while continuous monitoring
with integrated anomaly detection has found applications in
domains like electricity distribution [50] and autonomous
vehicles [51], it has not been widely applied in continuous
authentication. Furthermore, not all low-quality or fluctuating
data series are necessarily anomalies. Nonetheless, if not
addressed appropriately, these data can compromise the effi-
cacy of the model.

C. How SSPRA Overcomes Identified Limitations

Given the limitations of single-modality systems and the
challenges associated with multi-modality continuous authen-
tication systems, coupled with the need to recognize the
continuous nature of data streams, we introduce our solution:
State-Space Perturbation-Resistant Approach (SSPRA). This
approach utilizes a two-level multi-modality fusion mechanism
based on score-level fusion with dual STMs, emphasizing the
system’s continuity and navigating real-world challenges.

The vertical-level fusion effectively manages scenarios
where certain modalities or sensors may sporadically discon-
nect due to connectivity problems or Bluetooth congestion.
Unlike many existing models that either overlook this issue
or impute missing data using other modalities, our approach
strictly uses only available modalities. This guarantees that
the system stays operational and provides precise decisions
even when modalities are not highly correlated. We also
directly evaluate how our model performs in these situations.
Additionally, our design allows for easy addition or removal
of modalities after system setup, enabling customization to
meet individual requirements. Horizontal fusion emphasizes
the system’s continuity and the natural temporal patterns in
signals, enhancing the overall accuracy and reliability of the
fusion process.

Notably, the “Suspense” state in our STMs serves as a buffer
between normal operation and alarm triggering, significantly
reducing false alarms from short-lived low-quality or fluctuat-
ing data—a situation frequently neglected in previous studies
but addressed in our experiments.

D. Comparison With Sim et al.’s work [13]

Sim et al.’s work [13] is closely related to our study,
where they introduced a multi-modality continuous verification
system based on the hidden Markov model (HMM). However,
they assumed that only one observation could be obtained
at each inspection. Conversely, our model operates under the
simultaneous data assumption, positing that observations
from diverse modalities, devices, or sensors are concurrently
available, even if they are received within a brief interval.
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Moreover, our model goes beyond just having a “Normal”
and an “Alert” state. We integrate a “Suspense” state and
utilize dual STMs for varied scenarios, enhancing its ability
to manage inconsistent and fluctuating data. Lastly, our model
provides multiple user-configurable parameters, allowing
system designers to balance between minimizing false alarms
and swiftly detecting abnormalities, tailored to specific appli-
cation needs. These distinctions highlight the enhancements
of our model over their work. To further demonstrate the
improved performance, we have also implemented Sim’s
HMM as a baseline model in Section V-D for comparative
analysis with our SSPRA.

III. STATE-SPACE PERTURBATION-RESISTANT APPROACH

(SSPRA) FOR CONTINUOUS AUTHENTICATION

A. Backgrounds

1) Markov Assumptions and Rationale for Their
Application in Continuous Biometric Authentication Systems:
A Markov chain or Markov process [52] is a stochastic model
that describes a sequence of possible events (st) ordered
by time (t = 1, 2, . . .). The core principles of all Markov
models are based on two key assumptions. First, the limited
horizon assumption posits that the likelihood of occupying a
specific state at time t is determined exclusively by the state
at time t −1. The stationary process assumption, the second
assumption, posits that the conditional probability distribution
for the subsequent state, based on the present state, stays
consistent over time.

In continuous biometric authentication systems, these
Markovian assumptions are especially relevant. The limited
horizon assumption aligns well with how authentication
states evolve, typically influenced by the most recent state.
For instance, in gait-based authentication, the likelihood of
a specific gait pattern at any moment is closely related to
the immediate past sequence of movements. Similarly, the
stationary process assumption is applicable, as biometric
data tend to exhibit stable patterns over time, with only minor
fluctuations. These principles provide a robust framework for
modeling the dynamics in continuous authentication systems,
which is foundational to our SSPRA design.

2) SSPRA Notation: In Table I, we present a list of nota-
tions utilized in the SSPRA formulation. These notations
include symbols representing state transition machines (P1
and P2), potential system states (“Normal”, “Suspense”, and
“Alert”), and sets denoting events and accumulated matching
scores from observations (e.g., S , Mt). Each symbol in
the table is integral to our methodology, and the following
sections will further elucidate how these symbols are utilized
in the SSPRA.

B. Determination of Each Modality’s Likelihood: Matching
Scores and Probability Mass Functions (PMFs)

SSPRA incorporates a two-level fusion strategy: vertical-
level, merging simultaneous observations from different
modalities, and horizontal-level, integrating past and present
states. Figure 1 showcases simultaneous data capture across

TABLE I
NOTATION USED IN THE SSPRA

Fig. 1. Example illustrating simultaneous observations from multiple
modalities/sensors influencing the system’s state.

modalities, where observations within a brief window are con-
sidered synchronized due to potential synchronization delays
in real-world scenario.

This section focuses on calculating the likelihood for each
modality based on system-acquired observations. In SSPRA,
each modality operates independently, under the assumption
that different modalities, utilizing varied sensors, capture
distinct subject attributes and are largely uncorrelated or show
ambiguous or hard-to-define correlations. This independence
not only simplifies the fusion process by eliminating the need
to account for covariance but also enhances system reliability,
ensuring that issues in one modality do not impact others.

Each modality’s independent classifier generates a matching
score (mtkt) that compares captured signals with the gen-
uine subject’s template. Instead of directly merging these
scores, SSPRA employs a probability mass function (PMF)
approach, calculating PMFs for both intra- and inter-class
samples based on training data. These PMFs represent the
likelihood of obtaining specific matching scores for each
class (P(mtj|intra-class) and P(mtj|inter-class)), as displayed
in Figure 2. For example, a matching score of 0.6 from the
classifier shown in Figure 2 on the left corresponds to condi-
tional probabilities of P(score = 0.6|intra-class) = 0.38 and
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Fig. 2. PMFs of matching scores from two gait-based classifiers. The left
plot represents a poorly performing classifier (HP_Gyr), while the right one
depicts a well-performing classifier (PP_Acc). The data for these PMFs are
sourced from the SU-AIS BB-MAS dataset [53].

P(score = 0.6|inter-class) = 0.35, indicating the probabilities
of this score occurring within intra-class (genuine subject) and
inter-class (other subjects) distributions, respectively.

Although matching scores are inherently continuous, the
practicality of creating an accurate probability density function
(PDF) is limited by the availability of training samples.
Therefore, SSPRA treats scores as discrete values and employs
the binning method to construct PMFs, providing a pragmatic
approximation of the PDF.

C. Two-Level Multi-Modality Fusion Method: Combining
Current Observation Likelihoods With Past State Likelihoods

In this section, the titles of each equation within the
textboxes (in bold) serve as interactive links. Clicking on these
titles redirects to the corresponding numerical examples in
Appendix C, which demonstrate the practical application of
each equation in real-world scenarios.

Given the matching scores (Mt = {mt1, mt2, . . . , mtkt })
from kt observations obtained at time t and the likelihood of
each possible observation (P(mtj|st), where j ∈ (1, 2, . . . , kt))

derived from PMFs, the vertical-level fusion calculates the
conditional probability P(Mt|st) by employing the product rule
to fuse the likelihoods of all available modalities obtained at
time t:

Vertical-level fusion (fusing all available modalities)

P(Mt|st) = P
(
mt1, mt2, . . . , mtkt |st

) =
kt∏

i=1

P(mti|st) (1)

By applying the Law of Total Probability, we sum over all
possible states at time t − 1 to calculate the likelihood of the
past state. Based on the stationary process assumption, the
conditional probability of transition from previous state st−1 to
the current state t (P(st|st−1)) is defined in the state transition
machines. Thus, the likelihood of the past state is computed
as follows:

Calculating likelihood of past state

P(st|Mt−1) =
∑

st−1∈�1or �2

P(st|st−1) · P(st−1|Mt−1) (2)

In line with the limited horizon assumption, the likelihood
of the past state (P(st|Mt−1)) encapsulates all pertinent
information up to time t − 1. The current state is inferred
based on this likelihood and the new observations at time t.
Consequently, the horizontal-level fusion amalgamates the past
state likelihoods with the vertical-level fusion outcomes using
Bayes’ rule, to deduce the probability P(st = ωi|Mt) for each
possible state (ωi) at time t:

Horizontal-level fusion (combines past and present
states)

P(st|Mt) ∝ P(Mt|st) · P(st|Mt−1) (3)

The probability of each possible state at time t can then be
normalized using equation (Eq. (4)):

P(st = ωi|Mt) = P(st = ωi|Mt)∑
ωj∈�1or�2

P
(
st = ωj|Mt

) (4)

The current system state is determined by the state with the
highest probability:

st = arg max
ωi∈�1or �2

P(st = ωi|Mt) (5)

Addressing Zero Probabilities and Absence of
Observations: To manage instances where P(mti|st) might
equal zero, which can occur due to limited training data or
insufficient binning in PMFs, we introduce a small constant
value in each bin, ensuring non-zero probabilities. In situations
with no new observations at time t, the matching score set Mt

defaults to Mt−1. Thus, P(st|Mt) is calculated via Eq. (2),
as P(st|Mt) = P(st|Mt−1). This feature allows our system to
continue operating even if all modalities are unavailable.

1) Addressing Varying Reliability Across Modalities: In
SSPRA, the vertical-level fusion (Eq. (1)) adeptly manages
the varying reliability and performance of different modalities
through its PMF-based approach.

The PMFs serve as indicators of each modality’s
performance. Substantial overlap between the intra-class
and inter-class PMFs typically signals weaker classifier
performance, while minimal overlap indicates a more effective
classifier, as depicted in Figure 2. Moreover, the impact of
each modality’s matching score on the fusion process is
modulated based on its PMF. Underperforming modalities,
characterized by comparable PMF values for different classes,
exert less influence on Eq. (1), as their likelihood contributions
are relatively uniform regardless of the class. In contrast,
modalities with distinct PMF disparities between classes have
a greater impact on the fusion outcome, ensuring that more
reliable modalities play a more substantial role in the decision-
making process.

For example, suppose at time t, the system obtains an
observation from HP_Gyr (mt1) and another observation
from PP_Acc (mt2), with similarity scores of 0.6 and
0.95, respectively. Utilizing PMFs as shown in Figure 2,
we derive P(mt1|intra-class) = 0.38, P(mt1|inter-class) =
0.35, P(mt2|intra-class) = 0.98, and P(mt2|inter-class) =
0.08. At the vertical-level fusion (Eq. (1)), we fuse these
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Fig. 3. Illustrations of dual STMs, where circles represent states and arrows
denote transition probabilities between states.

likelihoods: P(Mt|intra-class) = 0.38 × 0.98 = 0.3724 and
P(Mt|inter-class) = 0.35×0.08 = 0.028. The calculation indi-
cates that the poorly performing modality (HP_Gyr) influences
both P(Mt|intra-class) and P(Mt|inter-class) similarly due to
its close likelihoods from intra-class and inter-class, respec-
tively. In contrast, the better-performing modality (PP_Acc)
affects these probabilities differently due to its divergent
class likelihoods. This example illustrates how vertical-level
fusion adeptly manages modalities with varying performance,
demonstrating its effectiveness in the fusion process.

D. Dual State Transition Machines (STMs): Bolstering
System Stability and Improving User Experience

SSPRA employs dual state transition machines (STMs)
designed to navigate the complexities of low-quality and fluc-
tuating data in real-world scenarios. Figure 3 illustrates these
STMs, with circles representing states and arrows indicating
transition probabilities between states. The absence of an
arrow between two states signifies that there’s no transition
possible between them.

The “Normal” state signifies the system’s standard operation
without any detected attacks. The “Alert” state is activated
upon detecting an anomaly, subsequently initiating an alarm.
The “Suspense” state is indicative of potential abnormalities,
leading the system to seek additional observations before
deciding to transition to the “Alert” state. Thus, the first STM
(P1) operates in the absence of any suspicious data, while the
second STM (P2) comes into play upon detecting potential
abnormalities. The transition probabilities in these STMs, as
used in Eq. (2), represent P(st|st−1). For example, P(st =
Normal|st−1 = Normal) = p.

Two user-defined thresholds, Tstay in normal and Tback to normal,
play a crucial role in the transition process. Tstay in normal deter-
mines the likelihood threshold for maintaining the ‘Normal’
state, while Tback to normal is used to decide when to transition
back to ‘Normal’ from the ‘Suspense’ state. How these criteria
are applied within the SSPRA is detailed in Section III-E.

1) Incorporation of Time-Lapse Effect in STMs: SSPRA,
recognizing the dynamic nature of real-world conditions,
moves beyond the stationary process assumption of constant
P(st|st−1). It employs exponential decay functions (e−k·�t) to
represent the diminishing influence of past states over time,
thus allowing the system to adapt to changing conditions
and remain contextually relevant. In this model, k represents
the decay factor and �t is the time interval since the last

inspection. For instance, to have the transition probability from
‘Normal’ to ‘Normal’ decrease to 1/3 every 20 seconds, we
set k = − ln(3)/20, leading to a transition probability p =
e− ln(3)/20·�t.

This methodology ensures that the SSPRA’s decision-
making is temporally sensitive, with decay factors typically
defined by system designers based on domain expertise or
analysis of historical data.

2) The Role of the “Suspense” State in Continuous
Authentication: Traditional binary (‘Normal’ and ‘Alert’) con-
tinuous authentication systems often struggle with high false
alarm rates due to transient data inconsistencies, such as
low-quality observations or fluctuations, common in practical
settings. Our SSPRA incorporates a ‘Suspense’ state into the
STM design, enhancing this concept beyond merely providing
an additional opportunity for data acquisition and decision-
making. Upon detecting suspicious data, SSPRA triggers P2,
necessitating new observations from all available modali-
ties and combining these with the previous decision. This
design enhances system stability, minimizes false alarms, and
improves the overall user experience by reducing unnecessary
interruptions.

E. Operating Mechanism and Decision Making in SSPRA

This section elucidates the operational and decision-making
mechanisms of the SSPRA. Appendix C provides a more
detailed walk-through with numerical examples.

During each system inspection, observations from all active
modalities are gathered. The likelihood of these observations
belonging to either intra-class or inter-class is then computed
using the corresponding classification models and PMFs (as
detailed in Section III-B). This is followed by the determina-
tion of the likelihood for each potential system state, utilizing
the two-level fusion methodology (Section III-C) and the dual
STMs (Section III-D). Decision-making regarding state tran-
sitions is governed by user-defined thresholds: Tstay in normal

and Tback to normal.
In scenarios devoid of abnormalities, such as anomalous

or poor-quality data, the system remains in the “Normal”
state, given that P(st = Normal) > Tstay in normal. However,
upon detecting suspicious data, the system transitions to
the “Suspense” state at time t1 if P(st1 = Normal) <

Tstay in normal. Following this, the system obtains new obser-
vations at time t2, and if P(st2 = Normal) > Tback to normal,
the system reverts back to the “Normal” state. If persistent or
genuine abnormalities are identified, the system escalates to
the “Alert” state, thereby activating an alarm to signal potential
attacks or spoofing attempts.

IV. EXPERIMENT CONFIGURATIONS AND PERFORMANCE

EVALUATION METRICS

In this section, we first outline the performance metrics used
to evaluate continuous authentication systems, and then we
provide a detailed explanation of the four real-world scenarios
we devised, including the specific configurations for each test,
and the thread model designed for adversarial condition.
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Fig. 4. Summary and graphical illustrations of the four tests used for evaluating the performance of SSPRA and baselines.

A. Performance Metrics

To evaluate and compare SSPRA’s performance with baseline
models, we utilize both standard metrics like True Alarm Rate
(TAR) and False Alarm Rate (FAR), as well as additional rate-
based and time-based metrics. A summary of these metrics
is presented in Table II. Particularly, Reliable Running Time
(RRT) is utilized to assess the system’s usability, reflecting
the duration a user can effectively use the system without
interruptions, while Time to Correct Alarm (TCA) is used to
measure the system’s quickness in responding to abnormal data.

B. Experiment Configurations

In validating SSPRA’s efficacy, we simulated four real-
world scenarios within a continuous gait-based authentication

system. Figure 4 details these tests, outlining objectives,
structures, evaluation metrics, and expected outcomes. The
graphical illustrations of each test above that table provide a
clear visual representation of each test scenario.

Test 1 evaluates the system under normal operation using
only genuine user data. In this scenario, the system is
expected not to generate any alarms and to remain operational
throughout the test, leading to a low FAR and extended
RRT. Test 2 focuses on SSPRA’s response to various attack
types, as detailed below in Section IV-C. Test 3 simulates
temporary modality disconnections by zeroing out data from
certain modalities for set durations. The system is expected
to detect these disconnections while continue operating during
these periods until the end of the test, aiming for a low
FARDD and a high TPaR, given the absence of data from
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TABLE II
SUMMARY OF METRICS USED FOR EVALUATING THE PERFORMANCE OF

CONTINUOUS AUTHENTICATION SYSTEMS

TABLE III
SPECIFIC EXPERIMENTAL CONFIGURATIONS FOR EACH TEST

other subjects. Finally, Test 4 introduces Gaussian noise into
genuine users’ data to emulate fluctuating data conditions. As
the data are solely from genuine users, a system resilient to
such fluctuations should not trigger false alarms and should
maintain operation throughout the test, resulting in a low
FARDF and high TPaR.

Table III details the experimental configurations for each
test, including specified values for te, ta, td, tdr, tf , and tfr, as
delineated in Figure 4. For Tests 3 and 4, we selected three
different durations to simulate modality disconnection and data
fluctuation.

C. Threat Model for Abnormal Condition (Test 2)

To evaluate the resilience of SSPRA against adversarial
attacks, we designed a threat model comprising two primary
attack types: Zero-Effort and Non-Zero-Effort attacks.

1) Zero-Effort (ZE) Attacks: These attacks simulate sce-
narios in which an imposter tries to gain access by
presenting their own data to the sensors, impersonating
the genuine user.

2) Non-Zero-Effort (NZE) Attacks: In NZE attacks, the
imposter tries to deceive the system by replaying the
legitimate user’s data to the sensor, representing a more
sophisticated form of intrusion.

The threat scenarios are based on the assumption that
attackers possess some familiarity with the authentication
system, especially the sensors used, but lack knowledge about
the specific models employed in the system.

We crafted four attack scenarios of varying difficulty,
differentiated by the number of modalities subjected to ZE
and NZE attacks. The simplest scenario entails no NZE
attacks (equivalent to all modalities undergoing ZE attacks),
wherein the genuine user’s data is replaced with a randomly
selected imposter’s data to simulate the attack. As the difficulty
increases, one, two, or three modalities are targeted with NZE
attacks. This involves substituting the genuine user’s data with
their own data from a different sessions, while the remaining
modalities are subjected to ZE attacks using an imposter’s
data. Utilizing the genuine user’s own data in NZE attacks (like
replay attacks) poses a significant challenge for the classifiers,
particularly when multiple high-performing modalities are
targeted, creating an arduous adversarial environment for
the authentication system. A detailed discussion of SSPRA’s
performance in this test is illustrated in Section V-D.

V. SUBSTANTIATION OF SSPRA THROUGH A

CONTINUOUS GAIT-BASED AUTHENTICATION SYSTEM

Continuous authentication in mobile devices, especially via
gait analysis, strikes a balance between security and conve-
nience. By leveraging built-in sensors such as accelerometers
and gyroscopes, these systems authenticate users continuously
through unique gait patterns. The non-replicable and effortless
nature of gait-based authentication makes it an ideal applica-
tion for our SSPRA.

A. Dataset Description and Data Pre-Processing

For our experiment, the SU-AIS BB-MAS dataset [53],
comprising gait data from 117 individuals, was utilized. This
dataset, focusing on gait data captured by accelerometer
and gyroscope from mobile device, is highly representative
of real-world applications in gait-based authentication and
verification [54], [55], [56].

The data collection involved two stages, where participants
carried mobile devices equipped with three-axis accelerome-
ters and gyroscopes, mimicking common usage patterns. In
Stage 1, participants carried a tablet in their hand and a
smartphone in their pocket, while in Stage 2, they held a
smartphone in hand and another in their pocket. Each stage
yielded approximately 90 seconds of gait data from four
sensors operating simultaneously at a frequency of 100 Hz.
The dual-device setup, involving both smartphone and tablet,
provides a rich multi-modal dataset, ideal for evaluating
the performance of our continuous gait-based authentication
system across various sensor modalities and user scenarios.

During data preprocessing, we first filtered out subjects
with incomplete or noisy data, resulting in a dataset of
96 subjects. Each subject’s data was then split into two parts:
one part, comprising 45 seconds of data, was designated for
tests in the continuous authentication part. The other part
was allocated for training, validation, and testing of each
individual classification model and all deep-learning baseline
models. The training set consisted of 8,000 samples, while
the validation and testing sets each contained 1,000 samples,
all balanced with an equal number of positive and negative
samples.
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B. Multi-Modal Baseline Models

To benchmark our SSPRA, we implemented Sim’s HMM
(as discussed in Section II), along with three state-of-the-
art deep-learning multi-modal models in our experiments: the
DeepSense-based model (“DeepSense”), Siamese-structured
neural networks (“SiameseNet”), and Transformer-based
UMSNet model (“UMSNet”.)

DeepSense, developed by Yao et al. [14], employs ensem-
bles of deep LSTM networks. It addresses challenges in
Human Activity Recognition (HAR) using wearable devices,
such as imbalanced and poor-quality data, common in real-
life datasets. DeepSense’s effectiveness in tasks like user
identification through biometric motion analysis makes it a
suitable baseline for comparing with SSPRA.

Siamese Networks, as implemented by Adel et al. [15], uses
two identical deep neural networks containing Convolutional
Neural Networks (CNN) and LSTM to learn the same embed-
dings from input signals and calculate distance between them.
Its focus on individual authentication using inertial gait data
aligns well with SSPRA’s objectives in continuous gait-based
authentication.

UMSNet, developed by Wang et al. [16], combines
lightweight sensor residual blocks with the Transformer
architecture to learn local and global multi-modal feature
embeddings from multiple sensors. Its ability to be customized
for various time series classification tasks makes it an apt
model for benchmarking against our SSPRA.

Employing these models as baselines enables us to posi-
tion SSPRA within the context of current state-of-the-art
approaches, emphasizing efficiency, practicality, and adaptabil-
ity – crucial aspects for real-world applications in continuous
authentication systems.

C. Training and Testing Process

1) Training for SSPRA and Baseline Models: For both
our SSPRA and Sim’s HMM, the decision models do not
require training but necessitate hyperparameter tuning, such as
adjusting parameters in STMs and the transition thresholds.
Nonetheless, pre-trained classifiers for each modality are
essential. We adopted Siamese-structured neural networks for
the gait-based classification in each modality. This choice is
based on their established efficacy in inertial sensor-based
authentication tasks [15], [31], [57]. Each Siamese network,
trained for a specific sensor, was tasked with discriminating
between genuine and non-genuine subjects’ sensor data. The
resulting similarity scores indicate the likelihood of data
belonging to the genuine user. To ensure a fair comparison,
the same classifiers were employed for both SSPRA and
Sim’s HMM. Classifiers are labeled for ease of reference: PP
(phone in pocket), HT (tablet in hand), HP (phone in hand),
with Acc (accelerometer) and Gyr (gyroscope) indicating the
sensors. The F1-scores of each trained classifier are: PP_Acc
(90.42%), PP_Gyr (85.43%), HT_Acc (74.34%), HT_Gyr
(71.75%), HP_Acc (72.59%), and HP_Gyr (68.63%). Hyper-
parameters used in our SSPRA and Sim’s HMM are detailed
in Appendix A.

Additionally, as detailed in Section V-B, we employed three
deep-learning models as baselines: DeepSense, SiameseNet,
and UMSNet. Each model independently processes data from
all four sensors to determine if an alarm should be generated.
In terms of performance, DeepSense achieved F1-scores of
93.20% in Stage 1 and 91.65% in Stage 2. SiameseNet
recorded scores of 85.55% in Stage 1 and 85.08% in Stage 2,
while UMSNet attained F1-scores of 93.90% in Stage 1 and
92.56% in Stage 2.

2) Testing of the Continuous Gait-Based Authentication
System: For system testing, state inspections occur at intervals
�t, randomly set between 2 to 4 seconds. Each inspection
involves capturing 2 seconds of data from all operational
modalities. We conducted each test 20 times to average the
performance metrics for SSPRA and the baseline models.

In Sim’s HMM, given the limitation of accessing only one
modality at a time, a random modality is chosen for each
inspection. This approach prevents bias towards consistently
selecting the highest-performing modality, which would other-
wise reduce the system to a single-modality operation when all
modalities are functional. It also ensures the validity of tests
like modality disconnection scenarios, where the performance
impact of disconnecting the least effective modality can be
appropriately assessed.

D. Performance Evaluation in Four Tests

In our experiment, SSPRA and the baseline models were
evaluated using data from 96 subjects across both stages,
Stage 1 (PP + HT) and Stage 2 (PP + HP), as detailed in
Section V-A. Our analysis revealed a marginal performance
advantage in Stage 1 over Stage 2 for most models. This
disparity is likely due to differences in sensor reliability
between the tablet and the phone. As outlined in Section V-C1,
classification models using data from the tablet held in hand
(HT) generally exhibit better performance compared to those
using data from the phone held in hand (HP).

Given our primary focus on comparing SSPRA’s efficacy
against the baseline models in varied test scenarios, we have
opted to present and discuss only the results from Stage 1 in
this section. This decision is aimed at providing a clear and
focused analysis on the model performance, rather than the
device-specific factors. Still, the detailed results for Stage2 are
provided in tables in Appendix B.

Test 1 performance: 21.14% average FAR and 38.28 sec-
onds RRT in 45-second tests - Test 1 focused on assessing
SSPRA and baseline models under standard operation. Thus,
each test can only result in either a true pass until the test
duration ends (TPaR) or a false alarm during the test duration
(FAR), as described in Figure 4. Consequently, TPaR and FAR
are inversely related (TPaR + FAR = 1) and we opted to focus
on FAR as a measure of the system’s propensity to generate
false alarms under normal operation.

The results, illustrated in Table IV, highlight SSPRA’s
effectiveness. Despite the individual classifiers used in SSPRA
showing less effectiveness than the all three deep-learning
baseline models, SSPRA still surpassed these models in
achieving a lower False Alarm Rate (FAR) and extended

Authorized licensed use limited to: Syracuse University Libraries. Downloaded on July 20,2024 at 23:09:14 UTC from IEEE Xplore.  Restrictions apply. 



254 IEEE TRANSACTIONS ON BIOMETRICS, BEHAVIOR, AND IDENTITY SCIENCE, VOL. 6, NO. 2, APRIL 2024

Fig. 5. Test 2 (under adversarial attacks): Average FAR, TAR, and FPaR for SSPRA and baseline models under non-zero-effort (NZE) attacks on different
numbers of modalities.

TABLE IV
TEST 1 (STANDARD OPERATION): AVERAGE FAR AND RRT

FOR SSPRA AND BASELINE MODELS

Reliable Running Time (RRT). For example, compared to
UMSNet, which exhibited the best performance among the
baselines, SSPRA achieved a 33.1% reduction in FAR and
RRT by an additional 9.15 seconds.

The enhanced performance of SSPRA over deep-learning
baseline models stems from its emphasis on system state
continuity and the impact of previous states on the current one,
aspects not considered in these baselines. Unlike deep-learning
models that treat each system inspection as isolated, SSPRA’s
approach of incorporating the preceding state into current
assessments effectively reduces false alarms and extends
operational time. Furthermore, despite Sim’s HMM’s regard
for system continuity, its limitation to a single modality per
inspection constrains its analytical capabilities. This restriction
makes it more prone to errors compared to SSPRA, which
utilizes all available modalities for a more comprehensive
analysis.

Test 2 performance: 80.27% TAR against ZE attacks
and 4.24 seconds TCA - Test 2 was designed to assess
system resilience against various threat scenarios, as detailed
in Section IV-C. The performance metrics are detailed in
Table V, and Figure 5 visually contrasts SSPRA’s performance
with baseline models.

When all modalities face ZE attacks (equivalent to the
absence of NZE attacks), SSPRA outperforms baseline models
with an average TAR of 80.48%, exceeding Sim’s HMM,
DeepSense, and SiameseNet models by more than 30%, and
surpassing UMSNet by 5.53%, as illustrated in Table V and
Figure 5. This superior performance continues when one high-
performing modality undergoes an NZE attack, with SSPRA
improving TAR by up to 43.43% compared to the baselines.
Notably, Sim’s HMM, DeepSense, and SiameseNet models
exhibit significantly high FAR in these scenarios, as shown in
Table V, suggesting a propensity for false alarms even prior
to actual attacks. This also reflects their lesser efficiency in

TABLE V
TEST 2 (UNDER ADVERSARIAL ATTACKS): AVERAGE TAR, FAR, AND

TCA FOR SSPRA AND BASELINE MODELS IN STAGE 1.

continuous authentication scenarios, as opposed to one-time
authentication.

In our SSPRA, as discussed in Section III-B, a funda-
mental assumption is that modalities operate independently.
This assumption, however, presents challenges when multiple
top-performing modalities are simultaneously subjected to
Non-Zero Effort (NZE) attacks (attacked by genuine subject’s
data). In such scenarios, Sim’s HMM achieved higher TAR,
likely due to our strategy of randomly selecting modalities,
which might inadvertently favor modalities under Zero Effort
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TABLE VI
TEST 3 (MODALITY DISCONNECTION): AVERAGE FARDD AND TPaR FOR SSPRA AND BASELINE MODELS WITH DISCONNECTION OF ONE OR TWO

TOP OR BOTTOM PERFORMING MODALITIES OVER SHORT (5S), MEDIUM (10S), AND LONG (15S) DURATIONS IN STAGE 1

(ZE) attacks that are easier to detect. UMSNet, on the other
hand, demonstrated better performance than SSPRA, possibly
due to its architecture and transformer module. Its network
architecture not only allows it to learn from individual sensors
but also to understand the relationships between them, thus
aiding in anomaly detection when sensor data do not match a
single user’s profile.

Regarding TCA, SSPRA averaged 4.23 seconds under no
NZE attack and 4.24 seconds under an NZE attack scenarios,
as detailed in Table V. The inclusion of the “Suspense”
state in SSPRA presents a strategic design choice. While it
effectively prevents premature alarms by requiring additional
data verification, this process inherently extends the TCA.
SSPRA’s design necessitates at least two observation windows
(4 seconds in our setup) for decision-making, compared to
baseline models which may trigger alarms within a single
observation window (2 seconds). This deliberate approach in
SSPRA, favoring accuracy (TAR) and minimizing false alarms
(FAR) over rapid detection, is evident in its substantial FAR
reduction of over 36.58%. This trade-off prioritizes accurate
and reliable detection, reducing unwarranted disruptions even
if it means a slightly longer detection time, especially consid-
ering the potential risk to accuracy and increased FAR with
faster decision times.

Test 3 Performance: substantially lower FAR (12.66%)
during a 15-second disconnection of two best-performing
modalities, compared to the baseline model (57.17%) -
Test 3 was designed to assess SSPRA’s resilience in the face
of short (5s), medium (10s), and long (15s) modality dis-
connections. Due to the operational limitations of DeepSense,
SiameseNet, and UMSNet, which require data from all four
modalities simultaneously, this test’s comparison is focused
solely on Sim’s HMM.

Figure 6 visualizes the numerical results from Table VI,
comparing SSPRA with Sim’s HMM. SSPRA consistently
outperforms Sim’s HMM, achieving lower False Alarm Rate
During Disconnection (FARDD) and higher True Pass Rate
(TPaR) across all scenarios. This performance gap widens
as disconnection duration increases and more top-performing
modalities are disconnected. Notably, in the most challenging
scenario with two top modalities disconnected for 15 sec-
onds, SSPRA maintains a 69.62% TPaR and only a 12.66%
FARDD. In contrast, Sim’s HMM’s performance diminishes
significantly, recording a mere 9.29% TPaR and a high
FARDD of 57.17%. Unlike Sim’s HMM, which relies on a
single, less reliable modality and suffers increased FARDD,
SSPRA’s use of all available modalities mitigates the impact
of disconnection, maintaining a low FARDD and high TPaR.
These findings highlight SSPRA’s robustness and reliability in

Fig. 6. Test 3 (modality disconnection): Average FARDD and TPaR for
SSPRA (left bars) and Sim’s HMM (right bars) under disconnection of one or
two best-performing modalities for short (5s), medium (10s), and long (15s)
durations.

Fig. 7. Test 4 (data fluctuation): Average FARDF and TPaR for SSPRA and
baseline models under 10% or 20% Gaussian noise for short (5s), medium
(10s), and long (15s) durations. Bars in each group, from left to right, represent
SSPRA, Sim’s HMM, DeepSense, SiameseNet, and UMSNet.

managing temporary modality disconnections, a crucial factor
for practical application.

Test 4 Performance: Significant reduction in FARDF
compared to baseline models - Test 4, designed to
evaluate SSPRA’s response to data fluctuations, is illustrated
in Figure 7 with numerical results in Table VII. In all test
scenarios, SSPRA consistently outperformed baseline models,
exhibiting the lowest False Alarm Rate During Fluctuation
(FARDF) and the highest TPaR. Notably, under extreme
conditions with 20% Gaussian noise for 15 seconds, SSPRA
maintained a FARDF of only 5.71%, which is one-fifth to
one-eighth compared to all baselines. This performance is
significantly better than all other baselines, with the largest
difference observed against DeepSense, which registered the
highest FARDF at 44.18%. This comparison underscores
SSPRA’s robustness and clearly demonstrates its enhanced
resilience to data fluctuations, showcasing its potential in real-
world applications where data quality can vary unpredictably.
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TABLE VII
TEST 4 (DATA FLUCTUATION): AVERAGE FARDF AND TPAR FOR

SSPRA AND BASELINE MODELS ACROSS DIFFERENT LEVELS AND

DURATIONS OF DATA FLUCTUATION IN STAGE 1.

SSPRA’s robust performance against data fluctuations stems
from its emphasis on system and signal continuity, combined
with the strategic use of a ‘Suspense’ state. By recogniz-
ing that data are generally continuous with minimal abrupt
changes over short periods, SSPRA effectively utilizes state
continuity in its decision-making. This approach enhances
resilience to sudden data variations. The ‘Suspense’ state
further strengthens this capability, allowing additional time to
gather observations and ensuring measured, accurate responses
to suspicious data.

VI. CONCLUSION AND DISCUSSION

In this paper, we present State-Space Perturbation-Resistant
Approach (SSPRA), a novel solution devised to address the
challenges prevalent in continuous authentication using mobile
devices within dynamic real-world settings.Traditional models
in this domain often fall short in managing intermittent data
unavailability, data volatility, and the continuity of system
states. SSPRA, by contrast, adeptly navigates these issues,
offering a comprehensive and robust solution.

With the assumption that the authentication process adheres
to first-order Markov process, our SSPRA implements a two-
level fusion mechanism that combines the likelihood from
multiple modalities (vertical-level fusion) and integrates the
present and past states with time-lapsing effects (horizontal-
level fusion). This two-level fusion bolsters the system’s
resilience during modality disconnections and facilitates the
dynamic integration or exclusion of modalities. Moreover,
SSPRA incorporates a “Suspense” state within its dual state
transition machines to manage transient data quality issues,
thereby minimizing disruptions and extending system oper-
ational time. This innovative approach also allows system
designers to tailor specific suspension conditions for the
system, particularly when critical modalities are disconnected.

Empirical evaluations in continuous gait-based authen-
tication demonstrate SSPRA’s superior performance. It
consistently exhibits lower False Alarm Rates (FARs) under
standard operation and higher True Alarm Rates (TARs)

TABLE VIII
TEST 1 (STANDARD OPERATION): AVERAGE FAR AND RT

FOR SSPRA AND BASELINE MODELS

against adversarial attacks compared to Sim’s HMM and three
state-of-the-art deep-learning models. Remarkably, SSPRA
maintains its robustness in scenarios of modality discon-
nections and data fluctuations, as evidenced by its reduced
FARs and improved True Pass Rates (TPaRs). These results
underscore SSPRA’s adaptability and effectiveness in real-
world scenarios.

While SSPRA has shown promising results, we recognize
the inherent trade-off between minimizing FAR and achieving
a swift Time To Correct Alart (TCA). Future research should
focus on balancing these aspects more effectively. Efforts to
refine individual classifier performance and explore alternative
decay functions could further optimize SSPRA’s accuracy and
operational efficiency. Such advancements hold great promise
for broadening SSPRA’s application scope and enhancing
its impact in various real-world continuous authentication
contexts.

APPENDIX A
HYPER-PARAMETERS IN SSPRA AND SIM’S HMM IN

EXPERIMENTS

As delineated in Section III-D, our SSPRA model encom-
passes six hyper-parameters in two STMs: p and u for P1,
p and h for P2, along wit two state transitioning thresholds
Tstay in normal and Tback to normal. In contrast, Sim’s HMM only
uses a singular hyper-parameter, p, for its STM. For the
experiments, six hyper-parameter configurations were tuned
for SSPRA and four for Sim’s HMM, and only the results from
the optimal hyper-parameter sets are discussed in Section V-D.
The optimal sets for each model are as follows:

1) SSPRA: P1: p = e− ln 2/10·�t, u = e− ln 2/4·�t;
P2: p = e− ln 2/10·�t, h = e− ln 2/4·�t;
Tstay in normal = 0.5; Tback to normal = 0.6.

2) HMM: p = e− ln 2/8·�t.

APPENDIX B
TABULATED RESULTS FROM CONTINUOUS GAIT-BASED

AUTHENTICATION SYSTEM

A. Tabulated Results for Test 1 From Stage 2

Refer to Section V-D and the discussion in Test 1 for
insights related to the results presented in Table VIII.

B. Tabulated Results for Test 2 From Stage 2

Refer to Section V-D and the discussion in Test 2 for
insights related to the results presented in Table IX, X, and XI.

C. Tabulated Results for Test 3 From Stage 2

Refer to Section V-D and the discussion in Test 3 for
insights related to the results presented in Table XII and XIII.
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TABLE IX
TEST 2 (UNDER ADVERSARIAL ATTACKS): AVERAGE TAR

FOR SSPRA AND BASELINE MODELS IN STAGE 2

TABLE X
TEST 2 (UNDER ADVERSARIAL ATTACKS): AVERAGE FAR

FOR SSPRA AND BASELINE MODELS IN STAGE 2

TABLE XI
TEST 2 (UNDER ADVERSARIAL ATTACKS): AVERAGE TCA

FOR SSPRA AND BASELINE MODELS IN STAGE 2

TABLE XII
TEST 3 (MODALITY DISCONNECTION): AVERAGE FARDD AND TPaR

FOR SSPRA AND BASELINE MODELS WITH DISCONNECTION

OF ONE TOP OR BOTTOM PERFORMING MODALITIES

OVER DIFFERENT DURATIONS IN STAGE 2

TABLE XIII
TEST 3 (MODALITY DISCONNECTION): AVERAGE FARDD AND TPaR

FOR SSPRA AND BASELINE MODELS WITH DISCONNECTION

OF TWO TOP OR BOTTOM PERFORMING MODALITIES

OVER DIFFERENT DURATIONS IN STAGE 2

D. Tabulated Results for Test 4 From Stage 2

Refer to Section V-D and the discussion in Test 4 for
insights related to the results presented in Table XIV and XV.

TABLE XIV
TEST 4 (DATA FLUCTUATION): AVERAGE FARDF FOR SSPRA

AND BASELINE MODELS ACROSS DIFFERENT LEVELS AND

DURATIONS OF DATA FLUCTUATION IN STAGE 2

TABLE XV
TEST 4 (DATA FLUCTUATION): AVERAGE TPaR FOR SSPRA
AND BASELINE MODELS ACROSS DIFFERENT LEVELS AND

DURATIONS OF DATA FLUCTUATION IN STAGE 2

APPENDIX C
NUMERICAL ILLUSTRATION OF SSPRA OPERATIONAL

PROCESS USING THE SU-AIS BB-MAS DATASET [53]

In this section, we illustrate the operation of SSPRA using
a simplified version of the continuous gait-based verifica-
tion system from Section V. This example employs two
sensors, handphone’s gyroscope (HP_Gyr) and pocketphone’s
accelerometer (PP_Acc), as opposed to the four sensors used
in the full system. Figure 2 provides the PMF plots of match-
ing scores for these sensors. To streamline the calculation
process, state abbreviations are as follows: “N” for “Normal”,
“S” for “Suspense”, and “A” for “Alert”. The parameters
utilized are consistent with those reported in Appendix A.

A. At Time t0 = 0 s: Legitimate User Log-In

Assume the legitimate user logs in at t0 using their password
and starts using the phone. The continuous authentication
system initiates operation, and its state is set to “N”. Notably,
the system does not require observations from any sensors at
this juncture.

Therefore, we obtain: Mt0 = {}, Mt0 = {}, P(st0 =
N|Mt0) = 1, P(st0 = S|Mt0) = 0.

B. At Time t1 = 2.1 s: First Inspection

Assume the system acquires observations from HP_Gyr and
PP_Acc at t1 = 2.1 s, with �t1 = t1 − t0 = 2.1 s.

For each observation, the system processes it through the
classifier, yielding matching scores Mt1 = {mt11 = 0.6, mt12 =
0.97}. Upon checking these with their PMFs, we ascertain
P(mt11 = 0.6|st1 = N) = 0.38, P(mt11 = 0.6|st1 = S) = 0.35,
P(mt12 = 0.97|st1 = N) = 0.98, P(mt12 = 0.97|st1 = S) =
0.07.

Applying Eq. (1), we fuse the likelihoods of each available
modality at the vertical level:

P
(
Mt1 |st1 = N

) = 0.38 × 0.98 = 0.372,

P
(
Mt1 |st1 = S

) = 0.35 × 0.07 = 2.45 × 10−2
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Note: This calculation is derived directly from applying
Eq. (1) from Section III-C to the given scenario.

Considering the system is in the “N” state, we use state tran-
sition machine P1 to compute the likelihood of the previous
state. Applying equation (2), we derive:

P
(
st1 = N|Mt0

) =
∑

st0∈�1

P
(
st1 = N|st0

) · P
(
st0 |Mt0

)

= P
(
st1 = N|st0 = N

) · P
(
st0 = N|Mt0

)

+P
(
st1 = N|st0 = S

) · P
(
st0 = S|Mt0

)

= e− ln(2)/10×2.1 × 1 + e− ln(2)/4×2.1 × 0

= 0.871

P
(
st1 = S|Mt0

) =
∑

st0∈�1

P
(
st1 = S|st0

) · P
(
st0 |Mt0

)

= P
(
st1 = S|st0 = N

) · P
(
st0 = N|Mt0

)

+P
(
st1 = S|st0 = S

) · P
(
st0 = S|Mt0

)

=
(

1 − e− ln(2)/10×2.1
)

× 1

+
(

1 − e− ln(2)/4×2.1
)

× 0 = 0.129

Note: The above calculations are derived directly from
applying Eq. (2) from Section III-C to the given scenario.

Finally, employing equation (3), we fuse the likelihood of
the previous state and current observations at the horizontal
level:

P
(
st1 = N|Mt1

) ∝ P
(
Mt1 |st1 = N

) · P
(
st1 = N|Mt0

)

= 0.372 × 0.871 = 0.324

P
(
st1 = S|Mt1

) ∝ P
(
Mt1 |st1 = S

) · P
(
st1 = S|Mt0

)

= 2.45 × 10−2 × 0.129 = 3.16 × 10−3

Note: The above calculations are derived directly from
applying Eq. (3) from Section III-C to the given scenario.

After normalizing the two values above, we attain the
likelihood of each state using equation (4): P(st1 = N) =
0.324/(0.324 + 3.16 × 10−3) = 0.991

Since P(st1 = N) > Tstay in normal, the system’s state at t1
is “N”, indicating no suspicious data present.

C. At Time t2 = 4.3 s: Second Inspection

At time t2 = 4.3 s, the system acquires observations from
both sensors, yielding �t2 = t2 − t1 = 2.2 s.

The derived matching scores from these observations are:
Mt2 = {mt21 = 0.5, mt22 = 0.06}. Checking with their
corresponding PMFs, we find P(mt21 = 0.5|st2 = N) = 0.1,
P(mt21 = 0.5|st2 = S) = 0.08, P(mt22 = 0.06|st2 = N) =
0.005, and P(mt22 = 0.06|st2 = S) = 0.08.

We first execute the vertical fusion of these observa-
tions using Eq. (1): P(Mt2 |st2 = N) = 0.1 × 0.005 =
5 × 10−4, P(Mt2 |st2 = S) = 0.08 × 0.08 = 0.064

Then, we proceed with the horizontal fusion of the present
observations and prior states using Eqs. (2) and (3): P(st2 =
N|Mt2) ∝ 5 × 10−4 ×(e− ln(2)/10×2.2 ×0.991+e− ln(2)/4×2.2 ×
0.009) = 4.3 × 10−4, P(st2 = S|Mt2) ∝ 0.064 × ((1 −

e− ln(2)/10×2.2) × 0.991 + (1 − e− ln(2)/4×2.2) × 0.009) =
8.7 × 10−4.

After normalizing the above likelihoods, we obtain P(st2 =
N) = 0.331 and P(st2 = S) = 0.669.

As P(st2 = N) < Tstay in normal, the system flags a
suspicious data point at this stage. This could be due to
low-quality or fluctuating data from any sensors, potential
abnormalities, or possible sensor attacks. To confirm whether
an alarm should be triggered, the system transitions to the “S”
state at this point, awaiting a new set of observations from all
available sensors.

D. At Time t3 = 6.3 s: Third Inspection

Since the system transitioned to the “S” state during the
last inspection, it waits for 2 seconds (equivalent to the
duration of the observation window) to collect observations
from all accessible sensors. These observations will then aid
the system in deciding whether to transition into the “A” state
and trigger an alarm or revert back to the “N” state. Here,
�t3 = t3 − t2 = 2 s.

To illustrate the operational process of our MMCMM in
both the aforementioned scenarios, we postulate that the
system receives different observations in each scenario. It
should be noted that, given the system transitioned to the “S”
state at time t2, we must use the state transition machine P2
to compute the likelihood of each state in both scenarios.

1) Scenario: System Receives Matching Scores Mt3 =
{mt31 = 0.4, mt32 = 0.22}:

In this scenario, the probabilities are computed as: P(mt31 =
0.4|st3 = N) = 0.06, P(mt31 = 0.4|st3 = A) = 0.14, P(mt32 =
0.22|st3 = N) = 0.004, P(mt32 = 0.22|st3 = A) = 0.018.

The fusion at the vertical level is calculated using Eq. (1):
P(Mt3 |st3 = N) = 0.06 × 0.004 = 2.4 × 10−4, P(Mt3 |st3 =
A) = 0.14 × 0.018 = 2.52 × 10−3.

The fusion at the horizontal level is computed using Eqs. (2)
and (3): P(st3 = N|Mt3) ∝ 2.4 × 10−4 × (e− ln(2)/10×2 ×
0.331 + e− ln(2)/2×2 × 0.667) = 1.49 × 10−4, P(st3 =
A|Mt3) ∝ 2.52 × 10−3 × ((1 − e− ln(2)/10×2) × 0.331 + (1 −
e− ln(2)/2×2) × 0.667) = 1.51 × 10−3.

After normalizing the probabilities, we obtain: P(st3 =
N) = 0.135, and P(st3 = A) = 0.865. Given that P(st3 =
N) < Tback to normal, the system will transition to the “A” state,
and an alarm will be triggered.

In this scenario, the data collected at time t2 is highly likely
indicative of an attack. The system identifies a potential threat
at time t2, verifies it at time t3, and ultimately triggers an alarm
following verification at time t3.

2) Scenario: System Receives Matching Scores Mt3 =
{mt31 = 0.62, mt32 = 0.98}:

In this scenario, the probabilities are computed as: P(mt31 =
0.62|st3 = N) = 0.38, P(mt31 = 0.62|st3 = A) = 0.35,
P(mt32 = 0.98|st3 = N) = 0.98, P(mt32 = 0.98|st3 = A) =
0.07.

The fusion at the vertical level is calculated using Eq. (1):
P(Mt3 |st3 = N) = 0.38 × 0.98 = 0.372, P(Mt3 |st3 = A) =
0.35 × 0.07 = 2.45 × 10−2

The fusion at the horizontal level is computed using
Eqs. (2) and (3): P(st3 = N|Mt3) ∝ 0.372 × (e− ln(2)/10×2 ×
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0.331 + e− ln(2)/2×2 × 0.667) = 0.231, P(st3 = A|Mt3) ∝
2.45 × 10−2 ×((1−e− ln(2)/10×2)×0.331+(1−e− ln(2)/2×2)×
0.667) = 9.41 × 10−3.

After normalizing the probabilities, we obtain: P(st3 =
N) = 0.961, and P(st3 = A) = 0.039. Since P(st3 = N) >

Tback to normal, the system will return to the “N” state. In
the next inspection, the system will use the state transition
machine P1 to compute the likelihood of each state, and it can
utilize P(st3 = N) = 0.961 and P(st3 = S) = 0.039 as the
likelihoods of each past state at time t3.

In this scenario, the data collected at time t2 is very likely
to be low-quality or fluctuating data. The system transitions to
the “S” state at time t2 but reverts to the “N” state at time t3
after verification that it is not under attack. In this manner, the
system avoids the false alarm that might occur in conventional
continuous monitoring systems.

E. At Time t4 = 8.5 s: Fourth Inspection

Suppose at time t3, the system transitions back to the normal
state, similar to the second scenario discussed earlier. Now, at
time t4 = 8.5 s, the connection to HP_Gyr might get lost due
to reasons such as connection issues. As such, the system only
receives an observation from PP_Acc, which has a matching
score of Mt4 = {mt41 = 0.97}. We can get P(mt41 = 0.97|st3 =
N) = 0.98 and P(mt41 = 0.97|st3 = S) = 0.07 from its PMF.

As only one observation is available, we can skip the
vertical-level fusion and directly calculate horizontal-level
fusion using Eqs. (2) and (3) as follows: P(st4 = N|Mt4) ∝
0.98×(e− ln(2)/10×2.2×0.961+e− ln(2)/2×2.2×0.039) = 0.835,
P(st4 = S|Mt4) ∝ 0.07 × ((1 − e− ln(2)/10×2.2) × 0.961 + (1 −
e− ln(2)/2×2.2) × 0.039) = 0.010.

After normalizing these probabilities, we can get P(st4 =
N) = 0.988. Since P(st4 = N) > Tstay in normal, the system
will remain in the “N” state. This scenario demonstrates
the functioning of our MMCMM when certain modalities
disconnect from the system or when the system fails to receive
observations from certain modalities.

REFERENCES

[1] P. K. Sahoo, H. K. Thakkar, W.-Y. Lin, P.-C. Chang, and M.-Y. Lee,
“On the design of an efficient cardiac health monitoring system through
combined analysis of ECG and SCG signals,” Sensors, vol. 18, no. 2,
p. 379, 2018.

[2] P. Zontone, A. Affanni, R. Bernardini, A. Piras, and R. Rinaldo, “Stress
detection through electrodermal activity (EDA) and electrocardiogram
(ECG) analysis in car drivers,” in Proc. 27th Eur. Signal Process. Conf.
(EUSIPCO), 2019, pp. 1–5.

[3] M. Shabaan et al., “Survey: Smartphone-based assessment of cardio-
vascular diseases using ECG and PPG analysis,” BMC Med. Informat.
Decis. Mak., vol. 20, pp. 1–16, Jul. 2020.

[4] A. Roy, T. Halevi, and N. Memon, “An HMM-based behavior modeling
approach for continuous mobile authentication,” in Proc. IEEE Int. Conf.
Acoust., Speech Signal Process. (ICASSP), 2014, pp. 3789–3793.

[5] L. Fridman et al., “Multi-modal decision fusion for continuous authen-
tication,” Comput. Electr. Eng., vol. 41, pp. 142–156, Jan. 2015.

[6] I. C. Stylios, O. Thanou, I. Androulidakis, and E. Zaitseva, “A review
of continuous authentication using behavioral biometrics,” in Proc.
SouthEast Eur. Des. Autom., Comput. Eng., Comput. Netw. Soc. Media
Conf., 2016, pp. 72–79.

[7] A. Mosenia, S. Sur-Kolay, A. Raghunathan, and N. K. Jha, “CABA:
Continuous authentication based on bioAura,” IEEE Trans. Comput.,
vol. 66, no. 5, pp. 759–772, May 2017.

[8] A. Krašovec, D. Pellarini, D. Geneiatakis, G. Baldini, and V. Pejović,
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